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Admin Guide

Admin Guide for Yeastar K2 IPPBX.

About this guide

In this guide, we describe every detail on the functionality and configuration of the Yeastar
K2 IPPBX. We begin by assuming that you are familiar with networking and other IT disci-
plines.

Product covered

* Yeastar K2 IPPBX
* Yeastar K2 Lite IPPBX

Audience

This guide is for administrators who need to prepare for, configure and operate Yeastar K2
IPPBX.

Extensions

Extension Overview

An extension is a short internal number. Extensions allow users to make and receive calls.
You can assign extensions to every employee in your organization.

Extension types

Yeastar K2 IPPBX supports the following types of extension:
SIP Extension

A SIP extension is based on SIP protocol.

To use a SIP extension, you need to enter the extension credentials on an IP phone or a
softphone. After the extension is registered on a phone, you can make and receive calls.

IAX Extension
An IAX extension is based on IAX protocol.

To use an IAX extension, you need to enter the extension credentials on an IP phone or a
softphone. After the extension is registered on a phone, you can make and receive calls.
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Extension format

Yeastar K2 IPPBX supports 1-digit to 7-digit extension format. The default extension format
is 4-digit number.

Before you create extensions, you can go to Settings > PBX > General > Preferences >
Extension Preferences > User Extension to change the extension format and range.

Extension Basic Setup
Create Extensions

Extension Creation Overview

Yeastar K2 IPPBX supports to set one extension number to multiple extension types, such
as SIP extension, IAX extension, and FXS extension, so that you can use the same exten-
sion number on devices in different locations.

Set one extension number for multiple devices

You can link your office phone, softphone, and analog phone through a universal extension
number. When a call reaches the extension number, all phones will ring simultaneously, you
won't miss any business calls.

On extension configuration page, you can select multiple types for the extension.

| General
Type ©- sIp IAX
Extension ©: 1000 Caller ID ©: 1000
Caller ID name ©: 1000 Emergency Outbound Caller
1D W:
Registration Name @: 1000 Registration Password O: sssssssssssssses
Concurrent Registrations ©: | 2

SIP Forking

Yeastar K2 IPPBX supports SIP forking, which enables an extension number to be regis-
tered by multiple SIP phones. When a call reaches the extension, all registered phones will
ring simultaneously, and you can take the call from any device easily.

You can configure SIP Forking on the extension configuration page. The value of Concur-
rent Registrations limits how many SIP phones the extension can be registered on.
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|;?V| Note:

* The limit of concurrent registrations is 5.

* By default, if one SIP phone is busy, other SIP phones still can receive calls when
calls reach the extension. To restrict other phones from receiving calls when the ex-
tension is busy, you can enable All Busy Mode for SIP Forking (Settings > PBX >
General > SIP > Advanced).

| General
Type @©: v SIP (] 1A%
Extension ©: 1000 Caller ID ©: 1000
Caller ID name @: 1000 Emergency Outbound Caller
ID ©:
Registration Name ©: 1000 Registration Password O: ssssssssssssssss

C{mcurrentRegistratinns@: 3

Create a SIP Extension

Yeastar K2 IPPBX supports Session Initiation Protocol (SIP). SIP is used in VolP communi-
cations allowing users to make and receive voice calls for free over the Internet. Before reg-
istering a SIP account on phones, you need to create a SIP account.

Procedure

1. Go to Settings > PBX > Extensions, click Add.
2. On the Basic page, go to General section, and set the general settings of the exten-

sion.
| General
Type @©: v sIP (] 1ax
Extension O 1000 Caller ID @ 1000
Caller ID name @©: 1000 Emergency Outbound Caller
D ©:
Registration Name O 1000 Registration Password O: sessssssssssnsss
Concurrent Registrations ®:. | 2

* Type: Select the checkbox of SIP.
* Extension: Enter the extension number.



Admin Guide |

1 - Admin Guide | 4

* Caller ID: Enter the caller ID number. The called party will see this caller ID
number when the extension user makes an outgoing call.

* Caller ID name: Enter the caller ID name. The called party will see this caller ID
name when the extension user makes an outgoing call.

* Emergency Outbound Caller ID: Enter the outbound caller ID for emergency
calls. The PSAP (Public Safety Answering Point) can pinpoint the user's loca-
tion based on the caller ID.

[5) Note: The setting takes effect only when the extension uses enhanced
emergency calling. You don't have to configure the option if the extension uses
basic emergency calling.

» Registration Name: The name used to register a SIP extension.

* Registration Password: The password is used to register the extension.

» Concurrent Registrations: Yeastar K2 IPPBX supports to register one SIP ex-
tension number on multiple phones. When a call reaches the extension number,
all phones will ring. The maximum number of concurrent registrations is 5.

3. On the Basic page, go to User Information section, and set the user informa-

tion.

| User Information

Email ©: amber@yeastar.com User Password (O-

Prompt Language‘:): System Default Mobile Number ©:

* Email: Extension user can reset his/her login password, receive voice mails,
faxes, or PBX notifications via this email address.

» User Password: The password is used to log in the PBX or log in Linkus client.
The password is generated randomly by default.

* Prompt Language: The language of voice prompts. The default prompt lan-
guage is the same as the system language. If the extension user speaks foreign
language, you can set a specific system prompt.

[5) Note: Before selecting other system prompts, go to Settings > PBX >
Voice Prompts > System Prompt to download online prompts.

* Mobile Number: Extension user can receive the PBX notifications or forwarded
calls on this mobile number.

4. Click Presence, Features, Advanced, or Call Permission tab to configure other set-
tings.
5. Click Save and Apply.

Related information
Reqgister a SIP Extension

Steps to Auto Provision Phones
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Create an IAX Extension

Yeastar K2 IPPBX supports Inter-Asterisk Exchange (IAX) protocol. IAX is used for trans-
porting VolIP telephony sessions between servers and terminal devices. Before registering
an IAX account on phones, you need to create an IAX account.

Prerequisites

Only few phones support IAX protocol, we recommend that you use SIP extensions.

Procedure

1. Go to Settings > PBX > Extensions, click Add.
2. On the Basic page, go to General section, and set the general settings of the exten-

sion.
| General
Type ©- 5P IAX
Extension ©- 1000 Caller ID @ 1000
Caller 1D name @: 1000 Emergency Outbound Caller
ID -
R Registration Password @: ssssssssssaEREs

» Type: Select the checkbox of IAX.

» Extension: Enter the extension number.

* Caller ID: Enter the caller ID number. The called party will see this caller ID
number when the extension user makes an outgoing call.

* Caller ID name: Enter the caller ID name. The called party will see this caller ID
name when the extension user makes an outgoing call.

* Emergency Outbound Caller ID: Enter the outbound caller ID for emergency
calls. The PSAP (Public Safety Answering Point) can pinpoint the user's loca-
tion based on the caller ID.

[5) Note: The setting takes effect only when the extension uses enhanced
emergency calling. You don't have to configure the option if the extension uses
basic emergency calling.
* Registration Password: The password is used to register the extension.
3. On the Basic page, go to User Information section, and set the user information.
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| User Information

Email ©: amber@yeastar.com User Password -

Prompt Language ©: System Default Mobile Number ©:

* Email: Extension user can reset his/her login password, receive voice mails,
faxes, or PBX notifications via this email address.

» User Password: Extension user can log in the PBX or log in Linkus mobile
client by the user password.

* Prompt Language: The language of voice prompts. The default prompt lan-
guage is the same as the system language. If the extension user speaks foreign
language, you can set a specific system prompt.

[5) Note: Before selecting other system prompts, go to Settings > PBX >
Voice Prompts > System Prompt to download online prompts.
* Mobile Number: Extension user can receive the PBX notifications or forwarded
calls on this mobile number.
4. Click Presence, Features, Advanced, or Call Permission tab to configure other set-
tings.
5. Click Save and Apply.

Related information
Reqister an IAX Extension

Bulk Create Extensions

Yeastar K2 IPPBX supports to add SIP extensions and IAX extensions in bulk.
Procedure

1. Go to Settings > PBX > Extensions, click Bulk Add.
2. On the Basic page, go to General section, and configure the following settings:

[5) Note:

» A random Registration Password and a random User Password will be as-
signed for each extension.

* If you want to edit the Registration Password and User Password for multiple
extensions, you need to go to Settings > System > Security > Service, select
the checkbox of Allow Weak Password.
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Add Bulk Extensions

Basic Features Advanced Call Permission
| General

Type: SIP IAX

Start Extension: 1000

Create Number @ 15

Em_ergency Outbound Caller
D ®:

CancurrentRegistrationso: 1

Prompt Languageo: System Default

» Type: Select the extension type.

* Start Extension: Enter the first extension number. The system will create ex-
tensions in bulk starting with the extension number.

* Create Number: Enter the number of extensions that will be created.

* Emergency Outbound Caller ID: Enter the outbound caller ID for emergency
calls. The PSAP (Public Safety Answering Point) can pinpoint the user's loca-
tion based on the caller ID.

[5) Note: The setting takes effect only when the extension uses enhanced
emergency calling. You don't have to configure the option if the extension uses
basic emergency calling.

» Concurrent Registrations: Yeastar K2 IPPBX supports to register one exten-
sion number on multiple phones. When a call reaches the extension number, all
phones will ring.

* Prompt Language: The language of voice prompts. The default prompt lan-
guage is the same as the system language. If the extension user speaks foreign
language, you can set a specific system prompt.

[5) Note: Before selecting other system prompts, go to Settings > PBX >
Voice Prompts > System Prompt to download online prompts.
3. Click Features, Advanced, or Call Permission tab to configure other settings.
4. Click Save and Apply.

Related information
Bulk Edit Extension Names and Emails
Reqister a SIP Extension
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Register Extensions

Register a SIP Extension

To make calls and receive calls from a SIP extension, you need to register the SIP exten-
sion on an IP phone or soft phone.

1.Gather information of extension registration

For most SIP phones, the following items are needed for the SIP phone to register with
Yeastar K2 IPPBX.

* I[P address of PBX
* SIP registration port: The default port is 5060 on Yeastar K2 IPPBX.
 Extension information

# Extension Number

# Registration Name

# Registration Password

# Caller ID Name

# Transport

2.Register the extension on a phone

Log in the phone web interface, fill in and save the required items to register the SIP exten-
sion.

3.Confirm registration status

You can do one of the followings to check if the extension is registered.

» On the phone web interface, check if the status indicates that the extension is regis-
tered.
* Log in PBX web interface, go to PBX Monitor > Extensions to check if the status

shows “*.

Related information
Register Yealink Phone with Yeastar K2 IPPBX
Register Htek Phone with Yeastar K2 IPPBX
Register Cisco Phone with Yeastar K2 IPPBX
Register Fanvil Phone with Yeastar K2 IPPBX
Register Snom Phone with Yeastar K2 IPPBX

Register an IAX Extension

To make calls and receive calls from an IAX extension, you need to register the IAX exten-
sion on an IP phone or soft phone.
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[5) Note: Only few phones support IAX protocol, we recommend that you use SIP exten-
sions.

In this topic, we take Zoiper softphone for example to introduce how to register an IAX ex-
tension.

1.Gather information of extension registration

For most IAX phones, the following items are needed for the IAX phone to register with
Yeastar K2 IPPBX.

* [P address of PBX (e.g.192.168.5.30)
 Extension information
# Extension (e.g.1000)
# Registration Password (e.g. Yeastar6041)
# Caller ID (e.g.1000)
# Caller ID name (e.g.Ann)

2.Register the extension on Zoiper

1. Run Zoiper.exe, go to ) > 1AX accounts > Add new IAX account.
2. In the Add new IAX account window, enter the extension number 1000, and click
OK.
3. Inthe IAX account options, enter the required items as follows.
» Server Hostname/IP: 192.168.5.30
e Username: 1000
» Password: Yeastar6041
» Caller ID Name: Ann
 Caller ID Number: 1000
4. Click OK and Apply.

3.Confirm registration status

You can do one of the followings to check if the extension is registered..

» On the phone web interface, check if the status indicates that the extension is regis-
tered.

In this example, the account will display "1000 (Registered) (IAX)".
» Log in PBX web interface, go to PBX Monitor > Extensions to check if the status

shows .

Register a Remote Extension

When you are out of the office, you can register a remote extension on a soft phone on an
IP phone.
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As the following figure shows, PBX and the IP phone are in different network with their own

private IP addresses.

Branch Office

WAMN IP: 2232 232 22

Router 1
IP Phone

IP: 192 168.6.13

Head Office

T, WANIP:11.11.11.11 I
._ ______
|

|E_m ————— é Internet

Router 2
Yeastar IPPBX

LAN IP: 152.168.5.150

1. Configure port forwarding on the router that is connected to the PBX.

Check the default ports that you need to map on the Router2 below, you can change
the default ports on PBX > General > SIP.

* SIP Register Port: UDP 5060
* RTP Port Range: UDP 10000-12000
2. Log in the PBX web interface, go to PBX > General > SIP > NAT, configure NAT set-
tings according to your network environment.

NAT Type @ Extemal IP Address =

External IP Address - n1nnm 5060

Local Netwerk Identification @: | 192.168.5.0 /| 25537552550
NAT Mode ©: Yes v

3. Enable NAT and Register Remotely for the extension.

Edit Extension ( 1001 )

Basic Features Advanced Call Permission
| VoIP Settings
M NaT® & qualify ©
4 Register Remotely 0] [J Enable SRTP @
Transport @®: UopP - DTMF Mode @: RFC4733 -

4. Register the extension on the IP phone.

[5) Note: Use the public IP address or hostname of the PBX and the forwarded SIP
port to register the remote extension.
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- Account 2 v
— L =y

Register Status Registerad

Basic
Line Active Enabled | @

L Label 1001 9

Advanced Display Name 1001 (7]
Ragister Namsa 1001 @
User Name 1001 (7]
Password Frr— Q
Enable Outbound Proxy Server Disabled | @
Qutbound Proxy Servar Part | 5060 (7]
Transport LIDP v e
NAT Disabled @
stunsever  Public IP of Yeastar IPPBX Part | 3478 Q
SIP Server1 @) \ Forwarded SIP Port
Server Host I 11.11.11.11 I Port (7]
Server Expires 300 (7]

Manage Extensions

Change Extension Range

The default extension range is from 1000 to 5999. Before you create extensions, you can

change the extension range according to your needs.

1. Log in PBX web interface, go to Settings > PBX > General > Preferences > Exten-

sion Preferences.
2. Change the range of User Extensions.
3. Click Save and Apply.

Edit Extensions

After creating extensions, you may need to change extension settings. You can edit an ex-

tension, or edit extensions in bulk.
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Edit an Extension

1. Log in PBX web interface, go to Settings > PBX > Extensions.

2. On Extensions page, click
3. Change extension settings according to your needs.
4. Click Save and Apply.

Bulk Edit Extensions

1. Log in PBX web interface, go to Settings > PBX > Extensions.

beside the extension that you want to edit.

2. On Extensions tab, select the checkbox of desired extensions, and click Edit.
3. Change extension settings according to your needs.
4. Click Save and Apply.

Bulk Edit Extension Names and Emails

To bulk edit the extension names and emails, you need to export the extensions from Yeas-
tar K2 IPPBX first, edit the extension names and email addresses in the CSV file, then im-
port the file to the PBX.

1. Log in PBX web interface, go to Settings > PBX > Extensions, click Export to export
all the extensions.
2. Edit the CSV file, enter the users' names and email addresses, then save the file.

b
type
SIP
SIF
sSIF
SIP
SIP
SIP
SIP
9 5IF
10 SIP
11 SIP
12 BIF
15 BIF
14 EIF
15 BIF
18 EIF

(= e B SRS, TSR VR

B

(c:

usernane
1000
1001
1002
1003
1004
10095
1004
1007
1008
1009
1010
1011
1012
1013
1014

fullname
carel
EVE
ina
apple
david
amber
alan
jasen
ramon
harry
pixy
Irose
herny
gary
Jerry

il E F G H
callerid registerrregisterpleoginpassvmsecret hasvoicenenablevn

1000 1000 ¥b¥-7015_@NWOYFP 1000 ves
1001 1001 tIf71@Y jretiVPVY 1001 ves
1002 1002 ?7F-52iv j7450mnr 1002 yes
1005 1003 k1QCFH-"COMWTARD 1005 ves
1004 1004 kEETEE " Fonx JHTO 1004 ves
1005 1005 _403-a C40INC_OF 1005 ves
1008 1008 1_TU_G2]”_"@ YFP 1006 yes
1007 1007 @+74rF+—S1+M_HEG 1007 ves
1008 1008 @-N8141TEIGIX]JTE 1008 ves
1009 1009 ?P*0es*tuzIN@-hsg 1009 yes
1010 1010 DkZ—#_tolH408512 1010 yes
1011 1011 "F2965otvZplerr) 1011 ves
1012 1012 @T17110G_"KsrVE 1012 ves
1013 1013 Wh-"8x77-"7_7"_ 1013 yes
1014 1014 712rx_7EUAnoblLG 1014 ves

no
no
no
no
no
no
no
no
no
no
no
no
no
no
no

E

L -

email
carel@yeastar, com
evelyeastar, com
ina@ysastar. com
apple@yeastar. con
david@yeastar. com
anber@yeastar., com
alan@yeastar. con
jasen@yeastar. com
ranon@yeastar. com
harryilyeastar. con
plxyliyeastar. comn
roselyeastar., con
herny@yeastar. com
garyl@yeastar, con
jerrv@veastar. con

ringtimec’
3005

 fullname: Enter the user's name. The fullname stands for the Caller ID Name.
* email: Enter the user's email address.
3. Import the CSV file to the PBX.

a. Go to Settings > PBX > Extensions, click Import.

b. On the pop-up dialog, click Browse, select your CSV file.

c. Click Import.

[5) Note: You may get an error prompt like the following figure.
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Part of contacts failed to be imported.
Download the file and check for the replaced fields?

d. Click Yes to check the log.

[5) Note: Ignore the error if the Error Cause displays "username[1000]: The im-
ported record is existing, the record has been overwritten".
4. Check the imported extensions on your PBX.

Extensions Extension Group

1 Extension MName Type Port Edit Delete
1 1000 carol sip z [}
1 1001 ave SIP rd ]
~ 1002 ina SIP z m
4 1003 apple SIp Zz i
v 1004 david sIp 7z il
~ 1005 amber sip z m
4 1006 alan SIP z m
1 1007 jason sIp yd i
4 1008 ramon SIP ra i
v 1009 harry sIp 7z i
v 1010 pixy SIP rd i

Delete Extensions

When an employee leaves or an extension is no longer needed, you can delete the exten-
sion from the Yeastar K2 IPPBX.

Delete an Extension

1. Log in PBX web interface, go to Settings > PBX > Extensions.

2. On Extensions page, click 1 peside the extension that you want to delete.
3. Click Save and Apply.
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Bulk Delete Extensions

1. Log in PBX web interface, go to Settings > PBX > Extensions.
2. On Extensions page, select the checkbox of desired extensions, and click Delete.
3. Click Save and Apply.

Import/Export Extensions

The extensions configured on Yeastar K2 IPPBX can be exported and saved as a template.
You can fill in desired extension information and import the CSV file to PBX again.

Export Extensions

1. Log in PBX web interface, go to Settings > PBX > Extensions.
2. Click Export to export the extensions to a CSV file.

Import Extensions

© Tip: You can export extensions first, and use the CSV file as a template.

1. Log in PBX web interface, go to Settings > PBX > Extensions.

2. Refer to the Import Parameters - Extensions, and edit your CSV file.
3. Click Import.

4. On the Import Extension page, click Browse to select your CSV file.
5. Click Import.

Extension Groups

Create an Extension Group

You can assign and categorize extensions in different groups. Extension groups simplify the
configuration process.

1. Go to Settings > PBX > Extensions > Extension Group, click Add.
2. Set the Name to help you identify the group.
3. In the Available box, select the extensions to the Selected box.
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Add Extension Group
Name @; Sales
Members ©-
Available Selected
1001 - Cindy 1000 - Alex
1002 - Eva 1007 - Emily
1004 - Stone 1006 - Bella E
1008 - Jason
1009 - Joyce
1003 - Adam E

4. Click Save and Apply.

Manage Extension Groups

Edit extension groups

You can edit the group name, add more extensions to the group or remove extensions from
the group.

1. Go to Settings > PBX > Extensions, search and find the desired extension group,

click =.
2. Edit the group as you need.
3. Click Save and Apply.

Delete extension group

1. Go to Settings > PBX > Extensions > Extension Group, search and find the de-

sired extension group, click
2. Click Yes to confirm the deletion.

Extension Groups Application

You can use the extension groups when you need to assign extensions for outbound
routes, ring groups, queues, etc.

For example, you need to set an outbound route and only allow the Support group mem-
bers to make outbound calls through this route. You can simply assign the Support exten-
sion group instead of assigning an extension member one by one. It simplifies the configu-
ration process.
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Edit Outbound Routes ( Routeout )

Member Extensions (-

Available Selected
Sales - Group Support - Group
1000 - Alex
1001 - Cindy =]
1002 - Eva
1003 - Adam
1004 - Stone E

Presence

Extension Presence Overview

This topic introduces what is presence and how the presence status can benefit the user's
work.

What is Presence

Extension Presence indicates the availability status of an extension. Presence settings are
linked to the Call Forwarding rules and Linkus ring strategy. Different call forwarding rules
and ring strategy can be set for each presence status.

Yeastar K2 IPPBX provides five presence statuses:

* Available: The user is online and ready for communication.

* Away: The user is currently away from your office.

* DND: The user doesn't want to be disturb, and you won't receive any calls.
e Lunch Break: The user is currently on lunch break.

» On a Business Trip: The user is currently on a business trip.

How does Presence benefit the user's work?

Presence status and information that are displayed on Linkus clients allows the user to see
the presence of your colleague and instantly know whether the colleague is available, busy,
or away.

Change Presence status to quickly route incoming calls. For example, if the user is at a
meeting and do not want to miss calls, set the status to Away and forward the call to voice-
mail. Once the user is ready to receive calls again, switch back to Available.
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How to change Presence status?

3 ways to change an extension presence.

* On the Linkus client, extension users can change their own presence status.
» On the Extension Web Portal, Linkus users can change their own presence status.
* On the PBX Web Portal, you can change all extensions presence.

Set Call Forwarding Rules & Presence Status

Set call forwarding rules for each presence status. The call forwarding rules allows the user
to automatically forward an incoming call to voicemail, another extension, or mobile depend-
ing on the extension status.

. Go to Settings > PBX > Extensions, search and find the desired extension, click

. Click the Presence tab.

. In the Presence drop-down list, select a status to configure.

. In the Presence Information field, enter the a custom status message to display on
Linkus.

A OWNPF

The Linkus users can see whether you are available to communicate.
5. Set call forwarding rules for the Presence status.
a. Select the Call Forwarding conditions:
» Always: All the incoming calls will be forward to the destination.
* No Answer: Only the unanswered calls will be forwarded to the destina-
tion.
* When Busy: Only the calls that come in while you are talking on the
phone will be forwarded.
b. Beside the selected forwarding condition, select the forwarding destination.
6. Set the ring strategy for the Presence status.

* Ring First: When a call reaches the extension, which terminal will ring first.

* Ring Secondly: If the incoming call is not answered on the terminals that are
selected as Ring First, the terminals that are selected as Ring Secondly will
ring.

7. Click Save and Apply.

Set Call Forwarding Prompt

By default, when the PBX is forwarding an incoming call to another number, the PBX will
play the call forwarding prompt "please hold when I try to locate the person you are calling",
and then play the MoH music when the caller is waiting. You can disable the call forwarding
prompt and change the MoH music to a normal ring tone. In this way, the caller will not real-
ize that the call is forwarded.

1. Go to Settings > PBX > Voice Prompts > Prompt Preference.
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2. Unselect the checkbox of Play Call Forwarding Prompt.
3. In the Music on Hold for Call Forwarding drop-down list, select Ringing Tone.

Prompt Preference System Prompt Music on Hold Custom Prompts

Music On Hold @- default

Play Call Forwarding F‘r{:mpto

Play SLA Dialing F‘r{:mpto

Music on Hold for Call Forwarding @: Ringing Tene

Invalid Phone Number F‘rompto: [Mone]

4. Click Save and Apply.

Activate/Deactivate Call Forwarding

Extension users can dial the Call Forwarding feature codes on their phones to activate or
deactivate Call Forwarding function.

Below are the default call forwarding feature codes and the description of how to use the
feature codes.

Code Action Example
*71 Activate call forwarding ALWAYS « Dial *71 to forward all calls to voicemail.
« Dial *716000 to forward all calls to extension
6000.

*071 Deactivate call forwarding « Dial *071 to deactivate call forwarding
ALWAYS ALWAYS.

*72 Activate call forwarding WHEN « Dial *72 to forward calls (when the user is
BUSY busy) to voicemail.

« Dial *726000 to forward calls (when the user
is busy) to extension 6000.

*072 Deactivate call forwarding WHEN « Dial *072 to deactivate call forwarding WHEN
BUSY BUSY.

*73 Activate call forwarding NO « Dial *73 to forward calls (when the user
ANSWER doesn't answer) to voicemail.

« Dial *736000 to forward calls ((when the user
doesn't answer) to extension 6000.

*073 Deactivate call forwarding NO « Dial *073 to deactivate call forwarding NO
ANSWER ANSWER.
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Monitor Extension DND Status by BLF Keys

This topic takes a Yealink T53W IP phone as an example to introduce how to configure a
BLF key on your phone to monitor the extension Do-Not-Disturb (DND) status.

Prerequisites

Before you start, you need to register the extension you want to monitor to an IP phone. For
more information, see Register a SIP Extension.

Configure a BLF key to monitor the extension DND status

1. Log in to the IP phone web interface, go to Dsskey > Line Key.

2. Configure a BLF key to monitor the DND status of extension 1008.
* Type: Select BLF.
* Value: Enter { ext _nunt. In this example, enter 1008.

[5) Note: {ext_nun} stands for extension number.
* Line: Select the line where extension 1008 is registered on.

Key Type Value Label Line Extension
Line Key1 ELF v 1008 Linet v

3. Click Confirm.

Results

* BLF LED on: The extension 1008 is being monitored.
* BLF LED off:The configuration is failed.

If the BLF key configuration is successful, when user dials the feature code to enable (de-
fault *74) or disable (default *074) the extension DND status, the BLF key will display differ-
ent color to indicate different extension status.

[5) Note: The BLF LED will not be changed if users change the extension DND status on
web page, on Linkus clients, or via API interface.

» Green BLF LED: The extension DND status is disabled and the extension is idle.
* Red BLF LED: The extension DND status is enabled, or the extension is busy.
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Voicemall

Voicemail Overview

Yeastar K2 IPPBX integrates a free voicemail system. Voicemail is a modern kind of an-
swering machine that allows the callers to leave audio messages in case of unavailability.

Enable/Disable Voicemalil Function

By default, the voicemail is enabled for all extension users. You can disable the Voicemail
function if the user doesn't need it.

1. Go to Settings > PBX > Extensions, search and find the desired extension, click
2. Click the Presence tab.
3. Change the Voicemail settings.
» To enable voicemail, select the checkbox of Enable Voicemail.
» To disable voicemail, unselect the checkbox of Enable Voicemail.
4. Click Save and Apply.

Change Voicemail PIN/Password

Extension users can dial voicemail feature code (default *2) on their phones to access their
voicemails. To enhance the extension security, you can change the voicemail PIN on PBX
web interface.

1. Go to Settings > PBX > Extensions.

2. Search and find the desired extension, click

3. Click the Presence tab.

4. In the Voicemail Access PIN field, enter a numeric PIN/password.
5. Click Save and Apply.

Configure Voicemail to Email

The Voicemail to Email feature of Yeastar K2 IPPBX allows extension users to receive
voicemail audio files as email attachments and quicken response time when they are out of
office.

Enable Voicemail to Email

Voicemail to Email function is disabled by default. If an extension user would like to check
voicemail messages via email, you need to enable Voicemail to Email for his or her exten-
sion.

[5) Note: To receive voicemail via email successfully, make sure the system email works.
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1. Go to Settings > PBX > Extensions, select the desired extension, click L

2. Click the Features tab.
3. In the Send Voicemail to Email drop-down list, select an email type.

Edit Extension ( 4000 )
Basic Presence Features Advanced Call Permission

| Voicemail

' Enable Voicemail © Vioicemail Access PIN D:

' Share Voicemail Status ©

Send Voicemail to Email: Send to user's email

Disabled
Busy Prompt@:
Send to user's email

Unavailable Prompt @:
P Send to custom email

* Send to user's email: Send voicemail to the extension user's email address.
* Send to custom email: Send voicemail to a custom email address.

4. Click Save and Apply.

Email template of 'Voicemail to Email’

The PBX has a default email template for Voicemail to Email. You can edit the template
according to your needs.

1. Go to Settings > System > Email > Email Templates, click - beside Voicemail to

Email.
2. Edit the email subject and email contents.

Subject: You have a new voicemail!

Hello 3{VM_NAME}, you received a message from (3{VM_CALLERID}).
Date: $(VM_DATE)

Voicemail Duration: ${VM_DUR}

Number of Unread Voiemail: 3{VM MSGNUM}

Ermail Contant:

3. Click Save and Apply.
Check Voicemail Messages
Extension users have multiple ways to check their voicemail messages.

Check Voicemail on Linkus
Log in Linkus, go to Me > Voicemail to check your voicemail.
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Check Voicemail on a Phone

* Dial feature code *2 on a phone

A user can dial *2 on his own phone to check voicemail.
* Dial feature code *02 on a phone

A user can dial *02 on other user's phone to enter the voicemail main menu, then en-
ter his/her extension number and voicemail PIN to check voicemail.

Check Voicemail on Web Page
Extension users can log in the PBX web page to check their own voicemails.

* User name: The extension user's email address.
* Password: The extension's User Password.

& Me

€ Extension Settings Presence Blacklist'Whitelist CDR & One Touch Recording Password Settings >
e

) Read/Unread Caller ID Time Duration Size Options
8 eve-1(1000) 2018-02-05 17:15:52 00:03 56.92k > &
8 eve-1(1000) 2018-02-05 17:16:12 01:04 1005.36k > 4
a eve-1(1000) 2018-02-05 17:17:48 00:06 96.29k > &L

Check Voicemail via Email

If voicemail to email is enabled for an extension user, the user can check voicemails in his/
her email box.

Check Voicemail via IVR

If you check the option Dial to Check Voicemail for an IVR; users can access the IVR to
check their voicemails. This solution is for the users who are outside the office to check their
voicemails.

© Tip: If the users are using Linkus, they can dial *2 directly to check their voicemails.
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Edit IVR ( 6500 )

Basic Key Press Event
Number @: 6500
Name ©: 6500
Prompt ©: [Defauli]
Prompt Repeat Count ©: 3
Response Timeout (s) @©: 10
Digit Timeout (s) ©: 10

Dial Extensions (1)

Dial Outkound Routes ©

Dial to Check Voicamail ©

Change Voicemail Greetings

You can change the global voicemail greetings for all the extension users or change voice-
mail greeting for a specific extension.

Components of a voicemail greeting

When an extension user is unavailable, the voicemail greeting consists of 3 audio clips: Un-
available Prompt + Voicemail Prompt + "Di".

When an extension is busy on a phone, the voicemail greeting consists of 3 audio clips:
Busy Prompt + Voicemail Prompt + "Di"

* Default Unavailable Prompt: The person at the extension XXXX is unavailable.

* Default Busy Prompt: The person at the extension XXXX is busy.

* Default Voicemail Prompt: Please leave your message after the tone, when done
hang up or press the pound key (#)."

Change global voicemail greetings

1. Prepare your custom prompt files, and upload to the PBX.
2. Go to Settings > PBX > General > Voicemail > Greeting Options.
3. Change the global voicemail greetings.
* Max Greeting Length (s): Set the maximum time limit in seconds when record-
ing greetings via voicemail. The default value is 60s.

Valid values: 30, 60, 90, 120, 600.
* Busy Prompt: Select the prompt that will be played when the extension is busy.
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» Unavailable Prompt: Select the prompt that will be played when the extension
is unavailable.
* Voicemail Prompt: Select the prompt that will be played after Busy or Unavail-

able prompt.
| Greeting Options
Max Greeting Length:s)@: 60
Busy F‘mmpt@: [Default]
Unavailable Pr{:mpt@: [Default]
Vioicemail Prompt@: [Default]

4. Click Save and Apply.

To check the new voicemail greeting, extension users can dial feature code *2 to en-
ter the voicemail menu, and follow the prompts to check greetings.

For more information, see Voicemail Menu.

Change voicemail greetings for a specific extension

By default, the global busy prompt and global unavailable prompt are applied to all exten-
sions. If an extension user wants to use her/his personal greetings, you can change the
prompts for the extension.

[5) Note: The greeting prompt file format should be ".wav", ".WAV" or ".gsm" file.

The file size must not be larger than 8MB.

Supported Format: PCM: 8K, 16bit, 128kbps; A-law(g.711): 8k, 8bit, 64kbps; u-law (g.711):
8k, 8bit, 64kbps; gsm: 6.10, 8k, 13kbps.

1. Go to Settings > PBX > Extensions, search and find the desired extension, click
2. Click the Features tab.
3. Click Browse to upload a prompt file.
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Advanced

Basic Presence Features
| Voicemail

' Enable Voicemail @

] Share Voicemail Status @

Send Voicemail to Email: Send to user's email  «

Edit Extension ( 4000 )

Call Permission

Voicemail Access PIN ©:

Busy F‘rompt@: Please select Browse

Unavailable Prompt ©- Please select Browse

4. Click Save and Apply.

To check the new voicemail greeting, extension users can dial feature code *2 to en-

ter the voicemail menu, and follow the prompts to check greetings.

For more information, see Voicemail Menu.

Manage Voicemail Messages Centrally

In Yeastar K2 IPPBX, you have two options to manage voicemail messages centrally and
efficiently: subscribe BLF keys on a phone to monitor multiple extensions' voicemail status

and receive multiple extensions' voicemail messages from one mailbox.

Monitor voicemail status by BLF keys

By default, an extension's voicemail status cannot be monitored by other users. To monitor
an extension's voicemail status, you need to enable Share Voicemail Status on the exten-

sion.

We take Yealink T27G v69.82.0.20 as an example below to introduce how to monitor voice-

mail status of extension 4000 by extension 1000.

1. Enable voicemail status sharing feature of extension 4000.

a. Log in the PBX web interface, go to Settings > PBX > Extensions, edit the ex-

tension 4000.
b. On the extension Features page, enable Share Voicemail Status.

Edit Extension ( 4000 )

Presence Features Advanced Call Permission

Basic
| Voicemail

(¥ Enable Voicemail © Voicemail Access PIN@:

(¥ Share Voicemail Status ©

Disabled

Send Voicemail to Email:




Admin Guide | 1 - Admin Guide | 26

c. Click Save and Apply.
2. Set BLF key to monitor the voicemail status.
a. Log in the IP phone where extension 1000 is registered, go to Dsskey.
b. Set a BLF key to monitor voicemail status of extension 4000.
* Type: Select BLF.
* Value: Enter *2{ ext _nuni . In this example, enter *24000.
* Line: Select the line where extension 1000 is registered on.

DS5Key Features Settings
Key Type Value Line Extension
Memory 1 BLF ¥ | | 24000 Line 1 A
Memory 2 | N/A v N/A v
Memory 3 N/A v N/A v

c. Click Confirm.

Result:

* Green BLF LED: The extension 4000 has NO unread voicemail messages.
* Red BLF LED: The extension 4000 has unread voicemail messages.

Receive voicemail from a mailbox

To receive multiple extensions' voicemail messages from one mailbox, you can configure
sending voicemail to a same custom email address for these extensions.

For example, to receive multiple extensions' voicemail messages from the mailbox voicemi-
al@yeastar.com. Set Send Voicemail to Email to the same custom email address voicemi-
al@yeastar.com for these extensions.
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Basic Presence Features

| Voicemail

[ Enable Voicemail ©

[ Share Voicemail Status @

Edit Extension ( 4000 )

Advanced Call Permission

Voicemail Access PIN©:

Send Voicemail to Email:

Send to custom email =

voicemail@yeastar.com

Busy F‘rompt@:

Basic

| Voicemail

Presence

[ Enable Voicemail ©

[J share Vaicemail Status @

Edit Extension ( 4001 )

Features Advanced Call Permission

Voicemail Access PIN ©:-

Send Voicemail to Email:

Send to custom email  + voicemail@yeastar.com

Busy F‘rompt@:

y

Please select Browse

Global Voicemail Settings

You can change the global voicemail message settings, voicemail playback settings accord-

ing to your needs.

The global voicemail settings will be applied to all the extensions.

Navigation path: Settings > PBX > General > Voicemail.

Table 1. Global Voicemail settings

Setting
Message Options

Max Messages per Folder

Max Message Time
Min Message Time

Delete Voicemail

Ask Caller to Dial 5

Operator Breakout from
Voicemail

Description

Each extension user has a Read voicemail folder and an Unread
folder. You can set the maximum number of messages per folder.

Set the maximum time of one message.
Set the minimum time of one message.

This function will work if you enable Send Voicemail to Email. If the
voicemail is forwarded to the user's email, PBX will delete voicemails
from the user's voicemail folder.

By default, when the caller accesses a user's voicemail, PBX starts to
record message automatically. If you want to prompt the caller first,
you can enable this option. The caller needs to dial 5 first, then starts
to record message.

If enabled, the users can dial O to exit the voicemail destination of an
IVR.
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Table 1. Global Voicemail settings (continued)
Setting Description
Greeting Options

Busy Prompt Select the greeting that will be played when the extension is busy.

Note: To use a custom prompt, you need to upload your audio file
to the Custom Prompt page first.

Unavailable Prompt Select the greeting that will be played when the extension is
unavailable.

Note: To use a custom prompt, you need to upload your audio file
to the Custom Prompt page first.

Voicemail Prompt Select the greeting that will be played before the caller leave a
message.

Note: To use a custom prompt, you need to upload your audio file
to the Custom Prompt page first.

Playback Options

Announce Message Caller  If enabled, the PBX will announce who left the message.
ID

Announce Message If enabled, the PBX will announce the message duration.
Duration

Announce Message Arrival  If enabled, the PBX will announce when the message was received.
Time

Allow Users to Review If enabled, the users can review their recorded message, and then
Messages send the messages.

Voicemail Menu

Extension users can dial *2 on your phone to access the voicemail menu. Below is the de-
tailed voicemail menu.
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Voicemail Menu

1 New/old message

* Help # Exit

5 Reapeat the current
[~ message

6 Play the next
| message

— 7 Delete this message

8 Forward the
— message for another —-—
user

— 1 Listen to your unavailable message

- U MR — 2 Listen to your busy message

— 3 Listen to your name

|__ 4 Listen to your temporary greeting

* Return to main menu

Mobility Extension

Yeastar Mobility Extension allows you to stay in contact with colleagues and clients using
either office phone or mobile phone with the same extension number.

Scenarios

When you're out of office or on a business trip, the mobility extension allows your mobile
phone to have the same permissions as the office phone and frees you from missing any
business calls.

With mobility extension feature, you can achieve the followings.

* Place free calls to your colleagues.

« Call external numbers using the trunks on the PBX.

* Receive calls using your mobile phone wherever and whenever calls reach your ex-
tension number.

Configure Mobility Extension

1. Log in the PBX web interface, go to Settings > Extensions, click Z_ beside the ex-
tension that you want to edit.
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[5) Note: If Linkus is enabled for the extension, this extension has no Mobility Exten-
sion feature and the relevant settings are hidden automatically.
. On Edit Extension page, click Features tab.
. In the Mobility Extension section, select the checkbox of Enable Mobility Exten-
sion.
. Select the checkbox of Ring Simultaneously.
. Set the mobile number and prefix.
» Set Mobile Number: Enter your mobile number to associate your mobile num-
ber with extension number.
* Prefix: Optional. Enter prefix of outbound route so that PBX can successfully
route incoming calls to your mobile phone.
When a call reaches your office phone, your mobile phone will ring simultaneously.
6. Click Save and Apply.

W N

[S20 5

Use Mobility Extension

After configuring mobility extension, you can use your mobile phone to call in the PBX as
follows.

1. Dial a trunk number of the PBX.

You will hear a voice prompt asking you to dial a phone number that you want to call.
2. Dial an extension number or an external number.
* Dial an extension number

The called party will see caller ID "nobi | e_nunber <ext ensi on_nunber >".
* Dial an external number

The called party will see caller ID "nobi | e_nunber".

[5) Note:

# Make sure the prefix of mobile number matches the dial patterns of out-
bound route.

# Make sure at least two trunks are available on PBX. When you use your
mobile phone to call in the PBX, the trunk which routes your incoming
call to PBX will be occupied, PBX needs another trunk to call the external
number out.

Call Monitoring

Call Monitoring Overview

Call Monitoring allows authorized users to monitor another extension user's call in real time.
The supervisor can dial "feature code” + "extension number" to monitor the extension user's
call.

Go to Settings > PBX > General, click Feature Code tab.
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In the Call Monitor section, you can enable or disable monitor modes, and modify corre-
sponding feature codes.

Yeastar K2 IPPBX supports the following monitor modes:

* Listen (Default code: *90)
Listen mode allows supervisor to listen to a call in real time.

The supervisor can not talk with the monitored extension users.
* Whisper (Default code: *91)

Whisper mode allows supervisor to listen to a call in real time, and talk with the moni-
tored extension user privately.

The other party can not hear the supervisor's voice.
* Barge-in (Default code: *92)

Barge-in mode allows the supervisor to listen to a call in real time and talk with both
parties.

Configure Call Monitoring

To monitor an extension, you need to set monitor settings for both the supervisors and the
monitored extension users.

1. Enable and select a monitor mode for the supervisor.
a. Go to Settings > PBX > Extensions, click beside the desired extension.

b. On the configuration page, click Features tab.

c. In the Monitor Settings section, select a Monitor Mode for the supervisor.

| Mobility Extension Disabled

Ring Simultaneously 0] Mability Extension ©: Extensive T

) Listen
Enable Mobility Extension @O

Whisper
| Monitor Settings Barge-in
Allow Being Menitored © Monitor Mode ©: Disabled

 Disabled: Not allowed to monitor other extension users' call.

» Extensive: Use any one of listen, whisper, or barge-in mode to monitor.

* Listen: Listen to a call in real time, but you can not talk with the monitored
extension users.

* Whisper: Listen to a call in real time, and talk with the monitored exten-
sion users privately.

* Barge-in: Listen to a call in real time and talk with both parties.
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d. Click Save and Apply.
2. Set the extension which will be monitored.

a. Go to Settings > PBX > Extensions, click £ beside the desired extension.
b. On the configuration page, click Features.

c. On the Monitor Settings section, select the checkbox of Allow Being Moni-
tored.

| Monitor Settings

Ilow Being Monitored @ Monitor Mode @ Disabled -

d. Click Save and Apply.

Call Permission

Set Call Permission of an Extension

On the Extension configuration page, you can set the outbound call permissions for the ex-
tension user.

1. Go to Settings > PBX > Extensions, click £ peside the desired extension.
2. On the Extension configuration page, click Call Permission tab.
3. Select outbound routes for the extension from Available box to Selected box.

| Outbound Routes @

Available Selected
Routeout easybell
2talk
=
H

) Outhound Restriction @
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Outbound Routes Permission
Select outbound routes to the Selected box, the extension user will have the permission to
make outbound calls through the selected outbound routes.

Outbound Restriction

* Prohibit Outbound Calls

Select the Outbound Restriction option to prohibit this extension from making out-
bound calls.

On the Extensions page, the extension will be locked and the extension status will
show

[5) Note: If the extension user makes outbound calls over the limit of Outbound Re-
striction rule, the extension will also be locked.

Extension MName Email Address Edit Delete
! 1000 Carol carol@yeastar.__. rd 1]
1001 Eve eve@yeastar. .. . il

» Cancel Restriction for Outbound Calls

Double click the icon ' or unselect the checkbox of Outbound Restriction to allow

this extension to make outbound calls.

Extension Settings

SIP Extension Settings

This reference describes all settings on a SIP extension.

Basic Settings

Navigation path: Settings > PBX > Extensions, edit a SIP extension on the Basic tab.
General Settings

Settings Descriptions
Type Select SIP.
Extension Enter the extension number.
Caller ID If you set the caller ID number, the called party

will see this caller ID number when the extension
user makes an outgoing call.
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Settings Descriptions
Registration Name The name used to register a SIP extension.
Caller ID name If you set the caller ID name, the called party will

see this caller ID name when the extension user
makes an outgoing call.

Concurrent Registrations Yeastar K2 IPPBX supports to register one
extension number on multiple phones. When a
call reaches the extension number, all phones

will ring.

Registration Password The password is used to register a SIP
extension. The password is generated randomly
by default.

User Information Settings
Settings Descriptions
Email Enter the email address. Extension user can

reset his/her login password, receive voice mails,
faxes, or PBX notifications via this email address.

User Password The password is used to log in the PBX or log in
Linkus mobile client. The password is generated
randomly by default.

Prompt Language The language of voice prompts. The default
prompt language is the same as the system
language. If the extension user speaks foreign
language, you can set a specific system prompt.

Mobile Number Enter the mobile number. Extension user can
receive the PBX notifications or forwarded calls
on this mobile number.

Presence Settings

Extension Presence indicates the availability status of a SIP extension. Presence settings
are linked to the Call Forwarding rules and Linkus ring strategy. You can set different call
forwarding rules and ring strategy for each presence status.

Navigation path: Settings > PBX > Extensions, edit a SIP extension under the Presence
tab.

Presence Settings

Settings Description

Presence Set presence status.

Yeastar K2 IPPBX provides five presence
statuses.
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Settings Description

» Available: You are online and ready for
communication.

» Away: You are currently away from your
office.

» DND: You don't want to be disturbed, and
you won't receive any calls.

» Lunch Break: You are currently on lunch

break.
* On a Business Trip:You are currently on
a business trip.

Presence Information Add details about your current status.

Call Forwarding Settings

You can forward calls to a specific destination or a specific extension user to avoid missing
calls. Depending on the presence status and your preferences, you can set the PBX to for-
ward calls to voicemail, extension, mobile number, queue, etc.

Settings Description
Always Forward all calls to the designated destination.
No Answer Only forward the unanswered calls to the

designated destination.

When Busy Only forward the calls that come in while you are
talking on the phone.

Ring Strategy Settings
You can set ring strategy for the following terminals that the SIP extension registered to.

» Extension
* Linkus Mobile Client
* Linkus Desktop Client

Settings Description
Ring First Set which terminal will ring first.
Ring Secondly Set which terminal will ring secondly.

Features Settings
You can configure voicemail, mobility extension, call monitoring, and other settings under

the Features tab.

Navigation path: Settings > PBX > Extensions, edit a SIP extension under the Features
tab.

Voicemail Settings
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Settings Description
Enable Voicemalil Enable voicemail feature.
Voicemail Access PIN Password used to access voicemail.
Share Voicemail Status Enable this option to share voicemail status of

this extension with other extensions.

Send Voicemail to Email Whether to send voicemail to the designated
Email address or not.

* Disabled: Do not send voicemail to the
designated Email address.

» Send to user's mail: Send voicemail to
the email address of the extension user.

* Send to custom mail: Customize an
email address, and the PBX will send
the voicemail to the designated Email
address.

Busy Prompt Set the prompt that will be played when the
extension user is busy in a call.

Unavailable Prompt Set the prompt that will be played when the
extension user is unavailable.

Mobility Extension

Yeastar Mobility Extension allows you to stay in contact with colleagues and clients using
either office phone or mobile phone with the same extension number.

Settings Description

Ring Simultaneously Enable this option to allow both extension and
associated mobile number ring simultaneously
when anyone calls in the extension number.

Enable Mobility Extension Enable this option to allow your mobile number
have the same permission as the office phone
when you use associated mobile number to call
in the PBX.

Mobility Extension » Set Mobile Number: Set the associated
mobile number.
* Prefix: Set the prefix of the mobile
number according to the outbound route.

Monitor Settings
Call Monitoring allows authorized users to monitor another extension user's call in real time.

Settings Description

Allow Being Monitored Enable this option to allow anyone to monitor the
extension user's ongoing call.



Settings

Monitor Mode

Hot Desking

Settings
Enable Hot Desking

Log out of Queue

Automatic Guest Out

Other Settings

Settings

Ring Timeout (s)

Max Call Duration (s)
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Description

Decide how you monitor other extension users'
ongoing call.

* Disabled

You can not monitor other extension
users' ongoing call.

» Extensive

Use any one of listen, whisper, or barge-in
mode to monitor other extension user's
ongoing call.

e Listen

Listen to a call in real time, but you can
not talk with the monitored extension
users.

* Whisper

Listen to a call in real time, and talk with
the monitored extension users privately.
» Barge-in

Listen to a call in real time and talk with
both parties.

Description
Enable or disable hot desking feature.

Whether to log out of queues automatically when
logging out of a hot-desking phone.

Whether to log the extension out of a hot-desking
phone automatically.

» Never: Not to log the extension out of a
hot-desking phone automatically.

* After/hr/min: Log the extension out after
login within a period time.

* At Daily: Log out the extension on a fixed
time at daily.

Description

Set the timeout in seconds. Phone will stop ringing
after timeout.

Set the maximum call duration in seconds for every
call of this extension.
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Settings Description

|;?|7| Note:

The precedence of Max Call Duration(s) (Global
v.s. Extension):

« For internal calls: The Max Call Duration(s)
setting of the caller's extension takes
precedence.

* For outbound calls: The Max Call
Duration(s) setting of the caller's extension
takes precedence.

* For inbound calls: The global Max Call
Duration(s) setting takes precedence.

Send Email Notifications on Missed Calls Whether to enable email notifications for missed
calls or not.

Send email notification when extension user Enable this option to send email notification when
password is changed extension user password is changed.

Advanced Settings

The advanced settings of SIP extension require professional knowledge of SIP protocol. In-
correct configurations may cause calling issues. It is wise to retain the default settings pro-
vided on the SIP extension page. However, for a few fields, you need to change them to suit
your situation.

Navigation path: Settings > PBX > Extensions, edit an extension under the Advanced
tab.

VolP Settings

Settings Description

NAT Enable this option when the PBX is using the
public IP address. NAT is a process where public
IP address is translated into local IP address and

vice versa.

Qualify Enable this option to send SIP OPTION packet to
SIP device to check if the device is up.

Register Remotely Enable or disable the registration of remote
extension.

Enable SRTP Enable SRTP for voice encryption.

T.38 Support Enable or disable T.38 fax for the extension.

DTMF Mode Set the default mode for sending DTMF tones.

* RFC4733 (RFC2833): DTMF will be
carried in the RTP stream in different RTP
packets.
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Settings Description

* Info: DTMF will be carried in the SIP info
messages.

* Inband: DTMF will be carried in the audio
signal.

» Auto: The PBX will detect if the device
supports RFC4733(RFC2833) DTMF. If
RFC4733(RFC2833) is supported, PBX
will choose RFC4733(RFC2833), or the
PBX will choose Inband.

Transport Set the transport protocol.
* UDP

. TCP
- TLS

Enable User Agent Registration Authorization

Settings Description

Enable User Agent Registration Authorization Whether to restrict user agents from registering
to the extension.

User Agent Enter the name of user agent. If the prefix of
the user agent does not match the value, the
registration will fail.

IP Restriction

Settings Description

Enable IP Restriction This option is used for IP access control. Only
the IP address or IP section that matches the
settings can register the extension number.

Permitted IP/Subnet mask Enter the IP address and subnet mask.

» 192.168.5.100/255.255.255.255

In this example, only the device whose IP
address is 192.168.5.100 can register the
extension number.

+ 192.168.5.0/255.255.255.0

In this example, only the devices whose
IP section is 192.168.5.0 can register the
extension number.

Call Permission Settings

You can set the outbound call permissions for the SIP extension.
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Navigation path: Settings > PBX > Extensions, edit a SIP extension under the Call Per-
mission tab.

Settings Description
Outbound Routes Set outbound routes for the extension.
Outbound Restriction Enable this option to prohibit this extension from

making outbound calls.

IAX Extension Settings

This reference describes all settings on an IAX extension.

Basic Settings
Navigation path: Settings > PBX > Extensions, edit an IAX extension under the Basic tab.

General Settings

Settings Description
Type Select IAX.
Extension Enter the extension number.
Caller ID If you set the caller ID number, the called party

will see this caller ID number when the extension
user makes an outgoing call.

Caller ID name If you set the caller ID name, the called party will
see this caller ID name when the extension user
makes an outgoing call.

Registration Password The password is used to register a SIP
extension. The password is generated randomly
by default.

User Information Settings

Settings Descriptions

Email Enter the email address. Extension user can
reset his/her login password, receive voice mails,
faxes, or PBX notifications via this email address.

User Password The password is used to log in the PBX or log in
Linkus mobile client. The password is generated
randomly by default.

Prompt Language The language of voice prompts. The default
prompt language is the same as the system
language. If the extension user speaks foreign
language, you can set a specific system prompt.
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Settings Descriptions

Mobile Number Enter the mobile number. Extension user can
receive the PBX notifications or forwarded calls
on this mobile number.

Presence Settings

Extension Presence indicates the availability status of an extension. Presence settings are
linked to the Call Forwarding rules and Linkus ring strategy. You can set different call for-
warding rules and ring strategy for each presence status.

Navigation path: Settings > PBX > Extensions, edit an IAX extension under the Presence
tab.

Settings Description

Presence Set presence status.

Yeastar K2 IPPBX provides five presence
statuses.

» Available: You are online and ready for
communication.

« Away: You are currently away from your
office.

* DND: You don't want to be disturbed, and
you won't receive any calls.

e Lunch Break: You are currently on lunch
break.

» On a Business Trip:You are currently on
a business trip.

Presence Information Add details about your current status.

Call Forwarding Settings

You can forward calls to a specific destination or a specific extension user to avoid missing
calls. Depending on the presence status and your preferences, you can set the PBX to for-
ward calls to voicemail, extension, mobile number, queue, etc.

Settings Description
Always Forward all calls to the designated destination.
No Answer Only forward the unanswered calls to the

designated destination.

When Busy Only forward the calls that come in while you are
talking on the phone.

Ring Strategy Settings
You can set ring strategy for the following terminals that the IAX extension registered to.
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» Extension
* Linkus Mobile Client
* Linkus Desktop Client

Settings Description
Ring First Set which terminal will ring first.
Ring Secondly Set which terminal will ring secondly.

Features Settings
You can configure voicemail, mobility extension, call monitoring, and other settings under

the Features tab.
Navigation path: Settings > PBX > Extensions, edit an IAX extension under the Features
tab.

Voicemail Settings

Settings Description
Enable Voicemail Enable voicemail feature.
Voicemail Access PIN Password used to access voicemail.
Share Voicemail Status Enable this option to share voicemail status of

this extension with other extensions.

Send Voicemail to Email Whether to send voicemail to the designated
Email address or not.

» Disabled: Do not send voicemail to the
designated Email address.

» Send to user's mail: Send voicemail to
the email address of the extension user.

» Send to custom mail: Customize an
email address, and the PBX will send
the voicemail to the designated Email
address.

Busy Prompt Set the prompt that will be played when the
extension user is busy in a call.

Unavailable Prompt Set the prompt that will be played when the
extension user is unavailable.

Mobility Extension

Yeastar Mobility Extension allows you to stay in contact with colleagues and clients using
either office phone or mobile phone with the same extension number.
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Settings Description

Ring Simultaneously Enable this option to allow both extension and
associated mobile number ring simultaneously
when anyone calls in the extension number.

Enable Mobility Extension Enable this option to allow your mobile number
have the same permission as the office phone
when you use associated mobile number to call
in the PBX.

Mobility Extension » Set Mobile Number: Set the associated
mobile number.
* Prefix: Set the prefix of the mobile
number according to the outbound route.

Monitor Settings

Call Monitoring allows authorized users to monitor another extension user's call in real time.

Settings Description
Allow Being Monitored Enable this option to allow anyone to monitor the
extension user's ongoing call.
Monitor Mode Decide how you monitor other extension users'
ongoing call.
* Disabled

You can not monitor other extension
users' ongoing call.

» Extensive

Use any one of listen, whisper, or barge-in
mode to monitor other extension user's
ongoing call.

e Listen

Listen to a call in real time, but you can
not talk with the monitored extension
users.

* Whisper

Listen to a call in real time, and talk with
the monitored extension users privately.
» Barge-in

Listen to a call in real time and talk with
both parties.

Other Settings
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Settings Description

Ring Timeout (s) Set the timeout in seconds. Phone will stop ringing
after timeout.

Max Call Duration (s) Set the maximum call duration in seconds for every
call of this extension.

@ Note:

The precedence of Max Call Duration(s) (Global
v.s. Extension):

« For internal calls: The Max Call Duration(s)
setting of the caller's extension takes
precedence.

* For outbound calls: The Max Call
Duration(s) setting of the caller's extension
takes precedence.

« For inbound calls: The global Max Call
Duration(s) setting takes precedence.

Send Email Notifications on Missed Calls Whether to enable email notifications for missed
calls or not.

Send email notification when extension user Enable this option to send email notification when
password is changed extension user password is changed.

Advanced Settings

Navigation path: Settings > PBX > Extensions, edit an IAX extension under the Advanced
tab.

IP Restriction

Settings Description

Enable IP Restriction This option is used for IP access control. Only
the IP address or IP section that matches the
settings can register the extension number.

Permitted IP/Subnet mask Enter the IP address and subnet mask.

» 192.168.5.100/255.255.255.255

In this example, only the device whose IP
address is 192.168.5.100 can register the
extension number.

+ 192.168.5.0/255.255.255.0

In this example, only the devices whose
IP section is 192.168.5.0 can register the
extension number.
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Call Permission Settings
You can set the outbound call permissions for the IAX extension.

Navigation path: Settings > PBX > Extensions, edit an IAX extension under the Call Per-
mission tab.

Settings Description
Outbound Routes Set outbound routes for the extension.
Outbound Restriction Enable this option to prohibit this extension from

making outbound calls.

Contacts

Contacts Overview

Yeastar Contacts feature allows you to add external contacts to Company Contacts and
share the Company Contacts with your organization. Each extension user has a Personal
Contacts to create and manage their personal contacts.

Contacts types
Company Contacts
Company Contacts is a phone book that allows you to store a list of external
contacts, such as the company's customers, resellers and partners.

[5) Note: By default, only the PBX administrator can view and manage Com-
pany Contacts. To share Company Contacts with extension users, refer to
Configure Company Contacts Permissions for Users.

Personal Contacts
Personal Contacts is a phone book for each extension user. Users can store a
list of external contacts exclusive to themselves, such as direct customers.

[5) Note: Each user's Personal Contacts is visible only to themselves.

Key features
Sync contacts between Linkus clients and PBX

The contacts information is synced automatically between Linkus clients and
PBX.

Users can view or manage contacts on both Linkus and PBX web page, or
view contacts on an IP phone.



Admin Guide | 1 - Admin Guide | 46

[5) Note: Requirements of Linkus clients:

« Linkus Android Client: 2.9.6 or later.
* Linkus iOS Client: 2.9.10 or later.

¢ Linkus for Mac: 1.10.3 or later.

* Linkus for Windows: 1.10.3 or later.

For more information of contacts management, see Manage Company Con-
tacts and Manage Personal Contacts.

Import and export contacts
Save time and effort by importing and exporting contacts entries.

For more information, see Manage Company Contacts and Manage Personal
Contacts.

Identify incoming calls

The contact's name is displayed for incoming calls to your Linkus, desk
phone, or other softphones if the contact's information is saved in Company
Contacts or Personal Contacts. By knowing who's calling, the users can han-
dle the calls efficiently.

For more information, see Identify Callers from Contacts.

Configure Company Contacts permissions for users

Control who can view and manage the Company Contacts.

For more information, see Configure Company Contacts Permissions for
Users.

Contacts limits

The following table shows the maximum number of contacts supported on the PBX.

Contacts type Maximum number
Company contacts (total) 20,000
Personal contacts (per extension) 300

Manage Company Contacts

This topic describes how to add, edit, delete, import, and export company contacts on PBX
web page.

Requirements

Only the PBX administrator and the authorized users can manage Company Contacts.



Admin Guide | 1 - Admin Guide | 47

For more information of Company Contacts permissions, see Configure Company Contacts
Permissions for Users.

Operation permissions
The authorized users can view or manage company contacts on both Web and Linkus, or
view company contact on an IP phone.

For more information of Contacts on Linkus, see Linkus FAQ.

For more information of Contacts on an IP phone, see Query and Use Contacts on an IP
Phone.

Operations Web Linkus IP phone
View # # #
Add # # X
Edit # # X
Delete # # X
Export # X X
Import # X X

Add a company contact

1. Go to Contacts > Company Contacts.
2. Click Add.
3. Enter the contact information.

[5) Note: The First Name, Last Name are required fields, and at least one number is
required.
4. Click Save.

Edit a company contact

1. Go to Contacts > Company Contacts.

2. Select a contact, and click
3. Edit the contact information.
4. Click Save.

Delete company contacts

1. Go to Contacts > Company Contacts.

2. To delete a single contact, select the contact and click
3. To delete multiple contacts, select the checkboxes of the desired contacts, and click
Delete.


https://help.yeastar.com/en/linkus_client/topic/how-to-add-a-contact-pc.html
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Export company contacts

1. Go to Contacts > Company Contacts.
2. Click Export.

All the contacts will be exported to a CSV file.

Import company contacts

Before you begin

* Prepare a CSV file
To import contacts, you can export contacts to a CSV file.

Use the CSV file as a template, save your data in the same format. For the data re-
quirements in the CSV file, see Import Parameters - Contacts.

1. Go to Contacts > Company Contacts.

2. Click Import.

3. In the pop-up dialog, click Browse, and select your CSV file.
4. Click Import.

If the contact data is imported successfully, the web page will display the following
confirmation.

Import successfully.

If you get an error prompt like the following figure, click Yes to check the log and up-
date your data in the CSV file.

Part of contacts failed to be imported.
9 Download the file and check for the replaced fields?

Manage Personal Contacts

This topic describes how to add, edit, delete, import, and export personal contacts on PBX
web page.
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Operation permissions

Users can manage personal contacts on both Web and Linkus, or view personal contacts
on an IP phone.

For more information of Contacts on Linkus, see Linkus FAQ.

For more information of Contacts on an IP phone, see Query and Use Contacts on an IP
Phone.

Operations Web Linkus IP phone
View # # #
Add # # X
Edit # # x
Delete # # x
Export # X X
Import # X X

Access Personal Contacts

Each extension user has a Personal Contacts phone book.

1. Log in PBX web interface using extension email or extension number and password.
» Username: Enter extension email or extension number.
» Password: Enter the User Password of extension.

2. On the PBX desktop, select Contacts.

The Personal Contacts is displayed.


https://help.yeastar.com/en/linkus_client/topic/how-to-add-a-contact-pc.html
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3 Contacts
Personal Contacts
J  FirstName Last Mame Company Email Business Mobile Business Fax Home Edit De...
O Huang Caral MsTech carol@mste 19738133 182822833 s
] Chan Dora PulLi dora@pulic... 29344 192838373 e
O Cai Emnily SunsShine emily@suns.. 192838383 e
11 = Goto |1 Go Displaying 1-30f3 1p *

Add a personal contact

1. Access Personal Contacts on Web.
2. On the Personal Contacts page, click Add.
3. Enter the contact information.

[5) Note: The First Name, Last Name are required fields, and at least one number is
required.
4. Click Save.

Edit a personal contact

1. Access Personal Contacts on Web.

2. Select a contact, and click L
3. Edit the contact information.
4. Click Save.

Delete personal contacts

1. Access Personal Contacts on Web.

2. To delete a single contact, select the contact and click m,
3. To delete multiple contacts, select the checkboxes of the desired contacts, and click
Delete.
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Export personal contacts

1. Access Personal Contacts on Web.
2. Click Export.

All the contacts will be exported to a CSV file.

Import personal contacts

Before you begin

* Prepare a CSV file
To import contacts, you can export contacts to a CSV file.

Use the CSV file as a template, save your data in the same format. For the data re-
quirements in the CSV file, see Import Parameters - Contacts.

1. Access Personal Contacts on Web.

2. Click Import.

3. In the pop-up dialog, click Browser, and select your CSV file.
4. Click Import.

If the contact data is imported successfully, the web page will display the following
confirmation.

Import successfully.

If you get an error prompt like the following figure, click Yes to check the log and up-
date your data in the CSV file.

Part of contacts failed to be imported.
9 Download the file and check for the replaced fields?

Configure Company Contacts Permissions for Users

By default, only the PBX administrator can view and manage Company Contacts. To share
Company Contacts with your organization, you need to configure Company Contacts per-
missions for the users in your organization.
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Permissions
The PBX provides two permission levels: View and Manage.
View Company Contacts

The authorized users only have permissions to view the contacts information
of the Company Contacts.

| View Company Contacts ©
Available Selected
4006 - Zack 4001 - Yuri
1002 - Jason 4005 - Zoe
1004 - Abby 1000 - Sunmy
1006 - Rachel u 1001 - Mary
1003 - Henry
]
1005 - Judy
1007 - Channy

Manage Company Contacts

The authorized users have permissions to view, edit, add, delete, import and
export the contacts of the Company Contacts.

| Manage Company Contacts @
Available Selected
= 1001 - Mary 1002 - Jason
1003 - Henry
[v] 1004 - Abby
1005 - Judy

1006 - Rachel

(A]~]V]¥)
(K] <]> ]t

1007 - Channy

1008 - Daisy

Configure Company Contacts permissions for users

1. Go to Contacts > Settings.
2. To assign View permission to users, configure the section View Company Contacts.

Select the extensions from Available box to Selected box.

3. To assign Manage permission to users, configure the section Manage Company
Contacts.

Select the extensions from Available box to Selected box.

[5) Note: Assign the Manage permission carefully to appropriate users. If a user
delete contacts accidentally, the contacts would be lost.
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4. Click Save.

Identify Callers from Contacts

Yeastar Contacts feature allows users to identify incoming callers if the caller information is
saved in the Company Contacts or Personal Contacts.

Requirements

Identifying Caller ID is supported on all endpoints, including Linkus, desktop phone, and
other softphones.

Identifying callers from Company Contacts

Supported for the authorized users who have permissions to view or manage
the Company Contacts.

For more information of the permissions, see Configure Company Contacts
Permissions for Users.

Identifying callers from Personal Contacts

Supported for each extension user.

Priority of Caller ID matching

If an incoming number is stored in Company Contacts, Personal Contacts, and mobile
phone book at the same time, the priority of Caller ID matching is as follows:

1. Mobile phone book
2. Company Contacts
3. Personal Contacts

Configure Caller ID Match

1. Go to Contacts > Settings.
2. Select the checkbox of Enable Caller ID Match.
3. Specify to match the exact caller ID or minimum number of caller ID digits.
» Exact Match: Only when the incoming Caller ID matches exactly your existing
contact number will the contact name be displayed.
» Fuzzy matching: When the last few digits of the incoming Caller ID matches
that of your existing contact number, the contact name will be displayed. The
default value is 7.
4. In the Name Display Format field, select the contact display order.
* First Name Last Name
» Last Name First Name
5. Click Save and Apply.
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Example

The contact Dora's phone number 12345678 is saved in Company Contacts.

» Exact Match is selected:
# If the incoming caller ID is 12345678, the contact name "Dora" will be displayed.
# If the incoming caller ID is +012345678, the contact name will not be displayed.
* Fuzzy matching last 8 digits is configured:
# If the incoming caller ID is +012345678, the contact name "Dora" will be dis-
played.
# If the incoming caller ID is 62345678, the contact name "Dora" will not be dis-
played.

Query and Use Contacts on an IP Phone

After assigning Contacts permission to an IP phone, the IP phone synchronizes external
contacts information from PBX server, and allows easy contact dialing and call matching
based on Caller ID.

Requirements
To query and use Contacts on IP phone, the following requirements must be met:

PBX requirements:

PBX firmware: 80.13.0.30 or later.

IP phone requirements:

Only support to assign Contacts permission to the following Yealink IP phones
currently.

[5) Note: A maximum of 1000 company contacts and 300 personal contacts
can be displayed on Yealink IP phone.

* SIP-T19P_EZ2, SIP-T21P_E2, SIP-T23P, SIP-T23G, SIP-T27G, SIP-
T29G.

* SIP-T40P, SIP-T40G, SIP-T41S, SIP-T41P, SIP-T41U, SIP-T42S, SIP-
T42G, SIP-T42U, SIP-T43U, SIP-T46S, SIP-T46G, SIP-T46U, SIP-
T48S, SIP-T48G, SIP-T48U.

* SIP-T52S, SIP-T54S, SIP-T53, SIP-T53W, SIP-T54W, SIP-T56A, SIP-
TS7TW, SIP-TS8A.

Assign Contacts permission to an IP phone

To query and use Contacts on an IP phone, you should assign Contacts permission to the
IP phone via PBX's Auto Provisioning.
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|;?V| Note:

* To display company contacts on an IP phone, you need to configure Company Con-
tacts permissions for the user.

* If you change user's permission of viewing company contacts, you should go to Auto
Provisioning App to update IP phone settings, or the permission change will not take
effect.

Procedure:

1. Log in PBX web page, and go to Auto Provisioning App.

2. 0On Device List page, select an IP phone and click

[5) Note: If multiple accounts are registered on an IP phone, the IP phone can only
obtain the first account's Contacts.

Edit Device

facturer ealin MAC Address: 001565c2d6af

Model: SIP-T56A Template: [Default]

Account Features Preference Codec
Line1 Extension: 1010 Label: Ramon Line Active

Line2 Extension: 1012 Label: Dora Line Active

3. Directly click Save or set other phone settings according to your needs and then click
Save.

[5) Note: On the Auto Provisioning web page, there are no relevant Contacts options.
After updating IP phone settings via Auto Provisioning, the IP phone will automatically
get the permission of accessing Contacts.

4. On the pop-up window, click Yes to reboot the IP phone.

Query and Use Contacts on IP phone

We take Yealink T56A as an example to show you how to query and use Contacts on IP
phone.

1. Tap 2 > Remote Phonebook.

2. Tap Search.

3. In the search box, enter contact name or number. The system will query contact from
Contacts.
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Search Result: 4
Amy

@ 13599873456
Anderson
13599872345

l AI'Idy
15880907123

Jason
13599928123

4. Select a contact, tap the contact number to quickly dial out.

Contacts FAQ

* Cannot import my contacts

* Can | set a Contacts sub-administrator?

* Will my personal contacts be lost if | uninstall Linkus client?

* Can the administrator or other users see my personal contacts?

* How do extension users view or manage Company Contacts on PBX web page?
» Will contacts information be saved when | backup the PBX?

* Can | expand the capacity of Company Contacts?

* Does IP phone support Contacts feature?

* Why can't | see company contacts on IP phone?

Cannot import my contacts

1. Check if the contacts limit is reached. See Contacts limits.
2. Check if the imported file meets the format requirements: CSV file encoded in UTF-8
without BOM.

Can | set a Contacts sub-administrator?
Yes.

The PBX administrator can go to Settings > Permission to grant Contacts permission for
the desired user.

If the Contacts permission is assigned to an user, the user can do the following operations:
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» Manage Company Contacts
 Configure Caller ID Match of Contacts
* Assign Company Contacts permissions to users

Will my personal contacts be lost if | uninstall Linkus client?
The personal contacts won't be lost.

After you create the personal contacts, the contacts is stored in PBX.

Can the administrator or other users see my personal contacts?

No. Personal contacts are visible to the owner.

How do extension users view or manage Company Contacts on PBX web
page?

1. Contact administrator to check if you are allowed to view or manage Company Con-
tacts.

2. Log in PBX web interface using extension email or extension number and password.
* Username: Enter extension email or extension number.
* Password: Enter the User Password of extension.

3. Go to Contacts > Company Contacts.

Will contacts information be saved when | backup the PBX?

Yes.

Contacts information is stored on PBX, so it will be automatically saved when you back up
the PBX.

Can | expand the capacity of Company Contacts?

No.

Company Contacts is stored on PBX system disk, so you can not expand the capacity by
adding extra storage device.

Does IP phone support Contacts feature?

By now, only the compatible Yealink IP phones support Contacts feature.

For more information, refer to Query and Use Contacts on IP phone.

Why can't | see company contacts on IP phone?

» Contact administrator to check if you are allowed to view company contacts.

« If administrator changes your permission of viewing company contacts, administrator
should go to Auto ProvisioningApp to update IP phone settings, or the permission
change will not take effect.
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Trunks

Trunk Overview

Making and receiving calls between internal extensions is one thing, but if you want to re-
ceive and make calls to the outside world, you need at least a trunk to the outside world.

VoIP Trunks

VolIP Trunks Introduction

VolIP Trunks are phone lines that transmits calls over the Internet. A VoIP provider can as-
sign a local number to one or more cities or countries and route it to the PBX phone system.
Usually VolIP trunks are cheaper than traditional PSTN trunks.

VoIP Trunk Types
Yeastar K2 IPPBX supports the following VolP trunk types:
* VoIP Register Trunk: Registration based VolP trunk. VolP Register Trunk uses the
username and password for registration with SIP providers.

* VVoIP Account Trunk

Account Trunk is designed for connection between Yeastar K2 IPPBX and other de-
vices. Yeastar K2 IPPBX will act as a VolP account provider, the other device should
register this account to connect to Yeastar K2 IPPBX.

Create a VoIP Trunk

VoIP Trunk Creation Overview

This topic describes two methods by which to create a VoIP trunk.

VoIP Trunk Creation Methods
Yeastar K2 IPPBX supports two methods to create a VolIP trunk.
Create a VoIP Trunk by a Template

Yeastar K2 IPPBX supports leading VoIP Service Providers across the globe,
you can use the pre-configured VolP templates included in Yeastar K2 IPPBX
to set up a VolP trunk quickly and easily.

Check the tested and supported VolP providers.



https://www.yeastar.com/itsp-partners/
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For more information, see Create a VolP Trunk by a Template.

Create a General VoIP Trunk

If your VolIP provider has not undergone an interoperability test by Yeastar,
you can set up a General VolIP trunk.

For more information, see the following topics:

* Create a VolP Reqister Trunk - General
* Create a VolP Account Trunk - General

Create a VolP Trunk by a Template

If your VoIP trunk provider is tested and supported by Yeastar, you can create a VoIP trunk
by a template.

Procedure

=

. Go to Settings > PBX > Trunks, click Add.

. In the Name field, enter a trunk name.

. From the Select Country drop down list, select the country that the VolP provider op-
erates in.

4. From the ITSP drop down list, select the VolP provider.

W N

The pre-configured template is applied for the selected VolP provider.
5. If your trunk is a Register Trunk, complete the following configurations:
a. On the Basic page, configure the following settings:
* Hostname/IP: Enter the IP address or the domain of the VolP provider.
* Domain: Enter the IP address or the domain of the VolP provider.
» User Name: Enter the username to register to the VolIP provider.
» Password: Enter the password that is associated with the username.
» Authentication Name: Enter the authentication name to register to the
VoIP provider.
* From User: Enter the same name as User Name.
6. If your trunk is a Peer Trunk, complete the following configurations:
* Hostname/IP: Enter the IP address or the domain of the VolP provider.
* Domain: Enter the IP address or the domain of the VolP provider.
. Configure other VolIP trunk settings as your need.
. Click Save and Apply.

\‘

(0]

You can check the trunk status in PBX Monitor. If the trunk status shows , the
trunk is ready for use.
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Create a VolP Register Trunk - General

If your VoIP provider is not included in the supported VolP provider list, and you have got a
VoIP account with user name and password, you can set up a Register Trunk on Yeastar
K2 IPPBX.

Assume that you bought a SIP trunk from the VolIP provider, and the trunk information is
displayed as below. We will introduce how to set up a Register Trunk according to the trunk
information.

Provider address abc.provider.com

Protocol SIP

SIP Port 5060

Transport UDP

Username 254258255

Authenticate name 254258255

Password 05JsOmsIS54SYh

Provided DID numbers 5503301 / 5503302 / 5503303

1. Go to Settings > PBX > Trunks, click Add.
2. In the Name field, enter a trunk name.
3. In the Select Country drop-down list, select General.
4. In the Trunk Type drop-down list, select Register Trunk.
5. Enter the trunk information that is provided by the VolP provider:
» Hostname/IP: Enter the IP address or the domain of the VolP provider (e.g-
.,abc.provider.com).
» Domain: Enter the IP address or the domain of the VolP provider (e.g.,
abc.provider.com).
» Username: Enter the username to register to the VolP provider (e.g.,
254258255).
» Password: Enter the password that is associated with the username (e.g.,
05JsOmsIS54SYh).
» Authentication Name: Enter the authentication name to register to the VolP
provider (e.g., 254258255).
* From User: Enter the same name as User Name (e.g., 254258255).
6. If the trunk DID number is different from the trunk authentication name, you need to
set the DID number.
a. Click Advanced tab, enter the DID Numbers which is provided by the VolP
provider (e.g., 5503301).
b. Select the checkbox of DNIS Name, enter a DNIS name for the DID number.

When users call the DID number, the DNIS name will be displayed on ringing
phone.

c. Click to add another DID numbers.
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Add VoIP Trunk
Basic Codec Advanced DOD Adapt Caller 1D
Mame: abc_provider Trunk Status ©-
Select Country ©: General
Trunk Type: Register Trunk
Protocol: SIP Transpor‘[o:
Hostname/IP ©: abc provider.com 5060
Domain @: abc.provider.com
Username @: 254258255 Password ©:
Authentication Name ©: 254258255 From User ©:
Caller ID Number ©- Caller ID Name @:
] Enable Outbound Proxy 0]

7. Configure other VoIP trunk settings as your need.
8. Click Save and Apply.

You can check the trunk status in PBX Monitor. If the trunk status shows
trunk is ready for use.

Related information
Add an Outbound Route
Add an Inbound Route

Create a VoIP Peer Trunk - General

, the

If your VoIP provider is not included in the supported VolP provider list, and the ITSP only
provides an IP address or domain for your purchased VolP account, you can set up a Peer

Trunk on the Yeastar K2 IPPBX.

Assume that you bought a SIP trunk from the ITSP, and the trunk information is displayed
as below. We will introduce how to set up a Peer Trunk according to the trunk information.

Provider address peer.sip.com
Protocol SIP

SIP Port 5060
Transport UDP

1. Go to Settings > PBX > Trunks, click Add.
2. In the Name field, enter a trunk name.



Admin Guide | 1 - Admin Guide | 62

3.
4.
5.

6.
7.

In the Select Country drop-down list, select General.
In the Trunk Type drop-down list, select Peer Trunk.
Enter the trunk information that is provided by the VolP provider.
* Hostname/IP: Enter the IP address or the domain of the VoIP provider (e.g-
.,peer.sip.com).
* Domain: Enter the IP address or the domain of the VolP provider (e.g.,
peer.sip.com).
Configure other VoIP trunk settings as your need.
Click Save and Apply.

You can check the trunk status in PBX Monitor. If the trunk status shows , the

trunk is ready for use.

Related information

Add an Outbound Route

Add an Inbound Route

Create a VolP Account Trunk - General

Create a VolP Account Trunk on the Yeastar K2 IPPBX, and provide this account for the
other device to register. In this way, Yeastar K2 IPPBX and the other device are connected.

O wWNPEF

~N O

. Go to Settings > PBX > Trunks, click Add.

. In the Name field, enter a trunk name.

. In the Select Country drop down list, select General.

. In the Trunk Type drop-down list, select Account Trunk.
. Enter the account information as your need:

* Username: Use the default or change the number.
» Password: Use the default or change the number.
» Authentication Name: Use the default or change the number.

[5) Note: The other device should use the provided trunk information to connect to
the Yeastar K2 IPPBX.

. Configure other VolIP trunk settings as your need.
. Click Save and Apply.

After the Account Trunk is registered on the other device, you can check the trunk sta-

tus in PBX Monitor. If the trunk status shows | the trunk is ready for use.

Related information

Add an Outbound Route
Add an Inbound Route
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Manage VoIP Trunks

Import the VoIP register Trunks
You can create multiple VolP register trunks by importing a UTF-8 . csv file.

For requirements of the import parameters, see Import Parameters - Trunks.

1. Go to Settings > PBX > Trunks, click Import.

2. Click Download the Template, add the VoIP register trunks information in the tem-
plate file.

3. Click Browse to upload the template file, and then click Import.

Edit the VoIP Trunk

1. Go to Settings > PBX > Trunks.

2. Search and find your VolIP Trunk, click
3. Click the desired tab to edit the VoIP Trunk Settings as your need.
4. Click Save and Apply.

Delete the VolIP Trunk

1. Go to Settings > PBX > Trunks.

2. Search and find your VolP Trunk, click
3. Click Yes to confirm the deletion.

VolIP Trunk Settings

When you configure a VolIP trunk, you may need to configure some of the advanced set-
tings. This reference describes all the settings on a VolP trunk.

Basic Settings
Navigation path: Settings > PBX > Trunks, edit a trunk on the Basic tab.

Settings Description

Name Give this trunk a name to help you identify it.

Trunk Status Enable or disable the trunk.

Select Country Select the country that the VolIP provider operates in.
Trunk Type Select a trunk type.

Protocol Select the protocol that is provided by the VolIP provider.

Transport Select the transport that is provided by the VolP provider.



Settings
Hostname/IP
Domain

Username
Authentication Name
Password

From User

Caller ID Number

Caller ID Name

Enable Outbound
Proxy

Enable SLA
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Description

Enter the IP address or the domain of the VolIP provider.
Enter the IP address or the domain of the VolIP provider.
Enter the username to register to the VolP provider.

Enter the authentication name to register to the VolP provider.
Enter the password that is associated with the username.

Enter a name. All the outgoing calls from this trunk will use this name in
From header of the SIP invite package.

If you set the caller ID number, when users make outbound calls through
this trunk, the called party will see this caller ID number instead of the
calling party's number.

This feature requires support from the VolP provider.

If you set the caller ID name, when users make outbound calls through
this trunk, the called party will see this caller ID name instead of the calling
party's name.

This feature requires support from the VolP provider.

Set the outbound proxy if the VolP provider needs.

After enabling SLA, users can share this trunk to make outbound calls and
receive inbound calls by BLF keys on their phones. In this way, Inbound
Route settings and Outbound Route settings for the trunk is invalid.

Advanced Settings

The advanced settings of VoIP trunk requires professional knowledge of SIP protocol. Incor-
rect configurations may cause calling issues. It is wise to leave the default settings provided
on the VolIP trunk page. However, for a few fields, you need to change them to suit your sit-
uation.

Navigation path: Settings > PBX > Trunks, edit a trunk on the Advanced tab.
VolIP Settings

Settings Description
Qualify Enable this option to send SIP OPTION packet to SIP device
to check if the device is up.
DTMF Mode Set the default mode for sending DTMF tones.

* RFC4733 (RFC2833): DTMF will be carried in the RTP
stream in different RTP packets than the audio signal.

« Info: DTMF will be carried in the SIP info messages.

e Inband: DTMF will be carried in the audio signal.

« Auto: The PBX will detect if the device supports
RFC4733(RFC2833) DTMF. If RFC4733(RFC2833) is



Settings

DTMF fmtp

Enable SRTP
Send Privacy ID
T.38 Support
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Description

supported, PBX will choose RFC4733(RFC2833), or
the PBX will choose Inband.

Set the value of DTMF fmtp attribute for RFC4733 (RFC2833)
DTMF mode.

¢ 0-16: the range of DTMF keys are 0-9, *, #, R, a, b, ¢ d.

¢ 0-15: the range of DTMF keys are 0-9, *, #, a, b, c, d.
Enable or disable SRTP (encrypted RTP) for the trunk.
Whether to send the Privacy ID in SIP header or not.

Enable or disable T.38 fax for this trunk. Enabling T.38 will
add the performance cost.

We suggest that you disable T.38.

Ignore 183 message Whether to send 180 ringing and play the ringback tone when

without SDP

User Phone

Enable RTP
Keep-alive

DID Settings

Settings
DID Number

DNIS Name

Inbound Parameters

Settings
Get DID From

183 message doesn't contain SDP.

Whether to add the parameter user =phone in the SIP INVITE
packet.

E?l Note: Enable this option if the SIP provider requires.

Whether to send an RTP Comfort Noise (CN) frame. The

CN is useful for situations where the PBX is behind a NAT or
firewall and must keep a hole open in order to allow for media
to arrive at the PBX.

Note: If this option is enabled, the PBX sends RTP
Comfort Noise (CN) frames every 10 seconds.

Description

Direct Inward Dialing number, can be used to distinguish
incoming calls.

Note: For Register Trunk, if the trunk DID number is
different from the trunk authentication name, you need to enter
the DID number.

Dialed Number Identification Service is a telephony service used
to identify which number was dialed.

Bind a DNIS name for a DID number, when users call the DID
number, the DNIS name will be displayed on ringing phone.

Description

Decide from which header field will the trunk retrieve DID header.
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Settings Description
* [Follow System]

The trunk will follow the global Get DID From setting.
«TO
« INVITE
* Remote-Party-ID

@ Note: If this option is selected, but the SIP provider
doesn't support Remote Party ID, the PBX will retrieve DID
from INVITE header.

« P Asserted Identify

« Diversion

« P-Called-Party-ID

* P-Preferred-ldentity

Get Caller ID Decide from which header field will the trunk retrieve Caller ID
From header.

* [Follow System]

The trunk will follow the global Get Caller ID From setting.
* From
* Contact
* Remote-Party-ID
« P-Asserted-Identify
* P-Preferred-ldentity

Outbound Parameters

Configure SIP parameters for outbound calls.

 Default: The same as the value in "From".

* Trunk Username: The username you configured for the trunk.

» Extension Number: The extension number.

* DOD Number: The DOD number that you configured to associate with
the extension. If the extension doesn't have an associated DOD num-
ber, the Caller ID Number of the trunk will be taken instead.

* From User: The From User value that you configured for the trunk.

* None: Do not send the parameter with the SIP INVITE packet.

Settings Description

Remote Party ID Select which Remote Party ID value should be contained in
the SIP INVITE headers when making an outbound call.

P Asserted Identify = Select which P Asserted Identify value should be contained in
the SIP INVITE headers when making an outbound call.

Diversion Select which Diversion value should be contained in the SIP
INVITE headers when making an outbound call.

P-Preferred-ldentity Select which P-Preferred-ldentity value should be contained
in the SIP INVITE headers when making an outbound call.



Transfer Parameters
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Configure the SIP parameters for transferred calls.

» Default: The same as the value in "From".

* Trunk Username: The username you configured for the trunk.

« Extension Number: The extension number.

* DOD Number: The DOD number that you configured to associate with
the extension. If the extension doesn't have an associated DOD num-
ber, the Caller ID Number of the trunk will be taken instead.

* The Originator Caller ID: The Caller ID Number of the first caller in cas-
es that the call is transferred.

* From User: The From User value that you configured for the trunk.

* None: Do not send Remote Party ID with the SIP INVITE packet.

Settings

From
Diversion

Remote Party ID

P-Asserted-ldentif
y

P-Preferred-ldenti
ty

Other Settings

Settings
Maximum
Channels

Realm

Inband Progress

Description

Select which From value should be contained in the SIP INVITE
headers when the call is transferred.

Select which Diversionvalue should be contained in the SIP
INVITE headers when the call is transferred.

Select which Remote Party ID value should be contained in the
SIP INVITE headers when the call is transferred.

Select which P Asserted Identify value should be contained in
the SIP INVITE headers when the call is transferred.

Select which P-Preferred-ldentity value should be contained in
the SIP INVITE headers when the call is transferred.

Description

Set the maximum number of concurrent calls on the trunk.

|;;17| Note: The value 0 means unlimited.

SIP Realms, also known as domains within SIP networks.
Realm is a component within SIP that is used to authenticate
users within the SIP registration process.

E?l Note: By default, the Realm setting is unnecessary. Contact
your service provider if you want to configure Realm.

This Inband Progress setting applies to the extensions which
make calls through this trunk.

Note: To configure global Inband Progress setting, you need
to contact Yeastar support to configure a custom config file.
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Settings Description

* Check this option: PBX will send a 183 Session Progress
to the extension when told to indicate ringing and will
immediately start sending ringing as audio.

» Uncheck this option: PBX will send a 180 Ringing to the
extension when told to indicate ringing and will NOT send
it as audio.

Codec Settings

Each new created VoIP trunk has a default preferred codec list. However, the default codec
list may not match the codecs supported by your VolIP provider. In order to maximize the
quality of calls and the amount of bandwidth used for calls, you’ll want to choose and config-
ure your preferred codec list to match the settings that your VoIP provider supports.

Yeastar K2 IPPBX supports the following codecs:

Disabled by default Enabled by default
GSM, G722, G726, ADPCM, H261, H263, G729, G711 a-law, G711 u-law
H263P, H264, MPEG4, iLBC, opus
Navigation path: Settings > PBX > Trunks, edit a trunk on the Codec tab.
Select Codec

In the Available box, double click a codec, the selected codec will appear in
the Selected box.

Available Selected
G722 GT29A
G726 \ iLBC

To select the codec, : _
ADPCM double click it alaw =
H261 bl uaw
H263 Click to select all the GSM

available codecs. « E

H283P
H264

Set the Codec Priority

In the Selected box, click a codec, and click =~ B o change the priori-
ty.



Admin Guide | 1 - Admin Guide | 69

Available

G722

G726

ADPCM

H261

H263

H263P

H264

KACT

g
A]~]V]Y]

iLBC

Selected

GT29A

@

a-law

u-law

GSM

Adapt Caller ID

The incoming caller ID that matches the adaptation pattern will be adapted, so that you can
press the call record directly on your phone call back a number.

For more information, see Change Inbound Caller ID.

Navigation path: Settings > PBX > Trunks, edit a trunk on the Adapt Caller ID tab.

Settings Description

Patterns The following characters have special meanings:

« X matches the numbers 0- 9;
« Z matches the numbers 1-9;

* N matches the numbers 2- 9;
* [12345-9] matches the numbers in the bracket (in this example, 1, 2, 3, 4,5,

6,7, 8,

9);

» Wildcard matches one or more numbers. E.g. "9011." matches anything

starting with 9011 (excluding 9011 itself);

» Wildcard "!" matches none or more than one numbers. E.g. "9011T matches
anything starting with 9011 (including 9011 itself);

Strip Strip allows you to specify the number of digits that will be stripped from the front
of the Caller ID before the call is displayed. For example, if the incoming Caller ID
is 05929999999, but you need to dial number 5929999999 to call back, one digit

should be stripped.

Prepend These digits will be prepended to the Caller ID before the call is displayed. For
example, if the incoming caller ID is 5929999999, but you need to dial digit O before

the number to call back, 0 should be prepended.
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Call Control

Emergency Calling

Emergency Calling Overview

This topic describes concepts that you need to know before managing emergency calling,
including requirements and restrictions, basic emergency calling, and enhanced emergency
calling.

Requirements

To make an emergency call, you should make sure the following requirements are met:

* IP phones or soft phones must be registered to Yeastar K2 IPPBX.
» At least one trunk should be configured for an emergency number.

Basic emergency calling

The basic emergency service only connects a caller to the local Public Safety Answering
Point (PSAP), but no location is provided. Emergency callers must be ready to provide their
location information for the PSAP. PSAP then arranges appropriate emergency response
after communicating with the callers.

For more information, see Set up Basic Emergency Calling.

Enhanced emergency calling

Enhanced emergency service is only available for specific countries and regions, such as
E911 in North America, E112 in continental Europe, E999 in England, etc.

For an enhanced emergency call, PSAP can immediately pinpoint the caller's location
based on the calling number.

(D Important: For wireless IP phones and soft phones (such as Linkus), the emergency
caller's location can only be determined by the Emergency Outbound Caller ID configured
on the PBX.

For more information, see Set up Enhanced Emergency Calling.

Terminology
The following list defines the key terminology for enhanced emergency calling.
PSAP
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A Public Safety Answering Point (PSAP) is responsible for receiving emer-
gency calls and arranging appropriate emergency response, such as dispatch-
ing a police, fire, or ambulance team.

ERL

An Emergency Response Location (ERL) is a specific geographic location to
which a emergency response team may be dispatched. To provide the PSAP
with the emergency caller's precise location, you may need to set multiple
ERLs.

ELIN

An Emergency Location ldentification Number (ELIN) is the phone number
(Caller ID), which is associated with an ERL. When an emergency call is
made, the ELIN is displayed on the PSAP side so that they can match the
caller ID with the ERL.

[5) Note: ELIN is also helpful for PSAP to call the emergency caller back in
case the call is disconnected.

Examples of ERL/ELIN mapping:

* One ERL for each building

All the users in the same building are associated with the same ELIN.

ELIN ERL
6085225672 No. 63-2 Wanghai Road, 2nd Software Park,
Xiamen
6085225673 No. 63-3 Wanghai Road, 2nd Software Park,
Xiamen

* One ERL for each building floor

All the users in the same floor of a building are associated with the same

ELIN.
ELIN ERL
6085225682 5/F, No. 63-2 Wanghai Road, 2nd Software Park,
Xiamen
6085225683 4/F, No. 63-2 Wanghai Road, 2nd Software Park,
Xiamen

* One ERL for each room

Each user of a room has a unique ELIN.
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ELIN ERL

6085225692 Room3005, No.1 Guanri Road, Software Park
Siming District Xiamen

6085225693 Room3006, No.1 Guanri Road, Software Park
Siming District Xiamen

Set up Basic Emergency Calling

To ensure that users can make emergency calls for help when an accident occurs, you
need to set up emergency calling in Yeastar K2 IPPBX. This topic describes how to set up
basic emergency calling in Yeastar K2 IPPBX.

Procedure

1. Log in to the PBX web interface, go to Settings > PBX > Emergency Number, click
Add.

. In the Name field, specify a name to help you identify it.

. In the Emergency Number field, enter the emergency number.

. Leave the Outbound Caller ID Priority field as the default setting.

[5) Note:

* Outbound Caller ID Priority setting is typically for enhanced emergency call-
ing, this setting will not affect basic emergency calling.
* For basic emergency calling, you should not set Emergency Outbound Caller ID
for extensions and trunks.
5. In the Trunk's Emergency Outbound Caller ID, configure trunks for emergency
calls.

A OWN

[5) Note: Emergency calls have the highest priority. If the selected trunk is occupied,
PBX will terminate the ongoing call, and place the emergency call.

a. In the drop-down list, select a trunk.
b. In the Prepend field, enter the prepended number if the trunk provider requires.

@ Important:
» Only configure the Prepend setting when the trunk provider requires

prepended numbers to place outbound calls. Carefully configure the
Prepend, or emergency calls would fail.

For example, the trunk provider requires a prepended number O for any
outbound calls and users should dial 0911 to make the emergency call.
To comply with the users’ dialing habit, you can set the Prepend as 0. In
this way, users can dial 911 as they usually do.

c. Leave the Emergency Outbound Caller ID blank.
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[5) Note: Do not set emergency outbound caller ID for basic emergency calling,
or the emergency calls will fail.

d. Click to add another trunk and repeat step a - step c.

[5) Note: If the first trunk cannot work properly, the PBX will use the second
trunk to make calls.

Edit Emergency Number
MName: 911
Emergency Mumber L) o911
Outbound Caller ID Priority ! Extension's Emergency Outbound Caller ID
Flease select a trunk and set up the trunk's Emergency Outbound Caller 10, which will be used when emergency calls are made from
this trunk.
Mote: please set up the prepend carefully. It should be set up according to your carrier's requirements.
Trunk's Emergency Outbound Caller IDAL): repent FRO3-5 (FXO) |:|

6. Click Save and Apply.

What to do next

After setting up an emergency calling, you may need to consider the following configura-
tions:

» Add a notification contact for emergency calls
» Set up a Route for PSAP Callbacks

Set up Enhanced Emergency Calling

To ensure that users can make emergency calls for help when an accident occurs, you
need to set up emergency calling in Yeastar K2 IPPBX. This topic describes how to set up
enhanced emergency calling in Yeastar K2 IPPBX.

Prerequisites
» Purchase enhanced emergency service from an Internet Telephony Service Provider
(ITSP).

ITSP will provide DID numbers that are associated with your locations. The DID num-
ber is also called Emergency Location Identification Number (ELIN).
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Procedure

1. Log in to the PBX web interface, go to Settings > PBX > Emergency Number, click
Add.

2. In the Name field, specify a name to help you identify it.

3. In the Emergency Number field, enter the emergency number.

4. In the Outbound Caller ID Priority field, select which outbound caller ID will be sent
to the Public Safety Answering Point (PSAP) in priority when an emergency call is
made.

* Trunk's Emergency Outbound Caller ID: Select this option if you want to set
a common ELIN for all extension users. PSAP receives the trunk's emergency
outbound caller ID no matter who makes the emergency call, which indicates
PSAP receives a common location information.

» Extension's Emergency Outbound Caller ID: Select this option if you want to
assign ELINs for individual users.

# Extension users with specific ELINs are associated with their respective
locations.

# Extension users without specific ELINs share a common ELIN (the trunk's
emergency outbound caller ID) and are associated with a common loca-
tion.

5. In the Trunk's Emergency Outbound Caller ID field, configure trunks for emergency
calls.

a. In the drop-down list, select a trunk.

[5) Note: Emergency calls have the highest priority. If the selected trunk is oc-
cupied, PBX will terminate the ongoing call, and place the emergency call.

b. Enter the Emergency Location Identification Number (ELIN) that you have pur-
chased from the trunk provider.

c. In the Prepend field, enter the prepended number if the trunk provider requires.

(@ Important:
» Only configure the Prepend setting when the trunk provider requires
prepended numbers to place an outbound calls. Carefully configure the
Prepend, or emergency calls will fail.

For example, the trunk provider requires a prepended number O for any
outbound calls and users should dial 0911 to make the emergency call.
To comply with the users' dialing habit, you can set the Prepend as 0. In
this way, users can dial 911 as they usually do.

d. Click to add another trunk and repeat step a - step c.

[5) Note: If the first trunk cannot work properly, the PBX will use the second
trunk to make calls.
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Edit Emergency Number
Mame: a1

Emergency Number ! o911

Outbound Caller 1D Priority \L): Extension's Emergency Outbound Caller ID

Please select a trunk and set up the trunk's Emergency Outbound Caller ID, which will be used when emergency calls are made from
this trunk.

Mote: please set up the prepend carefully. It should be set up according to your carrier's requirements.

Trunk's Emergency Outbound Caller ID* repent SIPtrunk (SIP-Peer) /| 6085225683 D

6. Click Save and Apply.

Assign ELINs for individual users

To provide the PSAP with the emergency caller's precise location, you may need to pur-
chase multiple ELINs and assign these ELINs to extension users.

1. Log in to the PBX web interface, go to Settings > PBX > Extensions, click = to edit
the desired extension.

2. On the extension Basic page, enter the ELIN in the Emergency Outbound Caller ID
field.

3. Click Save and Apply.

After the user dials an emergency number, the PSAP will locate the specific geographic lo-
cation of the user by the extension user's ELIN.

What to do next

After setting up an emergency calling, you may need to consider the following configura-
tions:

» Add a naotification contact for emergency calls
» Set up a Route for PSAP Callbacks

Set up a Route for PSAP Callbacks

To ensure that a Public Safety Answering Point (PSAP) can call back to the emergency
caller in case of call disconnection, you must set up an AutoCLIP route or an inbound route
for PSAP callbacks.

Set up an AutoCLIP route for PSAP callbacks

An AutoCLIP route allows a PSAP operator to call the emergency caller back.
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1. Log in to the PBX web interface, go to PBX > Settings > Call Control > AutoCLIP
Routes.
2. Unselect the checkbox of Only Keep Missed Call Records.

[5) Note: If this option is selected, PBX only keeps records for the calls that are not
answered by the PSAP, and when the PSAP operator calls back, PBX cannot route
the call directly to the emergency caller.

3. Select the trunks that are used for emergency calls to the Selected box.

J Add Emergency Number

View AUtGCLIP List Qn

91

Delete Us: e Record Keep T me @: 8 hours

Trunk's Emergency Qutbound Caller ID

| only Digits Match @

Match Outgoing Trunk @

Mermber Trunks ©

Available Selected

FXQ3-1 (FXO) SIPtrunk (SIP-Peer)

FXQ3-6 (FXO) FX03-2 (FXO)

SIPtrunk (Sl

UMTS1-7 (UMTS)

6.210 (SIP-Peer)

A]~]v]Y]
ic]<]> ]

FX03-5 (FXO)

4. Leave other settings as default or change them according to your needs.
5. Click Save and Apply.

When a user makes an emergency call through the selected trunk and loses connection
during the call, the PSAP operator can call the emergency caller back.

Set up an inbound route for PSAP callbacks

In case that the emergency caller is not available to answer the returned call from PSAP,
you can set up an inbound route to forward the call to an on-site security personnel.

1. Log in to the PBX web interface, go to PBX > Settings > Call Control > Inbound
Routes.
2. Click Add to add an inbound route for PSAP callbacks.
3. In the pop-up window, configure the following settings:
a. In the Name field, specify a name to help you identify it.
b. In the Caller ID Pattern, enter all the emergency numbers that you have set on
the PBX.

[5) Note: Press Enter key to separate numbers.

c. In the Member Trunks field, select the trunks that are used for emergency calls
to the Selected box.

d. In the Destination field, select Extension, and select the user who is responsi-
ble for answering the returned calls from PSAP.
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Add Inbound Route

Mame © emergency-callback
DID Pattern @:
Caller ID Pattern @©: 999

Member Trunks @©:
Available Selected

FX03-1 (FXO) SIPtrunk (SIP-Peer)

FX03-2 (FXO)
FX03-5 (FXO)
FX03-6 (FXO)

UMTS1-7 (UMTS)

(A~ ]Y)
(<< ]> ]t

6.210 (SIP-Peer)

O Enable Time Condition ©

| Destination @ Extension - 1000 - Jack b

4. Click Save and Apply.

Emergency Notifications

When an emergency call occurs, the on-site security personnel who is closer to the emer-
gency caller may provide quicker assistance. Adding a notification contact for emergency
calls can provide crucial information for the person who can help the fastest.

Notification methods
The notification of emergency calls can be sent via the following methods:
Email
Notification email contains the emergency caller's name, phone number, call
time, and dialed emergency number.

Yeastar K2 IPPBX provides a default email template for emergency notifica-
tion, you can customize the email template.

Call Extension/ Call Mobile

* Call Extension: Notification call to the contact's extension number.
« Call Mobile: Notification call to the contact's mobile phone number.
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When the contact answers the notification call, the system will play a prompt
to tell the contact that someone made an emergency call.

Yeastar K2 IPPBX provides a default prompt, you can also change the notifi-
cation prompt.

[5) Note:

« If you choose the Call Extension, the notification call will display { cal -
lerid _nane} {callerid nunber} dial {emergency_ nunber}.

For example, the caller ID name of extension 1000 is Alice, after the ex-
tension 1000 dials the emergency call 911, the caller ID of the notifica-
tion call is displayed as Ali ce 1000 dial 911.

e Ifthe {cal | eri d_nane} is same with {cal | eri d- nunber}, the display
will be {cal | eri d_nunber} dial { emer gency_nunber}.

For example, the caller ID name of extension 1000 is also 1000, after
the extension 1000 dials the emergency call 911, the caller ID of the
nogification call is displayed as 1000 di al 911.

Add a notification contact for emergency calls

1. Log in to the PBX web interface, go to Settings > PBX > Emergency Number > No-
tification Contacts, click Add.
2. On the pop-up window, select a contact and set the notification method.

» Choose Contact: Select an extension user or select Custom to add an exter-
nal contact.

* Notification Method: Select how to notify the contact when the event occurs.

» Email: If you choose Notification Mode to Email, you need to set the email ad-
dress of the contact.

» Mobile Number: If you choose Notification Mode to Call Mobile, you need to
set the mobile number of the contact and set the Prefix according to the out-
bound route pattern on the PBX.

3. Click Save and Apply.

The contact will receive a notification prompt immediately when an emergency call is
made

Delete a notification contact for emergency calls

1. Log in to the PBX web interface, go to Settings > PBX > Emergency Number > No-
tification Contacts.

2. In the notification contacts list, select a desired contact, click
3. In the pop-up dialog box, click Yes to confirm the deletion.


https://help.yeastar.com/en/s-series/topic/dial_patterns_of_outbound_route.html#concept_y3j_ns1_ydb
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Customize template of Email notification

1. Log in to the PBX web interface, go to Settings > PBX > Emergency Number > No-
tification Contacts.

2. Click Email Template.

3. In the pop-up window, change the email subject and contents.

The following variables are available for the email template. You can change the text
and insert the variables in proper position.

* ${ ext ensi on} : The extension number of the caller.
» ${ ext ensi onnane} : The caller ID name of caller.
* ${cal I ti ne}: The time that emergency call was made.
» ${ emer nane} : The name of the emergency number.
* ${ emer nunber } : The emergency number.
* {1 ocal i p}: The local IP address of the PBX.
* ${ sn}: The Serial Number of the PBX.
4. Click Save and Apply.

Change notification prompt
Prerequisites
Prepare your custom prompt by one of the following methods:

* Record a Custom Prompt
» Upload a Custom Prompt

Procedure

1. Log in to the PBX web interface, go to Settings > PBX > Emergency Number > No-
tification Contacts.
2. Click Notification Prompt.
3. In the pop-up window, configure the following settings:
a. In the drop-down list of Notification Prompt, select your custom prompt.
b. In the Play Time(s) field, change the value to define how many times the
prompt will be played.
4. Click Save and Apply.

When the system calls to the notification contact, your custom prompt will be played.

Manage Emergency Numbers

After you add emergency numbers, you can edit or delete them.
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Edit an emergency number

1. Go to Settings > PBX > Emergency Number > Emergency Number, click be-
side the emergency number that you want to edit.

2. Edit information of emergency number.

3. Click Save and Apply.

Delete an emergency number

1. Go to Settings > PBX > Emergency Number > Emergency Number, click I/ beside
the emergency number that you want to delete.

2. In the pop-up window, click Yes to delete the selected emergency number.

3. Click Apply.

Time Conditions

Time Conditions Overview

A Time Condition is a time group, which can be applied to outbound routes and inbound
routes. You can use Time Condition to control calls based on date and time.

What is a Time Condition used for?

A Time Condition contains a time group.

* Apply Time Condition to an Inbound Route

Time Condition is typically used to control the destination of an inbound call based on
the date and time.

You can select a Time Condition and set a corresponding destination for an inbound
route. When a call reaches the PBX, PBX will route the call to the destination when
the current system time matches the time defined in the Time Condition.

* Apply Time Condition to an Outbound Route

You can also apply Time Condition to an outbound route to limit when the users can
use the outbound route.

Set Time Conditions

A Time Condition is a time group, which can be applied to outbound routes and inbound
routes. This topic describes how to set office hours, non-office hours, and holidays on Yeas-
tar K2 IPPBX.
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Set office hours
Add a Time Condition according to your office hours. Apply this Time Condition to inbound
routes to route incoming calls during office hours to the corresponding destination.

1. Go to Settings > PBX > Call Control > Time Conditions > Time Conditions, click
Add.

. In the Name field, enter a name to help you identify it.

. In the Time field, set the time according to your office time.

. Click to add another time period.
. In the Days of Week field, select your office days.

ab~ WN

Add Time Condition

Name O: OfficeHours

Time: 09 00 - 12 00

Time: 13 00 - 18 00

Days of Week: A Sunday Monday Tuesday Wednesday

Thursday Friday Saturday

Advanced Options @

6. If you want to apply the time period(s) to specific dates, select the checkbox of Ad-
vanced Options, and set the month and the days of month.

[5) Note: Advanced Options is disabled by default, which means that the time peri-
od(s) will be applied throughout the year.
7. Click Save and Apply.

Set non-office hours

PBX has a default Time Condition-Other Time. Generally, when you're configuring an in-
bound route, you can set one destination for office hours, and set the other destination for
Other Time.

However, you may need to add another Time Condition to route incoming calls to other des-
tinations due to company's schedule. For example, you want all incoming calls during lunch
break to be routed to the receptionist. In this way, employees can enjoy nap time without
missing any important calls.

In this case, you can add another Time Condition for non-office hours.

1. Go to Settings > PBX > Call Control > Time Conditions > Time Conditions, click
Add.

2. In the Name field, enter a name to help you identify it.

3. In the Time field, set the time according to your non-office time.
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4. Click to add another time period.
5. In the Days of Week field, select your office days.

Edit Time Condition ( Non-officeHour )

Name @©: Non-officeHour
Time: 12 = |: 00 - - |13 ~ : 00 w
Days of Week: ) An (] Sunday v Monday v Tuesday v Wednesday

' Thursday ¥ Friday (] Saturday

Advanced Options ©: -

6. If you want to apply the time period(s) to specific dates, select the checkbox of Ad-
vanced Options, and set the month and the days of month.

[5) Note: Advanced Options is disabled by default, which means that the time peri-
od(s) will be applied throughout the year.
7. Click Save and Apply.

Set holidays

You can add a group of holidays and set a Time Condition destination like an IVR for the
holidays on your inbound route. When a customer calls to your company during holidays,
the PBX will route the call to the IVR and inform your customers that you are on vacation.

1. Go to Settings > PBX > Call Control > Time Conditions > Holiday, click Add.
2. In the Name field, enter a name to help you identify it.
3. In the Type field, select a type.

Name O©: MationalDay

T'_-,rpe'i:}: O By Date ® By Month O By Week
Start Date: Cctober v 1 v
End Date: Cctober - 10 -

» By Date: If the holiday such as Chinese Spring Festival varies every year, se-

lect this type.
* By Month: If the holiday such Chinese National Day always falls on the same

calendar date, select this type.
* By Week: If the holiday such as Thanksgiving Day always falls on the same

week, select this type.



4.
5.
6.
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In the Start Date field, select the start date of the holiday.
In the End Date field, select the end date of the holiday.
Click Save and Apply.

Manage Time Conditions

After you create Time Conditions, you can apply them to inbound routes or outbound
routes. You can also edit or delete the Time Conditions.

Apply a Time Condition to an Inbound Route

You can apply a Time Condition to an inbound route to route inbound calls to different desti-
nations according to your business hours and schedule.

W

5.

. Go to Settings > PBX > Call Control > Inbound Routes, click beside the in-

bound route that you want to edit.

. On the Inbound Route page, select the checkbox of Enable Time Condition.

. Click , and select a Time Condition from the drop-down list.
. Select destination from the drop-down list.

Inbound calls will be routed to the pre-configured destination if the date and time of
the calls match the time condition.
Click Save and Apply.

Apply a Time Condition to an Outbound Route

You can apply a Time Condition to an outbound route to limit when the extension users can
make outbound calls.

3

. Go to Settings > PBX > Call Control > Outbound Routes, click beside the out-

bound route that you want to edit.

. On the Outbound Routes page, select the Time Condition which will be applied to

the outbound route.

Only in this time period can extension users make outbound calls via this outbound
route.

. Click Save and Apply.

Edit a Time Condition

1.

2.
3.

Go to Settings > PBX > Call Control > Time Conditions, click beside the Time
Condition that you want to edit.

Change Time Condition settings according to your needs.

Click Save and Apply.
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Delete a Time Condition

After deleting a Time Condition, related configurations of the Time Condition in both in-
bound routes and outbound routes will be deleted automatically.

1. Go to Settings > PBX > Call Control > Time Conditions, click beside the Time
Condition that you want to delete.
2. On the pop-up window, click Yes and Apply.

Time Condition Examples

In this topic, we offer you configuration examples of Time Conditions to help you understand
how to set office hours, non-office hours, holidays and apply these Time Conditions to in-
bound routes and outbound routes.

Office hours & non-office hours example

Assume that your office hours are Monday - Friday from 9:00 to 18:00, and the lunch break
starts from 12:00 to 13:00.

According to your office hours, you can set two Time Conditions as follows..

» Office hours

Edit Time Condition ( OfficeHours )
Name @: OfficeHours
Time: 09 + - 00 <~ - |12 w |00 =« |
Time: 13 ~ -0 ~ - 18 =~ - 0 -~ |
Days of Week: (] AN _] Sunday V' Monday W Tuesday v Wednesday
v Thursday v Friday (] Saturday
Advanced Options ©: _

e Lunch break
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Advanced Options O O

[ Thursday

Add Time Condition

Name @©: LunchBreak
Time: 12 = - 00 - - 13
Days of Week: O an [J sunday

& Monday

[V Friday

0 -

W Tuesday [ Wednesday

[J saturday

Holiday examples

Yeastar K2 IPPBX supports 3 types of holidays.

» Set a Holiday by Date

If date of a holiday varies every year, you can set a holiday by date.

For example, Chinese Spring Festival falls on February 15th-21st. You can set the

holiday as follows.

Name @- ChineseSpringFestival
Type@: (® By Date
Start Date: 2018-0215
End Date: 2018-02-21

D By Month

O By Week

» Set a Holiday by Month

If a holiday always falls on the same date, you can set a holiday by month.

For example, Christmas falls on December 25th every year. You can set the holiday

as follows.
Name @©: Christmas
Type@: O By Date @ By Month O By Week
Start Date: December A 25 hd
End Date: December A 25 hd

» Set a Holiday by Week
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If a holiday always falls on the same week, you can set a holiday by week.

For example, Thanksgiving Day falls on the 4th week of November. You can set the
holiday as follows.

Name @©: ThanksGivingDay
TypeO: O By Date O By Month (® By Week
Date: November o Fourth - Thursday -

Route inbound calls based on Time Conditions

On Inbound Route page, enable Enable Time Condition, click ™ to add Time Conditions,
and set corresponding destinations.

For example, the following table is a schedule of Time Conditions for a company.

Time Condition Destination
Office hours IVR
Lunch break Extension 1000
Holiday Holiday IVR
Other time Voicemail

[5) Note: All holidays will be integrated into one Holiday, you don't have to select holidays
one by one from Time Condition on inbound routes.

You can set Time Conditions as follows.

Cwvenwritten Time Condition Destination Feature Code Delets
OfficeHow - VR - Welcome - 803 i
LunchBrez Extension 1000-100 804 i}
[Holiday] hd VR - Haliday - “805 i
[Other Time] Voicemail - 1001 -Am *a01

Restrict when to make outbound calls

On Outbound Routes page, select Time Condition, which means that only in this time period
can extension users make outbound calls via this outbound route.
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Edit Outbound Routes ( Routeout )
Member Extensions ©:
Available Selected
1002 - Jason
1003 - Mike
1004 - Rose
1005 - Carol
1006 - 1006
£ x
1007 - 1007
1008 - 1008
Password (- MNone v
_ Rrmemaory Hunt @
Time Condition O ' OfficeHours ] LunckBreak

Time Condition Override

The Time Condition Override function is used to switch the inbound call routing against the
Time Condition. An authorised user can dial Time Condition feature code to override the
time condition.

Scenarios

Company A sets day time condition and night time condition in an inbound route with differ-
ent destinations.

The staffs occasionally leave early or someone needs to enable the night time condition
manually. In this scenario, the staffs can dial override feature code to override the time con-
dition.

Time Condition feature code

When you enable and add Time Condition on an inbound route, you will see the default
generated feature code for the Time Condition. If you want to disable Time Condition Over-
ride, dial the Reset feature code *800.

You can go to Settings > PBX > General > Feature Code > Time Condition to change
the feature code prefix.
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' Enable Time Condition ® { Reset:™800 ) El
Qverwritten Time Condition Destination Feature Code Delete Priority
Workday = IVR - 6500 - *802 i @ @
[Holiday] - Voicemail = 1000-10C = 803 il ® ®
[Other Time] Hang up - - 801

Set extension permission to override Time Condition

By default, users have no permission to override Time Condition. You can set which exten-
sion users can override Time Condition.

1. Go to Settings > PBX > General > Feature Code > Time Condition, click Set Ex-
tension Permission.

| Time Condition

' Time Condition Override @: 8

Set Extension Permission

2. Select the desired extensions from Available box to Selected box.
3. Click Save and Apply.

Monitor Time Condition State
You can set a BLF key on your phone to quickly override Time Condition and monitor the
Time Condition state.

We take Yealink T53W v95.0.0.0.0.0.1 as an example to explain how to set BLF keys to
monitor Time Condition state.

1. Set Time Condition Override permission for the extension that is registered on the IP
phone.

a. Log in PBX interface, go to Settings > PBX > General > Feature Code > Time
Condition, click Set Extension Permission.

| Time Condition
' Time Condition Override @: 8

Set Extension Permission

b. Select the desired extension from Available box to Selected box.



c. Click Save and Apply.
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2. Set BLF keys on the phone where the extension is registered.

a. Log in the phone web interface, go to DSS Key > Memory Key.

Key Type Value Line
Memory 1 BLF ¥ | | TB03 Line 3
Memory 2 BLF ¥ | | TB02 Line 3

Extension
¥ | | holiday
¥ | | workday

b. Set Key Type as BLF.
c. Set Key Value as feature code of Time Condition.

d. Select the Line as the extension registered line.

e. Optional: In the Extension field, enter a description of the key.

f. Click Confirm.

The BLF LED will show the Time Condition state.

* Red: The PBX is using this Time Condition; inbound calls go to the destination

of the Time Condition.
* Green: This Time Condition is not in use.

3. Press a BLF key to override Time Condition, the BLF LED turns to red.

You can also log in the PBX web interface, and check the Time Condition state on

configuration page of Inbound Routes. If the state shows

, it indicates that the PBX

is using the Time Condition, and route all incoming calls to destination of the Time

Condition.
Overwritten Time Condition Destination
Test - Voicemail - 1000 -10C -
Workday - Ring Grou = 6200 -

[Other Time] VR - 6500 hd

Feature Code

*803

*802

*801
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Inbound Routes

Inbound Route Overview

An inbound route is used to tell the PBX where to route inbound calls based on the caller's
phone number or the DID number. Inbound routes are often used in conjunction with time
conditions and an IVR.

DID routing & Caller ID routing

Yeastar K2 IPPBX allows two specific types of inbound routing: DID Routing and Caller ID
Routing. You can set both DID routing and Caller ID routing for an inbound route, or set one
of the routing types.

If you don't specify DID numbers and Caller ID numbers on the inbound route, the inbound
route will match and route all inbound calls to a pre-configured internal destination on the
PBX.

Inbound routes can send inbound calls to destinations as follows:
* Hang up

» Extension

» Extension Range
* Voicemail

* VR

* Ring Group

* Queue

» Conference

* DISA

* Callback

» Outbound Route
* Fax to Email

Add an Inbound Route

To receive external calls on Yeastar K2 IPPBX, you need to set up at least one inbound
route.

The PBX has a default inbound route. When users call to the selected trunk, the PBX will
route the call to an IVR. You can delete the default inbound route, then add a new one to
configure settings according to your needs.

1. Go to Settings > PBX > Call Control > Inbound Routes, click Add.

2. In the Name field, enter a name to help you identify it.

3. Optional: In the DID Pattern field, enter a DID number or a DID pattern if you want
to route inbound calls based on DID numbers.
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The PBX will route the call only when the caller dials the matched numbers.

[5) Note: Leave this blank to match calls with any or no DID info.

. Optional: In the Caller ID Pattern field, enter a Caller ID or a Caller ID pattern if you
want to route inbound calls based on Caller IDs.
The PBX will route the call only when the caller ID number matches the Caller ID Pat-
tern.

[5) Note: Leave this blank to match calls with any or no caller ID info.

. In the Member Trunks field, select the desired trunk from Available box to the
Selected box.
The PBX will route the inbound call when the caller calls the number of the selected
trunk.

Member Trunks (O

Available Selected

cloudcall (SIP-Register)

R~V Y
K] <]> ]

. If you allow the inbound calls to be routed to a desired destination without time limit,
configure the following settings:

"] Enable Time Condition

Destination (D- IVR - 6500 -

a. Uncheck the checkbox of Enable Time Condition.

b. Select the Destination.

. If you allow the inbound calls to be routed to different destinations based on time con-
dition, configure the following settings:

“ Enable Time Condition © ( Reset*810 ) (+]
Owverwritten Time Condition Destination Feature Code Delete Priority
Workday v IVR v 6500 - 81
[Other Time] Voicemail - 4001 -Luc -

a. Select the checkbox of Enable Time Condition.
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b. Click , select a Time Condition and the destination.

If an inbound call reaches the PBX during the time period, PBX will route the
call to the selected destination.

c. Optional: Click to set another time condition and destination.

d. Set the destination for Other Time.

If an inbound call reaches the PBX beyond the time periods that are defined in
the above Time Conditions, PBX will route the call to the selected destination.
8. Optional: In the Distinctive Ringtone field, enter the ringtone name. Distinctive
Ringtone helps users recognize where the call is from.

[5) Note: Distinctive Ringtone feature needs support from the IP phones.

For example, the IP phone has a ringtone called "Family". You can enter "Family"
in the Distinctive Ringtone field. When a call reaches the IP phone through this in-
bound route, the IP phone plays the "Family” ringtone.
9. Optional: Select the checkbox of Enable Fax Detection. PBX will send the fax to
Fax Destination if a fax tone is detected.
» Extension: PBX will send the fax to Fax Destination if a fax tone is detected.
» Fax to Email: PBX will send the fax as an attachment to the specified email ad-
dress. An email address can be associated with extensions or be customized
address.

[5) Note: If you want to send fax to email, make sure system email is config-
ured correctly.
10. Click Save and Apply.

Manage Inbound Routes

After you create inbound routes, you can adjust the priority of the inbound routes. You can
also edit or delete the inbound routes.

Adjust priority of inbound routes

A trunk can be selected to multiple inbound routes. When users call to the selected trunk,
the PBX will route the call through the inbound route with higher priority. You can adjust the
priority of inbound routes according to your needs.

1. Go to Settings > PBX > Call Control > Inbound Routes.
2. Click @OVO® to adjust the priority of your inbound routes.
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Edit an inbound route

1. Go to Settings > PBX > Call Control > Inbound Routes.

2. Click beside the inbound route that you want to edit.
3. Edit the inbound route.
4. Click Save and Apply.

Delete an inbound route

1. Go to Settings > PBX > Call Control > Inbound Routes.

2. Click W beside the inbound route that you want to delete.
3. On the pop-up window, click Yes and Apply.

Import Inbound Routes

You can import inbound routes to quickly set up inbound routing on Yeastar K2 IPPBX.

1. Go to Settings > PBX > Call Control > Inbound Routes, click Import.
2. Click Download the Template, add the inbound routes information in the template
file.

[5) Note:

» The imported file should be a UTF-8 . csv file.
* For requirements of the import parameters, refer to Import Parameters - In-
bound Routes.
3. Click Browse to upload the template file.
4. Click Import.

Change Inbound Caller ID

By default, the Inbound caller ID on Yeastar K2 IPPBX displays the caller's phone number,
you can change the inbound caller ID with Adapt Caller ID feature.

Adapt Caller ID feature is supported on each trunk. Go to Settings > PBX > Trunks, click
Adapt Caller ID tab on the trunk edit page to configure the settings.

Example 1

Company A wants to add a digit O to the 11-digit incoming caller ID number that begins with
digit 1 for quick redial purposes.

For example, company A wants to display 012345678910 instead of 12345678910.
In this case, you can configure Adapt Caller ID on trunk 1, and set the rules as follows:

e Patterns: 1.
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* Strip: Leave it blank.
* Prepend: O

Basic Codec Advanced DOD Adapt Caller ID
When Caller ID is adapted, you can press the call record directly on your phone to call back a number.

Adaptation Patterns ©:

Patterns Strip Prepend Edit Delete
[] @
Example 2

Company B wants all Xiamen numbers to be displayed as local number without Xiamen
area code (0592) that is received through the trunk 2.

For example, company B wants to display number 5503301 instead of 05925503301.
In this case, you can configure Adapt Caller ID on trunk 2, and set the rules as follows:

* Patterns: 0592.
* Strip: 4
* Prepend: Leave it blank.

Basic Codec Advanced DCD Adapt Caller ID
When Caller ID is adapted, you can press the call record directly on your phone to call back a number.

Adaptation Patterns -

Patterns Strip Prepend Edit Delete

E [ .

Et

Inbound Route Examples

Inbound Route Examples

This topic provides sample configurations that will help you understand DID setting and
Caller ID setting of inbound routes.

[5) Note: The following examples ignore time condition, you can set time condition accord-
ing to your needs.
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Inbound route without limit

Any calls to the selected trunk will be routed to the inbound route destination. You can set
an inbound route as follows:

* Name: Set a name to help you identify it.
* Member Trunks: Select desired trunk(s).
* Destination: Set the destination.

Leave all other fields blank.

Inbound route based on a DID number

If a trunk has multiple DID numbers, you can add multiple inbound routes that based on dif-
ferent DID numbers. When users dial different DID numbers, they will be routed to different
destinations.

The following example shows an inbound route based on DID number 5503301.

* Name: Set a name to help you identify it. For DID routes, you can set the name as the
DID number, which helps you identify the route.

* DID Pattern: 5503301

* Member Trunks: Select the trunk that has the DID number.

* Destination: Set the destination.

Leave all other fields blank.

Inbound route based on consecutive DID numbers

If a trunk has multiple consecutive DID numbers, you can quickly set the DID number range
in an inbound route to route calls to different destinations based on the DID numbers.

The following example shows an inbound route based on DID range 5503301-5503305,
which will route calls to extension 1001-1005.

» Name: Set a name to help you identify it.

* DID Pattern: 5503301-5503305

* Member Trunk: Select the trunk that has the DID numbers.

* Destination: Select Extension Range, and enter the extension range 1001-1005.

Leave all other fields blank.

Inbound route based on Caller ID
By default, PBX routes inbound calls without limit. If you set Caller ID Pattern, PBX will
route calls only when the users' caller ID numbers match the Caller ID Pattern.

In the following example, the inbound route will route caller ID numbers that start with digit
1 to the destination. For example, number 532352584 that doesn't start with digit 1 can not
call in the system through this inbound route.
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» Name: Set a name to help you identify it.
* Caller ID Pattern: 1.

* Member Trunks: Select desired trunk(s).
* Destination: Select a destination.

Leave all other fields blank.

Inbound route based on Caller ID and DID numbers

If you set both DID pattern and Caller ID pattern for an inbound route, PBX will check if the
DID numbers and the user's caller ID number match the DID pattern and Caller ID pattern.
Only the matched incoming calls can be routed to the pre-configured destination.

In the following example, when users dial 5503301 with phone number starting with digit 1,
the inbound call will be routed to the destination.

» Name: Set a name to help you identify it.
 Caller ID Pattern: 1.

e DID Pattern: 5503301

* Member Trunk: Select desired trunk(s).
 Destination: Select a destination.

Leave all other fields blank.

Route Inbound Calls Based on DID

This topic describes what is DID numbers and how to configure inbound routes on Yeastar
K2 IPPBX to route inbound calls based on DID.

DID numbers

DID (Direct Inward Dialing) is a telephone service that allows outside users to reach a cer-
tain destination instead of going to a receptionist or a queue and needing to dial an exten-
sion number.

DID numbers are provided by the trunk provider. The following types of trunks support DID
numbers:

* VoIP
* BRI
« E1/T1/J1

[5) Note: PSTN trunk and GSM trunk have no DID numbers.

The trunk provider usually assigns a range of numbers to the VolP trunk or the physical
trunk. There is an extra charge for the DID numbers. Contact your trunk provider for more
information about DID numbers.
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Configure DID routing - single DID

Bind a DID number to an inbound destination.

Example:

You purchased two DID numbers from the SIP trunk provider: 5503301 and 5503302.

To route inbound calls to different destinations based on different DID numbers, you can set
up two inbound routes for the two DID numbers.

m Outside Callers
DID Number DID Number
5503301 5503302
Y
Inbound Route 1 Inbound Route 2
i Sd i S A
Sales Support

1. Inbound Route ToSales for DID number 5503301.
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Edit Inbound Route ( ToSales )

Name @ ToSales

DID Pattern @ 5503301

Caller ID Pattern -

Member Trunks ©:

Available Selected

| siPTrunk (SIP-Peer)

[J Enable Time Condition ©
Destination O: Ring Group hd Sales A

* Name: Set a name to help you identify it.
 DID Pattern: Enter the DID number 5503301.
» Caller ID Pattern: Leave it blank, which means no limit on caller's Caller ID.
 Member Trunks: Select the trunk that is bound with the DID number.
 Destination: Select the desired destination. When users dial the DID number
5503301, the call will be routed to the destination.
2. Inbound Route ToSupport for DID number 5503302.
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Edit Inbound Route ( ToSupport )

Name @ ToSupport

DID Pattern ©: 5503302

Caller ID Pattern @

Member Trunks @

Available Selected

| SIPTrunk (SIP-Peer)

A~ v]Y]
K] <]> ]

J Enable Time Condition @

Destination ©): Ring Group v Support v

* Name: Set a name to help you identify it.

* DID Pattern: Enter the DID number 5503302.

» Caller ID Pattern: Leave it blank, which means no limit on caller's Caller ID.

* Member Trunks: Select the trunk that is bound with the DID number.

 Destination: Select the desired destination. When users dial the DID number
5503302, the call will be routed to the destination.

Configure DID routing - multiple DIDs

You can assign DID numbers to extension users one by one. When an outside user dials an
DID number, the user can reach a specific extension directly.

[5) Note: The DID numbers should be consecutive DID numbers.

Example: You purchased 10 DID numbers from the SIP trunk provider: 8823201-8823210.
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m Outside Callers
Y \J \ \

DID Number 8823201 8823202 8823203 8823204 ... 8823210

Inbound Route

l Y Y Y \J )
® i ® i i

= = = = =

1001 1002 1003 1004 .. 1010

To assign the DID numbers one by one to extension 1001-1010 , you can configure the in-

bound route as follows.

Edit Inbound Route ( ToExtensions )

Name @: ToExtensions

DID Pattern ©: 8823201-8823210

Caller ID Pattern O

Member Trunks ©:

Available

SIPTrunk (SIP-Peer)

Eng
A~V ]Y

[J Enable Time Condition @

Destination - Extension Range - 1001-1010

Selected

k] <]> ]
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* Name: Set a name to help you identify it.

* DID Pattern: Enter the DID range 8823201-8823210.

» Caller ID Pattern: Leave it blank, which means no limit on caller's Caller ID.

» Member Trunks: Select the trunk that is bound with the DID numbers.

» Destination: Select Extension Range, and enter the extension range 1001-1010.

@ Note: The number of extensions and DID numbers must be the same.

Route Inbound Calls Based on Caller ID

This topic describes what is Caller ID routing and how to configure inbound routes on Yeas-
tar K2 IPPBX to route inbound calls based on Caller ID.

Caller ID routing

Caller ID (Caller Identification) is a telephone service that displays a caller's phone number
on the called party's phone device before the call is answered.

Caller ID routing allows users to accept or reject calls based on the caller's phone number.
Inbound calls which match the Caller ID pattern on PBX will be routed to the pre-configured
destination. For those unmatched, calls can not be established.

Scenarios

A company is dedicated to offering targeted service for different regions, the company
hopes that the Caller ID of inbound calls can be identified and the calls can be routed to re-
sponsible employees. In this case, you can set Caller ID patterns for inbound routes.

Configuration Example

Company A assigns pre-sales business in France to Rose, and pre-sales business in Amer-
ica to Mike. Refer to the following table and related configuration figures.

Name Extension Responsible Country Area Code
Rose 1000 France 0033
Mike 2000 America 001

Configure Caller ID pattern for Rose
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Edit Inbound Route ( FromFrance )

Name @©: FromFrance
DID Pattern ©:
Caller 1D Pattern @ 0033.
Member Trunks @
Available Selected
To3300 (SIP-Peer)
>
]
[]
<]
[J Enable Time Condition ©
Destination O: Extension v 1000 - Rose

K] <]> ]

* Name: Set a name to help you identify it.

* Caller ID Pattern: Enter the caller ID pattern 0033..

* Member Trunks: Select the trunk that is bound with the caller ID pattern.

* Destination: Select the desired destination. When a caller calls to the trunk with the
caller ID starting with 0033, the call will be routed to extension 1000.

Configure Caller ID pattern for Mike




Admin Guide | 1 - Admin Guide | 103

Edit Inbound Route ( FromAmerica )

Name @ FromAmerica
DID Pattern @
Caller ID Pattern @: 001.

Member Trunks (O

Available Selected

ToS300 (SIP-Peer)

A~V ]Y
(K]<]> )]

] Enable Time Condition ©

Destination @O Extension v 2000 - Mike -

* Name: Set a name to help you identify it.

* Caller ID Pattern: Enter the caller ID pattern 001..

* Member Trunks: Select the trunk that is bound with the caller ID pattern.

* Destination: Select the desired destination. When a caller calls to the trunk with the
caller ID starting with 001, the call will be routed to extension 2000.

Distinguish Inbound Calls

Distinguish Inbound Calls by Ring Tones

Distinctive ringtone distinguishes calls from different inbound routes. You can set distinctive
ringtones on different inbound routes. When a user hears the ringtone of an incoming call,
he/she may notice the intention of the call.

[5) Note: Distinctive Ringtone feature needs support from the IP phones. We take Yealink
phone as an example.
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1. Log in the phone web interface, go to Settings > Ring, select a ringtone and set the

name.
i Internal Ringer Text Sales (7]
Internal Ringer File Ring3.wav | @
2 Internal Ringer Text (7]
Internal Ringer File Ringl.wav Y@

a. In the Internal Ringer Text field, enter the ringtone name.
b. In the Internal Ringer File drop-down list, select a ringtone file.
c. Click Confirm to save the settings.
2. Log in the PBX web interface, go to Settings > PBX > Call Control > Inbound
Routes, select an inbound route to edit.

Enable Time Condition D

Destination (- IVR 6500

Distinctive Ringtone ©: Sales

a. In the Distinctive Ringtone field, enter the ringtone name that is configured on
IP phone.
b. Click Save and Apply.

When a call comes through the inbound route, the phone will play corresponding ringtone.

Distinguish Inbound Calls by DNIS Name

DNIS (Dialed Number Identification Service) is used to identify where the incoming call is
from. You can set different DNIS names for different trunks or set different DID numbers
and DNIS names for a trunk. When external users make outbound calls to PBX, extension
users can identify incoming call by DNIS name.

1. Go to Settings > PBX > Trunks, click beside the trunk that you want to edit.

2. On the trunk edit page, click Advanced tab.

3. In the DID Settings section, select the checkbox of Enable DNIS, and set the DNIS
Name.

Enable DNIS @ DNIS Name @ Sales

4. If the trunk has another DID number, click to add a DID number and set a DNIS
name.

For example, a VolIP trunk has 3 DID numbers. 5503301 for Support, 5503302 for
Sales, and 5503303 for Marketing. When external users dial a DID number, extension
users can notice the intention by DNIS name displayed on an IP phone.
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5. Click Save and Apply.

Make a call to the trunk of the PBX, the user who receives the call will see the incoming
caller ID and the DNIS name of the trunk.

e i ———— ]
o |@weecd
Sales =5
| 17750100105 [H;-" 18 |
i s |~~$3001
e ey
-

29914 |

| '~-:|.'.- | | Fn'_r"%-w;nffl \ |,- Silenc-eq" [ Reject -]!

Distinguish Inbound Calls by Caller ID

When inbound calls are routed from a ring group/queue or an IVR, Yeastar K2 IPPBX can
display the name of ring group/queue/IVR. When the extension user receives a call from the
ring group/queue/IVR, he/she may notice the intention of the inbound call.

For example:

Set up two Ring Groups according to your organization, one is named as Sales, the other is
named as Support.

You can set up two inbound routes to route incoming calls to different destinations by differ-
ent trunks, and enable Distinctive Caller ID feature.

» When external users call to PBX, and IP phones of Sales members ring, "Sales" will
be displayed on IP phones.

» When external users call to PBX, and IP phones of Support members ring, "Support”
will be displayed on IP phones.

1. Go to PBX > General > Preferences, select the checkbox of Distinctive Caller ID.
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IAX API

m
=
i
%)
4

Preferences Feature Code Voice
Max Call Duration {s}Q: 6000

Attended Transfer Caller ID@D:  Transferor

Flash Event (U: 3-Way Calling

Virtual Ring Back Tone @

v Distinctive Caller ID @

2. Click Save and Apply.

Outbound Routes

Outbound Route Overview

An outbound route is used to tell the PBX which extension users are allowed to make out-
bound calls and which trunk to use for the outbound calls.

How does an outbound route work?

Every time user dials a number, PBX will do the following in strict order:

1. Examine the number user dialed.
2. Compare the dialed number with the pattern that you have defined in route 1.
« If it matches, PBX will route the call out using the associated trunk.
« If it does not match, PBX will match the number with the pattern that you have
defined in route 2, and so on .

Dial Patterns of Outbound Route

This topic describes dial pattern settings of Outbound Route to help you understand and
configure the dial patterns of Outbound Route.

Pattern
A pattern specifies routing rules to route a call based on the digits dialed by a user. The
PBX matches a dial pattern and routes the call out based on the dial pattern.

Pattern Description

X Refers to any digit between 0 and 9.
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Pattern Description
Z Refers to any digit between 1 and 9.
N Refers to any digit between 2 and 9.
[###] Refers to any digit in the brackets, example [123] would match the numbers 1,
2,0r3.

Range of numbers can be specified with a dash, example [136-8] would match
the numbers 1, 3, 6, 7, and 8.

Wildcard . matches one or more numbers.

Example 9011. matches any numbers starting with 9011 (excluding 9011
itself).

Wildcard ! matches none or more than one characters.

Example 9011! matches any numbers starting with 9011 (including 9011 itself).

Strip

Strip is an optional setting, it defines how many digits will be stripped from the front of the
dialed number before the call is placed.

Example:
If you set Pattern as 9. and set Strip as 1.

If a user wants to call number 1588902923, he/she should dial 91588902923. The PBX will
strip digit 9 from the dialed number, and call the number 1588902923.

Prepend

Prepend is an optional setting. The prepend will be added to the beginning of a successful
match. If the dialed number matches the Pattern, the prepend will be added to the begin-
ning of the number before placing the call.

Example:

If a trunk requires 10-digit dialing, but users are more comfortable with 7-digit dialing, you
can prepend a 3-digit area code to all 7-digit phone numbers before the calls are placed.

Prefix and dial patterns
Scenarios

Prefix setting appears when you are configuring the following settings:

* Mobility Extension
* Mobile phone number for Notification Contacts
« External number for IVR keypress
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How to configure Prefix

You need to configure Prefix according to the dial pattern settings on your
outbound route. If the Prefix is not configured correctly, the PBX cannot call to
the external number successfully.

* Leave Prefix setting blank

If the Strip of outbound route is not set, you don't have to add a prefix
before the phone number.

As the following figure shows, only the destination number that starts
with digit 1 can be called out through this outbound route.

For example, to call number 125451, you should dial the number
125451 directly.

Dial Patterns O: E Mo Strip. You don't need to add prefix before a number

Patterns Striy Prepend

1.

* Add prefix before a number
If Strip is set, you need to set the prefix according to the Patterns.

As the following figure shows, to make calls through the outbound route,
you need to add prefix 9 before the number, and the destination number
should start with digit 1.

For example, to call number 125451, you should add prefix 9 before the
number 125451.

Dial Patterns (L): [+ You need to add one digit before the number

Patterns Strip/ Prepend

91 1

Related information
Outbound Route Examples

Add an Outbound Route

To allow users to make outbound calls through trunks, you need to set up at least one out-
bound route on the PBX.

The PBX has a default outbound route with dial pattern X. that allows users to dial any out-
going numbers. You can delete the default outbound route, then add a new one to configure
settings according to your needs.
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1. Go to Settings > PBX > Call Control > Outbound Routes, click Add.
2. On the configuration page, configure an outbound route according to your needs.
* Name: Enter a name to help you identify it.
* Dial Patterns: Used to match the digits that users dial. When the dialed num-
bers match a dial pattern, PBX will route the call out through matched outbound

route.
Pattern Description
X Refers to any digit between 0 and 9.
Z Refers to any digit between 1 and 9.
N Refers to any digit between 2 and 9.
[####] Refers to any digit in the brackets.

Wildcard . matches one or more numbers.

! Wildcard ! matches none or more than one characters.

* Member Trunks: Select a trunk to make outbound calls. If the dialed number
matches a dial pattern of the outbound route, PBX will route the call out through
selected trunk.

» Extensions: Select which extensions are allowed to use this outbound route.

» Password: Optional. Set a password for the outbound route. If a password is
set, users are required to enter a password when they try to make outbound
calls through this route.

# None: No password is needed.

# PIN List: Select a PIN list. Users are required to enter a password in the
PIN list when they try to make outbound calls through this outbound route.

# Single Pin: Enter a password. Users are required to enter the password
when they try to make outbound calls through this outbound route.

» Max Call Duration (s): Set the maximum call duration in seconds for every call
through the outbound route.

When a user places an outbound call, the extension or outbound route with
shorter Max Call Duration (s) takes precedence.
* Rrmemory Hunt: Optional.
# If the feature is enabled, PBX will remember which trunk was used last
time, and then use the next available trunk to call out.

For example, PBX uses the first trunk to call out, then it will use the sec-
ond trunk to call out next time.
# If the feature is disabled, PBX will use trunks orderly to call out.

» Time Condition: Optional. You can define during which time period can users
use this outbound route. By default, users can call out through the outbound
route at any time.

3. Click Save and Apply.
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[5) Note: After you finish the outbound route configurations, you need to check and adjust
the priority of your outbound routes, so that PBX can match and route the call out through
the proper outbound route.

Related information
Dial Patterns of Outbound Route
Outbound Route Examples

Outbound Route Examples

This topic provides sample configurations that will help you understand dial patterns of out-
bound route.

Route Name: Domestic

In Xiamen, China, local numbers are all 7-digit numbers and the numbers do not start with
0, such as 5503305.

For long-distance calls, you need to dial the 4-digit area code and local numbers, such as
0595-5503305. The area code in China is in the format of 0ZXX, the first digit is 0, and the
second digit cannot be 0.

Pattern Strip Prepend Description

90ZXX. 1 Leave it blank. This is for a long-distance call.
The long-distance number starts with 0, and users
should dial 9 before the number.

Note: Before placing the call, PBX will strip the
leading digit 9.

Example: To call number 05955503303, the user
should dial 905955503303.

9ZXXXXXX 1 Leave it blank. This is for a local call.

The local number starts with digit 1-9, and users
should dial 9 before the number.

Note: Before placing the call, PBX will strip the
leading digit 9.

Example: To call number 5503301, the user should
dial 95503301.

Route Name: Mobile

All mobile phone numbers in China are 11-digit numbers and start with digit 1, such as
15880260666.
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Pattern Strip Prepend Description
IXXXXXXXXXX  Leave it blank. Leave it blank. Users can dial the mobile number as they
usually do.
Example: To call number 15880260666, dial
15880260666.
Route Name: International Call
All international numbers start with digits 00.
Pattern Strip Prepend Description
00. Leave it blank. Leave it blank.  Numbers start with digits 00 will go through this

outbound route.

Example: To call number 16262023379, dial
001626202379.

Import Outbound Routes

You can import outbound routes to quickly set up outbound routing on Yeastar K2 IPPBX.

1. Go to Settings > PBX > Call Control > Outbound Routes, click Import.
2. Click Download the Template, add the outbound routes information in the template
file.

[5) Note:

» The imported file should be a UTF-8 . csv file.
* For requirements of the import parameters, refer to Import Parameters - Out-
bound Routes.
3. Click Browse to upload the template file.
4. Click Import.

Manage Outbound Routes

After you create outbound routes, you can adjust the priority of the outbound routes. You
can also edit or delete the outbound routes.

Adjust priority of outbound routes

When a user places a call, if the dialed number matches multiple dial patterns, the outbound
route with the highest priority will be used. You can adjust the priority of outbound routes to
route calls through proper outbound routes, greatly saving calling cost for your company.
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[5) Note: The route priority is important, especially if there is some overlap. For example,
the number 5503305 matches both a dial pattern of ZxxXxxxx and X. , the PBX will send the
call through the outbound route with the highest priority.

Example:
When users dial 05503301, both of the two outbound routes match 05503301:

» Outbound Route-Long-distance call: The dial pattern is 0XXXXxXXX and uses trunk 1.
» Outbound Route-Local call: The dial pattern is X. and uses trunk 2.

To call 5503301 through trunk 1, you need to prioritize the outbound route of "Long-distance
call"; or PBX will match the outbound route of “Local call" and route the call out using trunk
2.

1. Go to Settings > PBX > Call Control > Outbound Routes.
2. Click the buttons @OV® to adjust the priority of your outbound routes.

[5) Note: PBX will match outbound route from top to bottom.

Name Dial Pattern Edit Delete Priority
Local ZX00OK © @
Domestic 0[23457BJXXXXXXXX ()

International_Call 900. ®@ 60 © @

For_Sales X ® ®

. ®: Put this outbound route at the top.
. ®: Move this outbound route upward.
. @: Move this outbound route downward.

. @: Put this outbound at the bottom.
Edit an outbound route

1. Go to Settings > PBX > Call Control > Outbound Routes.

2. Click beside the outbound route that you want to edit.
3. Edit the outbound route.
4. Click Save and Apply.

Delete an outbound route

1. Go to Settings > PBX > Call Control > Outbound Routes.
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2. Click T beside the outbound route that you want to delete.
3. On the pop-up window, click Yes and Apply.

[5) Note: After you delete the outbound route, extension users can not make out-
bound calls through this outbound route.

Limit Call Duration of an Outbound Call

This topic describes how to limit the call duration when users make outbound calls via spe-

cific outbound route.

Procedure

1. Go to Settings > PBX > Call Control > Outbound Routes, click £ to edit an out-

bound route.

2. In the Max Call Duration(s) drop-down list, set the maximum call duration in seconds
for every call through the outbound route.

Password -

1000 -

1001 -

1002 -

1003 -

1004 -

1005 -

1006 -

Available Selected

1000

1001

1002

1003

1004

1005

1006

MNone

Edit Outbound Routes ( For_support)

-

After-sales - Group

A]~]v]¥
NEEBE

Max Call Duration (S}@:

1800

[] Rrmemeory Hunt ®

Time Condition @

(] Workday

3. Click Save and Apply.

Result

If an extension user makes an outbound call via the outbound route, when the call duration
reaches the Max Call Duration(s), the system will hang up the call.
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[5) Note: If the extension's Max Call Duration(s) is shorter than the outbound route, when
it comes to the extension's Max Call Duration(s), the system will hang up the call.

Related information
Add a Rule to Restrict Outbound Calls
Apply a Time Condition to an Outbound Route

Outbound Restriction

Outbound Restriction Overview

Outbound Restriction is used to limit how many outbound calls extension users can make
within specified time period.

Scenarios

Avoid toll fraud

Most toll fraud is committed from the outside. Hackers may attack the system by registering
to extensions and making outbound calls frequently.

With the Outbound Restriction rules, if extension users make outbound calls over the limited
frequency, the extensions will be blocked and unable to make outbound calls.

Default outbound restriction rule

The PBX has a default rule to limit users to make maximum 5 outbound calls in 1 minute.
You can add another Outbound Restriction rule according to your needs.

[5) Note: We recommend that you keep the default Outbound Restriction rule.

Edit Outbound Restriction ( default )
Name ©: default
Time Limit( min ) © 1
Mumber of Calls Limit@ 5

Member Extensions: All Extensions Selected Extensions

Cancel restriction of outbound calls

If a user makes outbound calls over the limit, the extension will be locked and prohibited

from making outbound calls. On Extensions list, the extension status will display *".

Double click the icon “*, the extension will be able to make outbound calls again.
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Extension

[ ] ! 1000

100

- 001

MName

Carol

Eve

Email Address Edit Delete
carol@yeastar.... ra i
eve2@yeastar. ... ra i

Add a Rule to Restrict Outbound Calls

The PBX has a default rule to limit users to make maximum 5 outbound calls in 1 minute.
You can add an Outbound Restriction rule to define how many outbound calls the extension
users can make during a period of time.

1. Go to Settings > PBX > Call Control > Outbound Restriction, click Add.
2. On the configuration page, configure an outbound restriction rule according to your

needs.
Edit Outbound Restriction ( Sales )
Name @: Sales
Time Limit{ min ) ©: 5
Number of Calls Limit ©: 10
Member Extensions: O All Extensions @' Selected Extensions
Available Selected
1005 - 1005 1000 - 1000
1006 - 1006 1001 - 1001
1007 - 1007 1002-1002 E
1004 - 1004
1008 - 1008 . :
1009 - 1009
1010 - 1010

1011 -

101

* Name: Enter a name to help you identify it.

* Time Limit(min): Set time in minutes to limit the number of outbound calls dur-
ing the time period.

* Number of Calls Limit: Set the number of outbound calls during the specified
time period. For example, set Time Limit(min) to 5, Number of Calls Limit to
10. It means if the selected extension users make outbound calls over 10 times
in 5 minutes, the extension(s) will be locked and can not make outbound calls.

* Member Extensions: Select extensions which will be restricted by the rule.

3. Click Save and Apply.
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Manage Outbound Restriction Rules

After you create restriction rules, you can edit or delete them.
Edit an outbound restriction rule

1. Go to Settings > PBX > Call Control > Outbound Restriction.

2. Click beside the outbound restriction rule that you want to edit.
3. Edit the outbound restriction rule.
4. Click Save and Apply.

Delete an outbound restriction rule

1. Go to Settings > PBX > Call Control > Outbound Restriction.

2. Click beside the outbound restriction rule that you want to delete.
3. On the pop-up window, click Yes and Apply.

AutoCLIP Routes

AutoCLIP Overview

AutoCLIP (Auto Calling Line Identity Presentation) is an intelligent call matching feature.
You can configure AutoCLIP to route inbound calls to original extensions, which will pro-
mote your customer satisfaction and work efficiency.

Scenarios

Assume sales representatives in your company often make outbound calls to customers for
promotion. More or less, some customers may miss the calls. When customers call back,
the calls are routed to the reception or business auto attendant. Neither reception/business
auto attendant nor the customers know who placed the call.

With AutoCLIP feature, the PBX can redirect the calls to the original extension users who
placed the calls when customers call back.

How does the PBX redirect calls to original extensions?

1. When extension users make outbound calls, the PBX automatically stores the records
to AutoCLIP routing table.
2. When customers call in the PBX, PBX will search the phone numbers from the Auto-
CLIP routing table.
* If there're matched records in AutoCLIP routing table, the calls will be routed to
corresponding extensions.
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* If there're not matched records in AutoCLIP routing table, the calls will be routed
to the destination specified in inbound routes.

o Yeastar PBX e

.
=l
'

e

1000 1001 1002

-
‘ B IB IB
B  xtarnion Numbar | Calld Numbar | Tk

13805876666 1002 13805876666 SIP Trunk1

Configure AutoCLIP to Route Inbound Calls to Original Exten-
sions

With AutoCLIP feature on Yeastar K2 IPPBX, the PBX can route inbound calls from cus-
tomers to original extensions users who placed the calls. This intelligent call matching fea-
ture can greatly improve work efficiency and customer satisfaction.

[5) Note:

» Enable caller ID feature for the trunk that you want to configure AutoCLIP routes, or
the PBX can not distinguish the caller ID and perform AutoCLIP.

* If many extension users make outbound calls to the same external user, PBX will only
match the last extension user that placed the call when the external user calls back.

1. Go to Settings > PBX > Call Control > AutoCLIP Routes.
2. In the Member Trunks field, select the trunk(s) from Available box to the Selected
box.
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Member Trunks ©:

Available Selected

LTE1-7 (LTE) SIPTrunk (SIP-Peer)

FX03-2 (FXO)

FX03-1 (FXO) =]
FX03-5 (FXO)
FX03-6 (FXO)
6.36 (SIP-Peer) E

3. Configure the AutoCLIP settings according to your needs.

View AutoCLIP List

(] Delete Used Records © Record Keep Time ©: 8 hours -

_| Only Keep Missed Call Records © Digits Match ©: 7

(] Match Outgoing Trunk ©

* Delete Used Records: Select this option, PBX will perform AutoCLIP as fol-
lows:

a. When receiving an external call from customer A, the PBX will search the
record from AutoCLIP list, and redirect the call to the original extension
user that placed the call.

b. PBX will delete the AutoCLIP record.

c. When receiving an external call from customer A again, PBX will always
route the call to the destination specified by the inbound route instead of
searching the record from AutoCLIP list.

d. If extension users of PBX make outbound calls to customer A again, PBX
will generate AutoCLIP record again.

[5) Note: To restrict PBX from routing all inbound calls from a certain
customer to the same extension user, select Delete Used Records.
* Record Keep Time: Set how long records can be kept in AutoCLIP list. If keep
time of a certain record over the value, PBX will automatically delete the record.
* Only Keep Missed Call Records: Select this option. Only unconnected out-
bound calls (missed calls on the called party) will be recorded in AutoCLIP list.

[5) Note: If you enable AutoCLIP feature on a PSTN trunk, the PBX will always
keep record of all calls when extension users make outbound calls through the
PSTN trunk.

* Digit Match: The default value is 7, which means if the digit of caller ID is less
than or equal to 7, the PBX will match the whole phone number with all phone
numbers in AutoCLIP list. If the digit of caller ID over 7, the PBX will match the
last 7 digits of phone number with all phone numbers in AutoCLIP list.
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Example:

a. Extension user 2000 makes an outbound call to customer 15880270666,
and an AutoCLIP record is generated.
b. When the customer calls in the PBX, the caller ID displays
+8615880270666, where +86 stands for country code. To make sure the
PBX can exactly match the phone number in AutoCLIP list, you should set
Digit Match to 11.
c. If the last 11 digits of +8615880270666 exactly match the phone number
in AutoCLIP list, the PBX will route the call to extension 2000.
» Match Outgoing Trunk: Select this option. The PBX will route the call to the
original extension only when the trunk number dialed by external users matches
the trunk that used to place the call earlier.

Example:

Extension user (1000) uses trunkl to call external user (15880273600). PBX will
route the call to extension (1000) only when the external user (15880273600)
calls the phone number of trunkl.

4. Click Save and Apply.

5. Test AutoCLIP routes.

Extension user uses the trunk with AutoCLIP feature to call external users out.

PBX generates an AutoCLIP record when extension user uses the trunk with AutoCLIP fea-
ture to call external users out. On the AutoCLIP Routes page, click View AutoCLIP List to
view AutoCLIP record.

SLA Stations

SLA Overview

SLA (Shared Line Appearance) feature helps users share and monitor SIP trunks and
PSTN trunks. After enabling SLA feature for a trunk, the trunk works as the exclusive line
for SLA station and is unavailable in both inbound routes and outbound routes.

SLA trunk refers to the trunk with SLA feature enabled. SLA station refers to an extension
which is bound with a SLA trunk.

» When an SLA station makes an outbound call through SLA trunk, other members
sharing the SLA trunk can monitor the trunk state by BLF keys LED on phone de-
vices.

* When receiving an external call from SLA trunk, all extensions sharing the SLA trunk
will ring.

[5) Note: If Allow Barge feature is enabled on an SLA trunk, all members can place
and join multi-party calls.
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SLA Sample Configuration

In a boss-assistant scenario, sometimes assistant needs to answer calls for the boss. So
boss and assistant need to share a trunk. In this topic, we introduce how to configure SLA
trunk and SLA station on Yeastar K2 IPPBX based on a boss-assistant scenario.

Assume that the boss’s phone is extension 2000 and the assistant's phone is extension
1000. The shared trunk name is "sipabc" and the trunk number is 5503305.

Edit FXO Trunk ( sipabc )

Basic Advanced Adapt Galler ID
| General
|Name ©: sipabc
RX Volume ©: 40% - TX Volume ©: 40% -

% Enable SLA®
™~ Allow Barge 0]
Hold Access @:- ® Open O Private

Failover Destination ©: Hang up v

[5) Note: SLA feature should be used in conjunction with BLF keys on phone devices.

You can set up a shared trunk as follows.

1. Enable SLA feature.

a. Go to Settings > PBX > Trunks, click beside the trunk that you want to en-
able SLA.

b. On the Basic page, select Enable SLA and configure the SLA settings.

¥ Enable SLA®
™ Allow BargeC‘
Hold Access - (® Open O Private

Failover Destination (@ Hang up -

* Enable SLA: Select this option to enable SLA on the trunk.

» Allow Barge: Optional. Whether to allow other SLA stations that share
the trunk to join the ongoing call by pressing the BLF key on phone de-
vices.

* Hold Access: Whether to allow any SLA stations to retrieve a call that's
put on hold.
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# Open: Any SLA stations that share the trunk can retrieve the call.
# Private: The call can be retrieved only by the SLA station that previ-
ously put the call on hold.
* Failover Destination: The unanswered calls will be routed to the destina-
tion.
#Hang up
# Extension
# Voicemail
#IVR
# Ring Group
# Queue
c. Click Save and Apply.
2. Add two SLA stations for the same SLA trunk. One SLA station for the boss's exten-
sion 2000, the other SLA station for the assistant's extension 1000.
a. Go to Settings > PBX > Call Control > SLA, click Add.
b. On the SLA Station configuration page, set SLA station for the boss.

Edit SLA Station ( Rose )

Station Name @: Boss-Mike

Station ©: 2000 - Mike -

Associated SLA Trunks @©:

Available Selected

sipabc (FXO)

M
Ring Timeoul(s}o: 30 v
Ring Delay(s) ©: 0 v
Hold Access ©- ® Open O Private

 Station Name: Set a name to help you identify it.

» Station: Select the boss's extension 2000.

» Associated SLA Trunks: Select SLA trunk from the Available box to the
Selected box.

* Ring Timeout(s): Set the timeout in seconds. When receiving an inbound
call, the phone of the SLA station will ring until timeout. The default value
is 30s.
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* Ring Delay(s): Set the time delay in seconds. Phone of the SLA station
will delay ringing after the time defined. The time of Ring Delay(s) can
not be longer than the time of Ring Timeout(s). The default value is Os.

* Hold Access:Whether to allow any SLA stations to retrieve a call that's
put on hold.

# Open: Any SLA stations that share the line can retrieve the call.
# Private: The call can be retrieved only by the SLA station that previ-
ously put the call on hold.
c. Click Save and Apply.
d. Repeat steps a to c to set the other SLA station for the assistant.

@ Note: In the Station field, select the assistant's extension 1000.

Edit SLA Station ( Rose )

Station Name @: Rose

Station ©: 1000 - Rose -

Associated SLA Trunks @:

Available Selected

sipabc (FX0)

Ring Timeoul[s}@: 30 -
Ring Delay(s) @®: 0 -
Hold Access - (® Open O Private

3. On the boss's IP phone (extension 2000), configure a BLF key to monitor SLA trunk.

[5) Note: We take an Yealink IP phone as an example.
a. Log in the phone web interface, go to DSS key > Line Key to set a BLF key for
the boss.
b. Select a key to configure.

Key Type Value Label Line Extension

Line Key1 BLF - 2000_sipabc Ling1 -

* Type: Select BLF.
* Value: Enter {ext _nun}_{trunk_nane}. In this example, enter 2000_sipabc.
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|;?V| Note:

#{ext _nun} stands for extension number.
#{trunk_nane} stands for trunk name.
* Line: Select the line which the extension registers to.
» Extension: Optional. You can enter the key name to help you identify it.
c. Click Confirm.
4. On the assistant's IP phone (extension 1000), configure a BLF key to monitor SLA
trunk.

[5) Note: We take an Yealink IP phone as an example.

a. Log in the phone web interface, go to DSS key > Line Key to set a BLF key for
the assistant.
b. Select a key to configure.

Key Type Value Label Line Extension

Line Key1 ELF - 1000_sipabc Line1 v

* Type: Select BLF.
» Value: Enter {ext _nun} _{trunk_nane}. In this example, enter 1000_sipabc.

[5) Note:

#{ext _nun} stands for extension number.
#{trunk_nane} stands for trunk name.
* Line: Select the line which the extension registers to.
» Extension: Optional. You can enter the key name to help you identify it.
c. Click Confirm.

If the configuration is correct, you can see the BLF key LED is on.

* Green: The trunk is available.
* Red: The trunk is busy.

The boss and assistant can share the trunk by SLA.

Related information
Share Trunks by SLA

Share Trunks by SLA

After setting up SLA stations on PBX and configuring BLF keys on IP phones, users can
monitor SLA trunks, receive calls from SLA trunks, and make outbound calls through SLA
trunks.

Make outbound calls

SLA station can monitor the status of SLA trunk according to BLF keys status.
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[5) Note: For different phone models, there may be some difference in the status of BLF
keys.

* If the BLF key used to monitor SLA trunk turns green, it indicates that the trunk is
available, and the associated SLA station can make outbound calls through this trunk.

To make outbound calls, the SLA station should press BLF key first, and dial the ex-
ternal number out after hearing a dial tone.

* If the BLF key used to monitor SLA trunk turns red, it indicates that the trunk is in use.
Other SLA stations can not use the trunk to make outbound calls now.

Handle incoming calls

When an external call reaches the SLA trunk, all phones of associated SLA stations will
ring, and BLF keys on phone devices will flash in red. Any SLA stations can answer the call
by pressing BLF keys.

Barge-in an active call

If Allow Barge is enabled for an SLA trunk, other SLA stations are allowed to join an active
call.

When an SLA station is in a call with other users using this SLA trunk, other SLA stations
can join the active call by pressing the BLF key.

Hold and retrieve calls
During the call, the SLA station can press the BLF key to hold and retrieve the call. Whether
an SLA station can retrieve a call or not depends on the Hold Access.

[5) Note: Hold Access of SLA station has a higher priority than the Hold Access of a
trunk.

* If Hold Access is set to Open, other stations that share the trunk can press BLF key
to retrieve the call.

* If Hold Access is set to Private, the call can be retrieved only by the station that pre-
viously put the call on hold.

Related information
SLA Sample Configuration

Call Features
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IVR

Like most organisations, where possible, we would like to route incoming calls an Auto At-
tendant. You can create one or more IVR (Auto Attendant) on the system to achieve it.

When calls are routed to an IVR, the system will play a recording prompting them what op-
tions the callers can enter such as “Welcome to XX, for sales press 1, for Technical Support
press 2.

Set up an IVR

Set up your own IVR if you need to routing incoming calls via an auto attendant.

1. Go to Settings > PBX > Call Features > IVR, click Add to add an IVR or edit the de-
fault IVR.
2. Edit the Basic settings of the IVR.

Basic Key Press Event
Number ©: 6500
Name ©: 6500
Prompt@: [Default] E|
Prompt Repeat Count ©: 3
Response Timeout (s}@: 3
Digit Timeout (s) @: 3
Dial Extensions Disable
Dial By Name @©: Disable

Dial Branches’ Extensions if Multisite Interconneact is enabled @
Dial Outbound Routes @
Dial to Check Voicemail ©

Enable Remote IVR Feature Code @

* Number: PBX treats IVR as an extension; you can dial this extension number to
reach the IVR from internal extensions.

* Name: Set a name for the IVR.

* Prompt: Use the default IVR prompt or select your custom IVR prompt.

* Prompt Repeat Count: Set how many times the prompt will be played.

* Response Timeout: Set how long the PBX will wait for the caller to operate.
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* Digit Timeout: After the user enters a digit, the user needs to enter the next
digit within the timeout.
* Dial Extensions: Whether to allow callers to dial extension numbers via IVR.
# Disable: All the extensions can NOT be reached via the IVR.
# Allow All Extensions: All the extensions are allowed to be reached via
the IVR.
# Allowed Extensions: Only the extensions in the Selected box can be
reached via the IVR.
# Restricted Extensions: The extensions in the Selected box can NOT be
reached via the IVR.
» Dial By Name: Whether to allow callers to dial by name via the IVR.
# Disable: All the extensions can NOT be dialed by name via the IVR.
# Allow All Extensions: All the extensions are allowed to be dialed by
name via the IVR.
# Allowed Extensions: Only the extensions in the Selected box can be di-
aled by name via the IVR.
# Restricted Extensions: The extensions in the Selected box can NOT be
dialed by name via the IVR.

[5) Note:

# The Dial by Name in the Key Press destinations is only available when
the Dial By Name in the Basic page is enabled.

# If you change the Dial By Name feature to Disable in the Basic page
when the Key Press destination has been set to Dial by Name, the Key-
press destination will be restored to the default null option.

Basic Key Press Event

Press 0: Select an Option

* Dial Branches' Extensions if Multisite Interconnect is enabled: If you check
this option, when the PBX is connected to other PBX systems via Multisite Inter-
connect feature, callers can directly call to the extensions that are connected to
other PBX systems.

* Dial Outbound Routes: Whether to allow callers to dial outbound calls via IVR.

[5) Note: This option is useful if you interconnect two PBXs. The callers can di-
al the other PBX's extension number via the IVR. In this solution, you need to
configure the appropriate outbound route and inbound route in both of the two
connected PBXs.

* Dial to Check Voicemail: Whether to allow users to check voicemail via IVR.

[5) Note: This option is for the users who work out of the office. They can call in
the PBX and check their voicemail messages via the IVR.

* Enable Remote IVR Feature Code: Whether to allow users to dial in IVR, enter
remote IVR feature code (#9) and the password to replace the voice prompt of
IVR.
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[5) Note: If IVR prompt is replaced successfully, the previous voice prompts will
be removed, and only the new voice prompt will be retained.
3. Click Key Press Event tab, set the destination based on callers' key presses.
The following Key Press destinations are supported:
* Hang up
* Extension
* Voicemalil
*IVR
* Ring Group
* Queue
» Conference
» External Number
* DISA
* Callback
» Fax to Email
* Dial by Name
* Custom Prompt
4. On the Key Press Event page, set the Timeout destination and the Invalid Destina-

tion.
Timeout ©: Hang up
Invalid ©- IVR 6501

» Timeout: If callers do not make an entry within the Prompt Repeat Count, they
will be transferred to the Timeout destination.
* Invalid: If callers enter a digit that is not defined in the IVR, they will be trans-
ferred to the Invalid destination.
5. Click Save and Apply.

Set an IVR Prompt

When users call in the PBX IVR, the users would operate following by the IVR prompt. The
PBX system has one default IVR prompt, you can change the IVR prompt to your audio file.

1. Upload a custom prompt or record a custom prompt on the PBX web interface.
2. Go to Settings > PBX > Call Features > IVR, edit your IVR.

3. Select the Prompt to your custom prompt.

4. Set the Prompt Repeat Count.

5. Click Save and Apply.

Related information
Upload a Custom Prompt
Record a Custom Prompt
Convert Audio Files Online
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Convert Audio Files via WavePad

Change IVR Prompt Clip

If you need to change one audio clip in the IVR prompt frequently. You can divide your IVR
prompt to multiple audio clips, and change the desired audio clip when you need to change
the IVR prompt.

For example, your IVR prompt is like the following:

" Thank you for calling Yeastar. We are currently closed in observance of Hol i day Namne.
We will return on Dat e. If you got something urgent, please press 1 to contact our support.
To leave a voicemalil, please press 2."

The second sentence is what your would change frequently. You can divide the IVR prompt
to 3 clips.

* Clip 1: Thank you for calling Yeastar.

* Clip 2: We are currently closed in observance of Hol i day Nanme. We will return on
Dat e

* Clip 3: If you got something urgent, please press 1 to contact our support. To leave a
voicemail, please press 2.

1. Go to Settings > PBX > Voice Prompts > Custom Prompts, click Upload to upload
your IVR prompt clips.

Name Record Play
IVR_Clip1 ' 4
IVR_Clip2_NaticnalDay ' =
IVR_Clip2_NewYear ' 4
IVR_Clip3 : >

2. Go to Settings > PBX > Call Features > IVR, edit your IVR.
3. Select the Prompt to the IVR prompt clipl.

4. Click , and select the Prompt to your IVR prompt clip2.
5. Click , and select the Prompt to your IVR prompt clip3.
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Number ©- 6500

Name @ 6500

Prompt @©: IVR_Clip1 m
Prompt @ IVR_Clip2_Nationall i
Prompt ©: IVR_Clip3 e
Prompt Repeat Count ©: 3

6. Click Save and Apply.

Next time, when you want to change the IVR prompt, you can change the desired prompt
clip instead of changing the whole IVR prompt.

Allow Users to Change IVR Prompt Remotely

This topic describes how to allow users to change IVR prompt remotely.

Background information

Users may need to change IVR prompt in an emergency (for example, unable to log in to
the PBX in bad weather). Yeastar K2 IPPBX allows users to change IVR prompt remotely
without logging in to PBX with a computer, and just call in by phone and record a new greet-

ing.
Procedure

1. Log in to the PBX web interface, go to Settings > PBX > Call Features > IVR, edit a
desired IVR.

2. Select the checkbox of Enable Remote IVR Feature Code.

3. In the Password field, enter a password for authentication.

Uers need to enter the password to change VR prompt.
4. Click Save and Apply.

Result

Users can dial in IVR, enter the IVR prompt feature code (#9) and password, and follow the
voice prompt to record a new IVR prompt on their phones. If IVR prompt is replaced suc-
cessfully, the previous voice prompt will be removed, and only the new voice prompt will be
retained.
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Dial by Name

You can set the IVR Keypress to Dial by Name, and uses together with the IVR prompt to
guide callers to search the desired extension by name.

Prerequisites

The PBX system only supports query of English letters, so the Dial By Name feature can
only search the extension users whose caller ID name is composed of English letters or
Mandarin phonetic symbols.

Configure 'Dial By Name' feature
If there is an extension name matched, the system will only play the letters. You can record
the extension name by yourself to optimize the feature experience.

1. Configure the extension name.

[5) Note: Dial By Name only supports extension caller ID names composed of Eng-
lish letters or Mandarin phonetic symbols.

a. Log in to the PBX web interface, go to Settings > PBX > Extensions, double
click to edit the desired extension.
b. On the Basic page, configure the Caller ID name.

Edit Extension ( 1029 )

Basic Presence Features Advanced Call Permission
| General
Type ©: sip 1AX FXS
Caller 1D ©: 1029
Caller ID name - carol Emergency Outbound Caller
D®:
Registration Name ©: 1029 Registration Password @:  sssssssssssssass

Concurrent Registrations ®: s

| User Information

Email ©: carol@yeastar.com UserPassword@. | eescessess

PrumptLanguagECD. System Default Mobile Number @:

c. Click Save and Apply.
2. Record the voice of the extension name.

a. Dial the voicemail feature code (default *2) on the IP phone where the exten-
sions are registered, enter the password.

b. Press 0 to enter the Mailbox options.

c. Press 3 to record the extension name. Record after the beep tone and press the
pound key (#) when done.

d. Select whether to save the recording.
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* Press 1 to save the recording.
* Press 2 to listen to the recording.
* Press 3 to re-record.
3. Configure an IVR key event destination to Dial by Name.
a. Go to Settings > PBX > Call Features > IVR to edit the desired IVR.
b. On the Basic page, enable the Dial By Name feature by selecting any of the
following options.
* Allow All Extensions: All the extensions are allowed to be dialed by
name via the IVR.
» Allowed Extensions: Only the extensions in the Selected box can be di-
aled by name via the IVR.
* Restricted Extensions: The extensions in the Selected box can NOT be
dialed by name via the IVR.

Available Selected

traning - Group - manager - Group

receptionist - Group 1000 - 1000

1002 - 1002

1001 - 1001 E
1003 - 1003
1004 - 1004
1005 - 1005 =]

1006 - 1006

10N7 - 1007 v

c. On the Key Press Event page, set a key event to Dial by Name.

[5) Note: You also need to configure the IVR prompt, so it can guide users to
press the relevant keys to enter the Dial By Name feature.

Edit IVR ( Holiday )

m
‘)
/

asic Key Press Event

Press 0: Dial by Name

d. Click Save and Apply.
How to dial by name

1. When an external user calls to the PBX system and then accesses to an IVR, he can
enter the Dial By Name feature by pressing the relevant keys according to the IVR
prompt.

2. The system prompt will guide users to enter the first 3 letters of extensions' caller ID
name.

For example, to search an extension user with the name "Carol", you need to press
227 (indicating 'C' 'A" 'R") on your phone.
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Results

* If there is a matched extension, the system will play the extension caller ID name and
extension number, and ask the external users to press 1 if the result is the desired ex-
tension, or press * if it is not.

* If the extension is not allowed to dial by name, the system will play a prompt: "This ex-
tension doesn't enable dialing by name" and then hang up the call.

Forward Incoming Calls to an External Number with IVR

Set the IVR Keypress destination to an external number to route calls from IVR to an exter-
nal number.

Scenarios

Forward Incoming Calls to an External Number with IVR is typical and important for 24x7
services, such as Doctor Answering Services and IT Support Services.

For Doctor Answering Services

When a patient calls in an hospital IVR, the patient can press a key to reach
the external Doctor Answering Service to schedule an appointment or ask
health questions and medical questions.

For IT Support Services

When your customers call in your office IVR after hours, you can give them an
option to connect to an emergency support line. This emergency support line
can be a Maintenance Engineer's mobile phone number.

Before you begin

Update your IVR prompt that would instruct callers to press a key to the external number.
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To update your IVR prompt, you can upload custom prompt or record custom prompt.

Procedures

1. Log in PBX web interface, go to Settings > PBX > Call Features > IVR, edit your
IVR.
. In the Basic tab, select the updated IVR prompt.
3. In Key Press Event tab, select a key to set keypress destination to External Num-
ber.
4. In the Prefix field, enter prefix of outbound route so that PBX can successfully route
incoming calls to external number.
* If the Strip of outbound route is not set, you don't have to set the Prefix.
* If the Strip of outbound route is set, you need to set the Prefix according to the
Patterns of outbound route.
5. Enter the external number, such as a Doctor Answering Service number or a mobile
phone number.

N

Add IVR
Basic Key Press Event
Press 0: External Number 0592 1234567
Press 1: Select an Option

Press 2: Select an Option

6. Click Save and Apply.

Block or Limit Dialing to Specific Extensions through an IVR

This topic describes how to restrict callers from direct dialing to extensions through an IVR.

Scenarios

An IVR can be used as a simple way to screen and answer incoming calls or direct callers
to a specific destination. For the following scenarios, you may need to restrict callers from
directly dialing extensions through an IVR.

Scenario 1: Blocking dialing to a boss's extension

There is an IVR which allows callers to reach all the extensions in your office;
but the boss only wants to answer calls forwarded by the secretary.

Scenario 2: Limit dialing to a specific department

There is an IVR specially set up for Sales Department, all the incoming calls to
the IVR are expected to be routed to sales personnels.
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Procedure

1. Go to Settings > PBX > Call Features > IVR, click to edit an IVR.

2. Click the Basic tab.

3. In the Dial Extensions drop-down list, choose a type and select the desired exten-
sions.

* Restricted Extensions: To block callers from dialing to specific extensions,
choose Restricted Extensions, and select the desired extensions from Avail-
able box to Selected box.

» Allowed Extensions: To allow callers to reach specific extensions, choose Al-
lowed Extensions, and select the desired extensions from Available box to
Selected box.

4. Click Save and Apply.

Ring Group

A ring group helps you to ring a group of extensions in a variety of ring strategies. For ex-
ample, you could define all the technical support guys' extensions in a ring group and ring
the support guys one by one.

Add a Ring Group

1. Go to Settings > PBX > Call Features > Ring Group, click Add.
2. Configure the ring group.
* Number: Use the default number or change the number.
* Name: Give a name for the ring group to help you identify it.
* Ring Strategy:
# Ring All Simultaneously: Ring all the available extensions simultaneous-
ly.
# Ring Sequentially: Ring each extension in the group one at a time.
» Seconds to ring each member: Define how long the system will wait to ring
next member.
* Members: Select the desired extensions to the Selected box.
* Failover Destination: Define what will happen if none of the members in the
ring group answer the call in the defined time.
3. Click Save and Apply.

Queue

Queues are designed to receiving calls in a call center.

A queue is like a virtual waiting room, in which callers wait in line to talk with the available
agent. Once the caller called in PBX and reached the queue, he/she will hear hold music
and prompts, while the queue sends out the call to the logged-in and available agents. A
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number of configuration options on the queue help you to control how the incoming calls are
routed to the agents and what callers hear and do while waiting in the line.

Queue Agents
Yeastar K2 IPPBX supports dynamic agents and static agents.

« Static Agent: A static agent always stays in a queue to receive incoming calls.
* Dynamic Agent: A dynamic agent can log in a queue or log out a queue at any time.

On the Queue configuration page, the unselected agents act as dynamic agents.

Number ©: 6700 Name @: Support
Password (- Ring Strategy ©: Ring All hd
Failover Destination: Hang up -
Static Agents ©
Available Selected
1002 - Bella 1000 - Alex
1003 - Daisy
1004 - Eve Static agents E
Dynamic agents g
<

Add a Queue

Add a simple call queue.

1.
2.
3.

Go to Settings > PBX > Call Features > Queue, click Add.

Specify a Name and Number for the queue.

Optional: In the Password field, enter a password for dynamic agent to log in and log
out of the queue.

. Select a Ring Strategy for the call.

* Ringing All: Ring All available Agents simultaneously until one answer.

* Least Recent: Ring the Agent which was least recently called.

* Fewest Calls: Ring the Agent with the fewest completed calls.

* Random: Ring a Random Agent.

* Rememory: Round Robin with Memory,Remembers where it left off in the last
ring pass.

* Linear: Rings interfaces in the order specified in the configuration file.

. Select Failover Destination, define what should happen if the call does not get an-

swered by an agent.
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6. Select Static Agents for the queue.

Number - 6700 Name @: Support
Password O Ring Strategy @©: Ring All -
Failover Destination: Hang up -
Static Agents 0]
Available Selected
1002 - Bella 1000 - Alex
1003 - Daisy
1004 - Eve Static agents
Dynamic agents g
<
B

* Dynamic agents: A dynamic agent can log in or log out a queue at any time.
* Static agents: A static agents will always stay in the queue.
7. Set the Agent Timeout, define how long the phone should keep ringing before it con-
siders the call unanswered by that agent.
8. Click Save and Apply.

It is done for a simple call queue, for more information of queue settings, refer to Queue
Settings.

Queue Settings

References of basic queue settings and caller experience settings.
Basic Queue Settings

Option Description

Number Use this number to dial into the queue, or transfer callers to this number
to put them into the queue.

Name Give this queue a brief name to help you identify it.

Password You can require agents to enter a password before they can login to this
queue.

Ring Strategy This option sets the Ringing Strategy for this Queue.

* Ringing All: Ring All available Agents simultaneously until one
answer.

 Least Recent: Ring the Agent which was least recently called.

* Fewest Calls: Ring the Agent with the fewest completed calls.

* Random: Ring a Random Agent.

* Rrmemory: Round Robin with Memory,Remembers where it left
off in the last ring pass.



Option

Failover Destination

Static Agents

Agent Timeout

Ring In Use

Agent Announcement

Retry

Wrap-up Time
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Description

* Linear: Rings interfaces in the order specified in the configuration
file.

Set the failover destination.

Select static agent of the queue. The static agents will always stay in the
queue.

@ Note:

* The static agent is not allowed to log in and log out the queue.
» The unselected users are dynamic agents.

The number of seconds an agent's phone can ring before we consider
it a timeout. If you wish to customize, enter the value in the text box
directly.

If set to no, unchecked, the queue will avoid sending calls to members
whose device are known to be “in use”.

Announcement played to the Agent prior to bridging in the caller.

The number of seconds to wait before trying all the phones again. If you
wish to customize, enter the value in the text box directly.

How many seconds after the completion of a call an Agent will have
before the Queue can ring them with a new call .If you wish to customize,
enter the value in the text box directly. Input O for no delay.

Call Experience Settings

Caller Settings
Music On Hold

Caller Max Wait Time

Leave When Empty

Join Empty
Join Announcement

Agent ID Announcement

Select the “Music on Hold” playlist for this Queue.

Select the maximum number of seconds a caller can wait in a queue
before being pulled out. If you wish to customize, enter the value in the
text box directly. Input O for unlimited.

If enabled, callers already on hold will be forced out of a queue when no
agents available.

If enabled, callers can join a queue that has no agents.
Announcement played to callers once prior to joining the queue.

Announcement played to the callers to prompt the agent ID. The agent
is who will answer the call.

* [None]: The system will not announce the agent ID.

« [Default]: The system will play the prompt “{extension number}
will be connected. Please wait”. The {extension number} is the
extension number of the agent.

» Custom Prompt: If you choose your custom prompt. The system
will play "{extension number}" + your custom prompt.
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Caller Settings

Satisfaction Survey
Prompt

When the agent hangs up, the system will play the prompt to ask the
caller to rate their satisfaction scale.

Caller Position Announcements

Announce Position

Announce Hold Time

Frequency

Periodic Announcements
Prompt

Frequency

Events

Key

Agent Auto Pause

Enable Agent Auto Pause

Max Missed Calls

Log in/fout a Queue

Announce position of caller in the queue.

Enabling this option causes PBX to announce the hold time to the caller
periodically based on the frequency timer. Either yes or no; hold time
will be announced after one minute.

How often to announce queue position and estimated hold time.

Select a prompt file to play periodically.

How often to play the periodic announcements.

Once the events settings are configured, the callers are able to press
the key to enter the destination you set. Usually, a prompt should be set
on Periodic Announcements to guide the callers to press the key.

Whether to enable or disable agent auto pause.

If enabled, agents who reach the specified Max Missed Calls will
receive email notifications and will be paused automatically.

Set the max missed calls for pausing agent service automatically.

Note: When an agent connects to or makes a call, the missed calls
count of the agent will be cleared.

A dynamic agent can log in or log out a queue at any time.

Log in/out a Queue by Feature Code

[5) Note: If the static agents try to log out a queue, the system will play a prompt "Agent
logged out, goodbye"; But actually, the agent is still in the queue.

* To log in a queue, dial [ QUEUE_NUM *.

For example, dynamic agent 1000 dials 6700* to log in the queue 6700.
» To log out a queue, dial [ QUEUE_NUM **.

For example, dynamic agent 1000 dials 6700** to log out the queue 6700.

« Dial * 75[ QUEUE_NUM

to log in a queue.
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For example, dynamic agent dials * 756700 to log in the queue 6700.
» Dial *75[ QUEUE_NUM again to log out a queue.

For example, dynamic agent dials * 756700 again to log out the queue 6700.

Log in/out a Queue by BLF Key
A dynamic agent can set a BLF key on his/her IP phone to quickly log in or log out a queue.

For example, on the phone of a dynamic agent, set a BLF key to quickly log in or log out
queue 6700.

The following instructions are based on the Htek UC912 v2.0.4.4.33.

1. Log in the phone web interface, go to Function Keys > Line Key.
2. Set a BLF key to log in or log out queue 6700.

Line Page Indicator

BLF list MODE

Disable
Manually

v

L

line key as cancel

Disable ¥

Key1 |Line v || Defauli v Account1 v

Key2 |BLF ¥ || Default * [|*756700 Account1 ¥

* Type: Set to BLF.
* Value: The BLF key format is * 75[ QUEUE_NUM . In this example, set to * 756700.
» Account: Select the account that is registered to the extension number of the
agent.
3. Click SaveSet.

Now, the agent can press the BLF key to switch his/her status in the queue.
* When the prompt "agent logged out,goodbye." is played, the agent is logged out of
the queue.

* When the prompt "agent logged in, goodbye."
queue.

is played, the agent is logged in the

Monitor Agent Status by BLF

In a call center scenario, a supervisor can set BLF keys to monitor agents' status in a spe-
cific queue. An agent can also set a BLF key to monitor his or her own status.

This topic is based on Htek UC912 v2.0.4.4.33.
We will set a BLF key to monitor status of agent 1001 in queue 6700.

1. Log in to the phone web interface, go to Function Keys > Line Key.
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2. Set two BLF keys to monitor extension 1001.

Line Page Indicator Disable v

BLF list MODE Manually ¥ line key as cancel Disable ¥
.-- *751001*6700 -

Key1 |Line v || Defaull ¥ — nt1 - I

Key2 |BLF ¥ || Defaull ¥ |[*751001*67 [ Account1 ¥

Key3 |BLF v | [Defaull ¥ |[*0751001*6
*0751001*6700

* Type: Set to BLF.
* Value: The BLF key format is *{ f eat ur e_code} { ext ensi on_num
ber}*{queue_nunber}.
# To monitor login or logout status of extension 1001, set BLF key to
*751001*6700.
# To monitor pause or unpause status of extension 1001, set BLF key to
*0751001*6700.
» Account: Select the account that has an extension registered to the PBX.
3. Click SaveSet.
Check the BLF LED status:

[5) Note: Different brands of IP phone may have different LED indications.

» Green: The agent 1001 logs in to the queue and unpauses queue calls, the BLF
LED illuminates solid green.

* Red: The agent 1001 logs out of the queue, the BLF LED illuminates solid red.

* Flashing Red: The agent 1001 pauses receiving queue calls, the BLF LED

flashes red.
 Off: The BLF key does not subscribe the agent's status. Check if your configu-

rations are correct or if the agent's extension is registered.

Pause or Unpause Queue Calls

Both static agents and dynamic agents can pause queue calls when they are away from
desk, or unpause queue calls when they are ready to take calls.

Background information

The default feature code for pausing or unpausing queue calls is *075. You can NOT
change the feature code. (To check the feature code, go to Settings > PBX > General >
Feature Code > Queue > Switch Agent's Pause Status.)
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Procedure

Refer to the following instructions on how an agent can pause or unpause his or her service
in a specific queue:

* To pause his or her service in a specific queue, an agent should dial *075{ queue_-

nunber}.

For example, dial *0756700 to pause service in queue 6700.
» To unpause his or her service in a specific queue, an agent should dial *075{ queue_-
nunber}.

For example, dial *0756700 to unpause service in queue 6700.

Conference

Conference calls increase employee efficiency and productivity, and provide a more cost-ef-
fective way to hold meetings.

Conference members can dial * to access to the settings options and the admin can kick the
last user out and lock the conference room.

Add a Conference

To make a conference call, you should add a conference on the PBX first.

1. Go to Settings > PBX > Call Features > Conference, click Add.
2. On the configuration page, configure the Conference.

Add Conference

Number ©- 6401 Name @©: PM
Participant Password - 3201 () Wait for Moderator ©

Sound Prompt O: Default hd ¥ Allow Participant to Invite ©
Moderator Password (- v Enable Conference Menu@®

Member Moderators O

Available Selected
1003 - 1003 1000 - 1000
1004 - 1004 1001 - 1001
1005 - 1005 1002 - 1002 E
1006 - 1006
1007 - 1007
|

1009 - 1009
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* Number: The extension users need to dial this number to join the conference.

* Name: Set a name for the conference.

* Participant Password: Optional. If the password is set, users need to input the
correct PIN to join this conference.

» Wait for Moderator: If this option is checked, the conference participants could
not hear each other until the moderator joins in the conference.

* Sound Prompt: Select the sound prompt used for the login and logout of con-
ference members.

» Allow Participant to Invite: Whether to allow the participants to invite users to
join the conference.

* Moderator Password: The moderator doesn't need to enter a password to join
the conference. If a user enter this password to join the conference, he/she will
act as the conference moderator.

* Enable Conference Menu: If this option is checked, users can press * to enter
Conference Voice Menu to manage the conference during a conference call.

* Enable Music On Hold: If this option is checked, the system will play a hold
music when there is only one participant in the conference.

* Member Moderators: Select the conference moderators.

3. Click Save and Apply.

Join a Conference

Both the PBX extension users and the external users can join the conference.

1. For the PBX extension users, dial the conference number to join the conference room.

2. For the external users, you need to set the inbound route destination to a conference
first, then the external users call to the PBX, their calls will be routed to the confer-
ence.

Destination - Conference PM

Conference Voice Menu

During the conference call, the users could manage the conference by pressing * key on
their phones to access voice menu for conference room.

Conference Moderator Voice Menu
1 Mute/ un-mute yourself.

Lock /unlock the conference.

2

3 Eject the last user.

4 Decrease the conference volume.
6

Increase the conference volume.
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Conference Moderator Voice Menu

7 Decrease your volume.
8 Exit the voice menu.
9 Increase your volume.

Conference Users IVR Menu

Mute/ un-mute yourself.
Decrease the conference volume.
Increase the conference volume.
Decrease your volume.

Exit the voice menu.

© 0o N o b~ P

Increase your volume.

Call Pickup

Call Pickup is a feature that allows a user to answer an incoming call that rings on a tele-
phone other than the user’s own.

Extension Call Pickup

When a user wants to pick up a call that is ringing at the other extension that is not in the
same pickup group, the user can dial "Extension Pickup feature code (default *04) + Exten-
sion Number" to pick up the call.

Extension Call Pickup Feature Code

The default Extension Call Pickup feature code is *04.

You can change the code on Settings > PBX > General > Feature Code > Extension
Pickup.

Operation

Dial *04[EXT_NUM] to pick up a call.

For example, the ringing extension number is 1000, you should dial *041000 to pick up the
call.

Pick up an Extension's Call by BLF

You can set a BLF key of Extension Call Pickup on your phone. The BLF key will show the
real-time status of the extension. When the extension is ringing, you can press the BLF key
to pick up the call.
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We take Yealink T27G v69.82.0.20 as an example below.

1. Set a BLF key to monitor and pick up an extension.

a. Log in the phone web interface, go to Dsskey page.

b. Set the BLF key as below.
Account Network

Key Type Value Line Extension

Memory 1 BLF ¥ | | 1008 Line 1 Y| T04

* Type: Select BLF.

 Value: Enter the extension number that you want to monitor.

* Line: Choose the line where your extension is registered on.

» Extension: Enter the feature code of extension pickup. The default code
is *04.

c. Click Confirm.
2. To get notified when the monitored extension has an incoming call, set visual alerts
and audio alerts for the BLF Pickup.

Status Account Network DSSKey Features Settings

Call Pickup @

Directed Call Pickup Disabled Y@
Directed Call Pickup Code (7]
Group Call Pickup Disabled Y@
Group Call Pickup Code (7]
Visual Alert for BLF Pickup Enzbled Y@
Audio Alert for BLF Pickup Enzbled @

a. On the phone web page, go to Phone > Features > Call Pickup.

b. In the Visual Alert for BLF Pickup, select Enabled.
When a call reaches the monitored extension, you can see the incoming caller
ID on your phone.

c. In the Audio Alert for BLF Pickup, select Enabled.

A “beep” sound will remind you of an incoming call for the monitored extension.

d. Click Confirm.

If your configuration is correct, the BLF LED will turn green.
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When the monitored extension has an incoming call, the followings occur on your phone,
press BLF key to pick up the call.

» The phone plays a warning tone.
* The BLF LED turns red.

Group Call Pickup
If extension users are in the same pickup group, they can dial the Group Call Pickup feature
code (default *4) to pick up the group member's incoming call.

Group Call Pickup Feature Code
The default Group Pickup feature code is *4.

You can change the code on Settings > PBX > General > Feature Code > Call Pickup.

Add a Pickup Group

Generally, You can set the extension users who are in the same department in a pickup
group.

1. Go to Settings > PBX > Call Features > Pickup Group, click Add.
2. Set the pickup group.

Add Pickup Group

Name @: Support

Member ©
Available Selected

1000 - Carol 1011 - Jason
1001 - Eve 1012 - Harry
1002 - Amber 1014 - Hermy

1003 - Aviva 1013 - Pixy

1004 - Ina 1015 - Gary

(Al~1v]Y)
K] <]> ]t

1005 - Nikita
1006 - Stella

-
ARRT  Thoto..

* Name: Give the group a name to help you identify it.
* Member: Select the desired extensions from Available box to Selected box.
3. Click Save and Apply.
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Pick up A Group Member's Call by BLF

You can set a BLF key for Group Call Pickup on your IP phone. When your group member's
phone is ringing, you can press the BLF key to quickly pick up the call.

Prerequisites

Make sure that a pick up group is set up on the PBX. For more information, see Add a Pick-
up Group.

Procedure
The following instructions take Yealink T27G v69.82.0.20 as an example.

1. Log in the phone web interface, go to Dsskey page.
2. Set the BLF key as below.

Status Account Network Dsskey Features Settings
Enzble Page Tips | Disabled v
Key Type Value Label Line Extension
Line Keyl |BLF T || =4 GroupPickup Line 4 T
* Type: BLF

 Value: Enter the feature code of group pickup. The default code is *4.
 Label: Set a label that you want to display on the phone screen.
* Line: Choose the line where your extension is registered on.

3. Click Confirm.

Result

The BLF key doesn't monitor the call status of your group members. If you notice that one
of your group member's call is ringing, you can press the BLF key directly to pick the call.

Call Transfer

Yeastar K2 IPPBX supports Attended Transfer and Blind Transfer, users can dial the fea-
ture code to transfer a call on their phones.

Attended Transfer (Default feature code *3)

An attended transfer, also called consult transfer or warm transfer, is when you speak with
the new person before the call is transferred. You can tell the new person about the caller's
issue and give any background information before transferring the call (without the caller
hearing).
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Blind Transfer (Default feature code *03)

A blind transfer is when you transfer the caller to another person without speaking to the
new person first.

Attended Transfer

If you want to tell the new person about the caller's issue and give any background informa-
tion before transferring the call, you can choose attended transfer.

Scenario: You (B) are talking with A, then transfer the call to C.

1. During the call with person A, dial *3 on your phone.
You will hear the prompt "transfer" and the dial tone.

2. Dial C's number.
C's phone is ringing. After C answers the call, the call between you and C is estab-
lished. In this time, the call between you and A is held.

3. Hang up your call, the call between A and C is established.

Blind Transfer

If you don't need to consult the new person who you want to transfer the call to, you can
perform a blind transfer. Your call will be ended after you transfer the call.

Scenario: You (B) are talking with A, then transfer the call the C.

1. During the call with person A, dial *03 on your phone.
You will hear the prompt "transfer" and the dial tone.

2. Dial C's number and hang up.
C's phone is ringing. After C answers the call, the call between A and C is estab-
lished.

Call Force Drop

Set up Call Force Drop

Call Force Drop feature makes it possible for the authorized users to force disconnect an
extension's ongoing call. To allow users to achieve this, you need to configure a feature
code for Call Force Drop feature and grant the permission to users.

Procedure

1. Log in to the PBX web interface, go to Settings > PBX > General, click Feature
Code tab.



Admin Guide | 1 - Admin Guide | 148

2. Configure a feature code for Call Force Drop feature.

| Force Drop

Call Force Drop @ 94

Set Extension Permission

a. In the Force Drop section, select the checkbox of Call Force Drop.
b. Retain the default feature code (*94) or configure a code according to your
needs.
3. Grant Call Force Drop permission to a user.

| Force Drop

Call Force Drop @ 94

| Set Extension Permission |

a. Click Set Extension Permission.
b. Select the desired extensions from the Available box to the Selected box.

c. Click Save.
4. Click Save and Apply.

Result
The selected users can dial *{ f eat ure_code} +{ ext ensi on_nunber} on his or her phone
to disconnect ongoing calls on the target extension.

Related information
Force Drop an Extension's Call

Force Drop an Extension's Call

The authorized users can dial a feature code to force drop an extension's ongoing call.

Background information

The default feature code for Call Force Drop is *94. To check or change the feature code,
go to Settings > PBX > General > Feature Code > Force Drop > Call Force Drop.

Scenario
Call Force Drop is a feature that can be applied in the following scenario:

Employee A (Ext.2000) and Employee B (Ext.3000) are in a call; Leader C (Ext.1000) has
urgent things to confirm with Employee A.



Admin Guide | 1 - Admin Guide | 149

In this case, Leader C can forcibly disconnect the call between Employee A and Employee
B, and place another call to Employee A.

Prerequisites

Grant Call Force Drop permission to the desired user.

In this case, grant the permission to Leader C (Ext.1000).

Procedure
To force drop the call of Employee A (Ext.2000), do as follows:

1. Leader C (Ext.1000) dials *{ f eat ur e_code} +{ ext ensi on_nunber} on his or her
phone.

In this case, Leader C dials *942000.

Result

The ongoing call between Employee A and Employee B is disconnected, and each user is
prompted as follows:

* Leader C (Ext.1000) would hear a prompt "Call force drop succeeded.".
* Employee A (Ext.2000) would hear a prompt "This call was forced to be dropped".
» Employee B (Ext.3000) would hear a busy tone, and the call would be ended.

Hot Desking

Hot Desking Overview

Hot desking allows multiple users to share a phone. Users can log in to the hot-desking
phone,and place calls or answer calls by their own extension numbers. This topic describes
the features and benefits, use cases, limitations, and supported phone models.

Features and benefits

* For the extension users with flexible schedules, or work in multiple locations, they can
use a hot-desking phone to make secure, high-quality calls by their own extensions.

» For companies, they can share phones among employees to reduce the investment in
facilities and phone hardware.

Use cases

» Call center
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For agents who work on a flexible schedule, they can share a hot-desking phone at
different time periods, make and receive calls on their own extensions.
» Shared office

For employees who work flexibly anywhere, such as the sales, they can use the hot-
desking phone in the meeting room and make calls to their customers by their own
extensions, without physically migrating their own phones or re-registering their own
extensions.

Hot desking code

The extension user can dial the hot desking code to log in to or log out of a hot-desking
phone as a guest.

You can view or change the hot desking code on PBX web interface: Settings > PBX >
General > Feature Code.

The default hot desking code:

e Guest In: *93
e Guest Out: *093

Limitations

» Hot desking is only applicable to SIP extensions.

* Only the phone with hot desking enabled can act as a shared phone.

* The extension user can only use the extension with hot desking enabled to log in to
the hot-desking phone as a guest.

* A hot-desking phone without an extension logged only allows the users to dial the
emergency humber.

Supported phone models

Hot desking is applicable on the following phones:

Vendor Model

Yealink * SIP-T19P_E2
* SIP-T21P_EZ2, SIP-T23P, SIP-T23G, SIP-T27G, SIP-T29G
» SIP-T40P, SIP-T40G, SIP-T41S, SIP-T41P, SIP-T41U, SIP-T42S, SIP-T42G,
SIP-T42U, SIP-T43U, SIP-T46S, SIP-T46G, SIP-T46U, SIP-T48S, SIP-T48G,
SIP-T48U
» SIP-T52S, SIP-T54S, SIP-T53, SIP-T53W, SIP-T54W, SIP-T57W, SIP-T56A,
SIP-T58A

Fanvil » X1S, X1SG
* X3SG, X3U
* X4SG, X4U
* X5U, X58
* X6, X6U



Vendor

o X7, X7C, X7A
» X210, X210i
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Model

Set up a Hot-desking Phone

This topic describes how to set up a phone for hot desking.

Prerequisites

Hot-desking feature is only supported on specific Yealink phones.

Procedure

To set up a hot-desking phone, you need to use Auto Provisioning.

1. Log in to PBX web interface, go to Auto Provisioning, scan phones.

All the detected phones appear on the Device List page.

2. Select the desired phone, click

3. In the Hot-desking Phone drop-down list, select Enabled.

The following settings are automatically configured for the phone:

» Account: The first line is activated and a virtual extension is assigned to the

line.

[5) Note: Virtual extension format: HostExt{ vi r t ual _nunt, the {vi rtual _nun}
indicates the virtual number assigned to the virtual extension.

Manufacturer:

Model

| Hot-desking Phone ®:

Account Line Keys Settings

Add Device
- MAC Address: 805ecle33555
v Template: [Default] v
Features Preference Codec

*Line Key:

LineKeyl is configured as speed dial key for guest login.

LineKey2 is configured as speed dial key for guest logout.
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Add Device
Manufacturer: Yealink MAC Address: 805ec0e33555
Model: SIP-T48S Template: [Default]
Hot-desking Phone ©: Enabled
Account Line Keys Settings Features Preference Codec
Kay Type Value Label Line Extension
LineKey1 Speed Dial 93 Guest In line1
LineKey2 Speed Dial 093 Guest Out line1

[5) Note: For SIP-T19P_E2 and SIP-T56A, you need to manually configure speed di-
al keys on the phones for guest login and logout.
4. Click Save and reboot the phone.

The phone is set up as a hot-desking phone after reboot.

Result

After the phone is set up as a hot-desking phone, the phone can be used only for emer-

gency calls.
The phone is not ready for use until a user logs in to the phone.

Disable Hot Desking and Assign an Extension to a Phone

This topic describes how to disable hot desking and assign an extension to a phone.

Procedure

1. Log in to PBX web interface, go to Auto Provisioning.
2. Disable hot desking for the phone.

Click beside the hot-desking phone to clear the configurations.

Hot desking is disabled on the phone, and the users can not log in to the phone.
3. Assign an extension to the phone.

a. Add or scan the phone again, and then click beside the phone.
b. In the Account tab, select a desired extension.
4. Click Save and reboot the phone.

Enable Hot Desking for an Extension User

This topic describes how to enable hot desking for an extension.
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Procedure

1. Log in to PBX web interface, go to Settings > Extensions, edit the desired extension.
2. Click the Features tab.

3. Select the checkbox of Enable Hot Desking.

4. Configure automatic logout of hot desking.

* Log out of Queue: If the extension user is an agent of a queue, when the ex-
tension user logs out of a phone for hot desking, the system automatically logs
the agent out of the queue.

» Automatic Guest Out: Set when to log the extension user out of a hot-desking
phone.

# Never: Disable automatic logout of a hot-desking phone.

# After/hr/min: Specify a time period to log the user out of a phone after the
extension user logs in.

# At Daily: Specify a fixed time to log the user out of a phone every day.

Edit Extension ( 1000 )

Basic Presence Features Advanced Call Permission

Allow Being Monitored © Monitor Mode @: Disabled
| Hot Desking

Enable Hot Deskingo

Log out of Queue ©

Automatic Guest Out O:

Mever
After [ hr. | 0 min.

At Daily 11 © 40

5. Click Save and Apply.

Disable Hot Desking for an Extension User

This topic describes how to disable hot desking for an extension user.
Procedure
1. Log in to PBX web interface, go to Settings > Extensions, edit an extension.

2. Click the Features tab.
3. Unselect the checkbox of Enable Hot Desking.
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Edit Extension ( 1000 )

Basic Presence Features Advanced Call Permission

| Monitor Settings o

Allow Being Monitored 0] Monitor Mode @: Disabled

| Hot Desking

| (J Enable Hot Deskingo

| Hotline

Enable Hotline ©

4. Click Save and Apply.
The extension user will not be able to log in to a hot-desking phone.

Log in to a Hot-desking Phone

This topic describes how to log in to a hot-desking phone as a guest.
Prerequisites

* You have enabled hot desking for an extension.

* You have set up a hot-desking phone.

* If the users have their own phones, and may occasionally log in to a hot-desking
phone, you need to set concurrent Registrations.

Method 1: Dial feature code to log in to a hot-desking phone

1. On a hot desking phone, dial the guest in code (*93).
2. Follow the voice prompt, enter the extension number followed by # key (for example,
1012#).

© Tip: To quickly log in to the phone, you can dial the guest in code followed by ex-
tension number (for example, *931012).
3. Follow the voice prompt, enter the voicemail PIN followed by # key.

The phone registers the extension after a moment.

Method 2: Press a key to log in to a hot-desking phone

When auto provisioning the hot-desking phone, the system assigns a speed dial key for lo-
gin, you can press the Guest In speed dial key to log in to the phone.

[5) Note: For SIP-T19P_E2 and SIP-T56A, you need to manually configure speed dial keys
on the phone for login and logout.
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1. On a hot desking phone, press the Guest In speed dial key.

2. Follow the voice prompt, enter the extension number followed by # key (for example,
1012#).

3. Follow the voice prompt, enter the voicemail PIN followed by # key.

The phone registers the extension after a moment.

@) Troubleshooting: If failed to log in to the hot-desking phone by pressing the Guest In
key, you can check if the Guest In feature code configured for the key has been changed.

Result
After you log in to the phone, you have the following permissions to use the phone:

» Make calls from the phone.
* Receive calls on the phone.
* Query and use personal contacts on the phone.

Log out of a Hot-desking Phone

This topic describes how to log out of a hot-desking phone.
Prerequisites

* You have enabled hot desking for an extension.
* You have set up a hot-desking phone.

Method 1: Dial the feature code to log out of a hot-desking phone

1. On a hot-desking phone, dial the guest out code (*093).

The extension is de-registered from the hot-desking phone.

Method 2: Press a key to log out of a hot-desking phone
When auto provisioning the hot-desking phone, the system assigns a speed dial key for
guest logout, you can press the Guest Out speed dial key to log out of the phone.

[5) Note: For SIP-T19P_E2 and SIP-T56A, you need to manually configure speed dial keys
on the phone for guest login and logout.

1. On a hot-desking phone, press the Guest Out speed dial key.
The extension is de-registered from the hot-desking phone.
@) Troubleshooting: If failed to log out of the hot-desking phone by pressing the

Guest Out key, you can check if the Guest Out feature code configured for the key
has been changed.
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Result

After you log out of the hot-desking phone, you can only make emergency calls from the
phone.

[5) Note: If the user forgets to log out, after another user logs in to the hot-desking phone,
the previous user would be logged out automatically.

Configure Automatic Logout of Hot Desking

This topic describes how to enable and disable automatic logout of a hot-desking phone.
Enable automatic logout of hot desking

1. Log in to PBX web interface, go to Settings > Extensions, edit an extension.
2. Click the Features tab.
3. Set when to automatically log the extension user out of a hot-desking phone.
* After/hr/min: Specify a time period to log the extension out of a phone automat-
ically after the extension user logs in.
* At Daily: Specify a fixed time to log the extension out of a phone automatically
every day.

Add Extension

Basic Presence Features Advanced Call Permission

| Hot Desking
Enable Hot Deskingo
Log out of Queue ©

Automatic Guest Out ©:

Never

After 0 hr. | 30 min.

At Daily

4. Click Save and Apply.
Disable automatic logout of hot desking

1. Log in to PBX web interface, go to Settings > Extensions, edit an extension.
2. Click the Features tab.

3. In the Automatic Guest Out field, select Never.

4. Click Save and Apply.
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Manage Hot-desking Phones

This topic describes how to manage hot-desking phones on the PBX web interface, includ-
ing monitor the hot-desking status and log a user out of a hot-desking phone.

Monitor hot-desking phone status

You can monitor the hot-desking phone status, and know who is working on the hot-desking
phone.

1. Log in to PBX web interface, go to Auto Provisioning.
2. In the Device List, find the hot-desking phone.

[5) Note: The MAC address with HD is a hot desking phone.

?., Auto Provisioning
Device List Upload Files Phonebook Firmware Upgrade Templates
O MAC Address Extension Name IP Address Manufacturer Model Template Guest Out Edit Delete
||:I 0015651¢c28e(HD) | HostExt0003  HostExt0003 1921686, . Yealink SIP-T19PE2 [Default] 7 i
O 0c383e1db2ea Not Config Not Config 192.168.6 Fanvil X55 [Defauli] re i

3. In the Guest Out column, check the hot-desking phone status.
« [Z: An extension user has logged in to the hot-desking phone.

. E’: No extension user logs in to the hot-desking phone.
4. In the Extension column, check who is working on the hot-desking phone.

As the following figure shows:

* Extension user Bella (1016) has logged in to the hot-desking phone SIP-T56A.
* The hot-desking phone SIP-T19PE?2 is idle without any user logs in.

?. Auto Provisioning

Device List Upload Files Phonebook Firmware Upgrade Templates

] MAC Address Extension Name IP Address Manufacturer Model Template Guest Out Edit Delete
| ] 001565c2dBaf(HD) 1016 Eella 192.168.6.... Yealink SIP-T56A [Defauli] = rd i)
] 0015651cc28e(HD) HostExt0003  HostExt0003 192 1686 Yealink SIP-T19PE2 [Defauli] rd E

Force log a user out of a hot-desking phone

1. Log in to PBX web interface, go to Auto Provisioning.
2. Select the hot-desking phone, click c3

The user is logged out of the hot-desking phone.
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Device List

Auto Provisioning

MAC Address
001565¢c2d6af(HD)
0c383ei1dbZea
001565aae84d

0015651cc28e

Upload Files

Extension

1016

Not Confi

Not Confi

Not Confi...

Phonebook

Name
Bella
Nat Confi
Not Confi

Not Confi...

Firmware Upgrade

=1 1 £ B 3 B3

IP Address

192 168.6 167

192 168.6.198

192.168.6 21

192.168.6.117

Templates

Manufact...

Yealink

Fanvil

Yealink

Yealink

Model

SIP-TS6A

X58

MAC Address,Extension,|P Address

Template
[Default]
[Default]
[Default]

[Default]

Guest Out

Edit

Delete

B B B Bl

Busy Camp-on

Busy Camp-on is a busy-call handling method. When the callee's phone is busy, the caller

can camp the call on PBX, the PBX informs the caller as soon as the callee's phone be-

comes available, and re-establishes the call to save the caller's waiting time.

Prereq

uisite

The Busy Camp-on feature is only applicable for the call between extensions.

Sample Application
John and Tom are in different offices, John uses extension 1000, and Tom uses extension

1001.

=

. John calls Tom.

2. Tom is busy in a call or cannot answer the incoming call; John hangs up, stops wait-
ing for answering.
3. John dials “*791001” to camp the call on.

[5) Note: To cancel camping, dial "*079".

o

5. When John answers the call from PBX, the PBX will recall Tom.

(o))

an

d Tom.

Busy Camp-on code
Log in to the PBX web interface, go to Settings > PBX > General > Feature Code, you
can view or change the busy camp-on code.

The default busy camp-on code:

* Enable Busy Camp-on code: *79
* Disable Busy Camp-on code: *079

. The PBX calls John as soon as Tom hangs up and his extension becomes available.

. Tom answers the call the call from PBX. The call will be established between John
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Callback

Callback feature allows callers to hang up and get called back to the PBX. Callback fea-
ture could reduce the cost for the users who work out of the office using their own mobile
phones.

Set up Callback

Add a Callback rule and set Inbound Route destination to the Callback rule.

[5) Note: Make sure that the Caller ID service is enabled on the callback trunk. If the PBX
cannot recognize the inbound caller ID, callback will fail.

1. Add a Callback rule.
a. Go to Settings > PBX > Call Features > Callback, click Add.

b. On the Callback configuration page, finish the callback settings.
Add Callback

Name @

Callback Through: Callback from where
Delay Before Callback (s)@D: | 5

Strip ®:

F’rependo:

Destination ©: Hang up

* Name: Set a name for the Callback.
* Callback Through: Select which trunk to use when calling back.

[5) Note: Make sure that you have set up an outbound route for the trunk,
or callback will fail. If the Register-Trunk is used for Callback, make sure
the From User is configured, or callback would fail.

» Delay Before Callback: How long to wait before calling back the caller.

* Strip: Optional. How many digits will be stripped from the call in number
before the callback is placed.

[5) Note: You do not need to configure Strip if the trunk supports calling
back with the Caller ID directly.

For example, user 5503301 calls in the PBX, the caller ID displays
05503301. To call back to the user, you should set strip 1 digit so that the
PBX will call back to 5503301.
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* Prepend: Optional. The digits added before a callback number before the
callback is placed.

[5) Note: You do not need to configure Prepend if the trunk supports
calling back with the Caller ID directly.

For example, user 15880232154 calls in the PBX, the caller ID displays
15880232154. To call back to the long-distance number 15880232154
through the selected trunk, you should add digit 9 before the number. In

this case, set Prepend to 9.
» Destination: Where the callback will direct the caller to.

c. Click Save and Apply.
2. Set Inbound Route destination to callback.

a. Go to Settings > PBX > Call Control > Inbound Route, edit your inbound
route.

b. Set the Inbound Destination to the Callback.

Destination @©: Callback siptrunk

c. Click Save and Apply.
3. Test callback.
Make an inbound call to the PBX trunk, after you hear the ring tone, hangup the call,

the PBX will call back to you.

Speed Dial

Sometimes you may just need to call someone quickly without having to look up his/her
phone number. You can by simply define a shortcut number. You can use Speed Dial fea-
ture to place a call by pressing a reduced number of keys.

Add a Speed Dial Number

1. Go to Settings > PBX > Call Features > Speed Dial, click Add.
2. On the configuration page, configure the Speed Dial.

» Speed Dial Code: Speed dialing number.

* Phone Number: The phone number that you want to call.

[5) Note: You need to add the outbound dial prefix before the phone number if
you want to call an external number.
3. Click Save and Apply.
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Speed Dial Example

Assume that you have an outbound route set as below, and you will dial speed number 111
to reach an external number 15990234988 through the route.

Dial Patterns - IZ‘
Patterns Strip Prepend

9. 1

You need to set the Speed Dial as below:

Add Speed Dial

Speed Dial Code: 1M

Phone Number: 915990234933

Dial *99111 on your phone to call the number 15990234988. *99 is the default feature code
for speed dial.

DISA

DISA (Direct Inward System Access) allows users outside the office to make calls through
the PBX's trunks. For the staffs who are outside the office, they can use DISA feature to
take advantage of lower long-distance rates that are provided by the PBX trunks.

Set up DISA
Add a DISA and set the Inbound Route destination to DISA.
1. Add a DISA.
a. Go to Settings > PBX > Call Features > DISA, click Add.

b. On the DISA configuration page, finish the DISA configurations.
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Edit DISA ( disa )

Name ©: disa

Password (©: Single Pin v 236621
Response Timeout (s) ®: 10 v

Digit Timeout (s) ©: 5 -

Member Outbound Routes ©
Available Selected

Routeout

* Name: Set the DISA name.

» Password: Set password for the DISA.

* Response Timeout: The maximum amount of time it will wait before
hanging up if the user has dialled an incomplete or invalid number.

* Digit Timeout: The maximum amount of time permitted between digits.

*» Member Outbound Routes: Select the outbound routes that can be ac-
cessed from the DISA.

c. Click Save and Apply.
2. Set Inbound Route destination to DISA.

a. Go to Settings > PBX > Call Control > Inbound Route, edit your inbound
route.

b. Set the Inbound Destination to the DISA.

Destination @©: DISA v local v

c. Click Save and Apply.
3. Test DISA.
a. Make an inbound call to the PBX, you will get a dial tone after inputting a correct

DISA pin code.
b. Dial the external number that you want to call.

Intercom/Paging

The Paging and Intercom features allow you to make an announcement to a group of exten-
sions. The called parties do not need to pick up the handset as the audio will be played via
the phone speakers.
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Set up 1-Way Paging

Paging is used to make an announcement over the speakerphone to a phone or group of
phones. The called parties will not ring, but instead answer immediately into speakerphone
mode.

[5) Note: Paging is typically one way for announcements only.

1. Go to Settings > PBX > Call Features > Paging/Intercom > Paging/Intercom, click
Add.
2. Set a 1-Way paging group.

Add Paging/intercom

Number @D- 6300
Name ©: 6300
Type ©: 1-Way Paging -
Prompt ©: music1 -

(] Dial * to Answer ©

Member
Available Selected

1000 - 1000 1015 - Angela

1001 - 1001 1016 - Bella

1002 - 1002 1017 - Henry
1003 - 1003 1018 - Judy
1004 - 1004
1005 - 1005

* Number: Use the default or specify a number for the paging group.

* Name: Enter a name for the paging group.

* Type: Choose 1-Way Paging.

* Prompt: Optional. To play a prompt before making an announcement, you can
choose a custom prompt.

[5) Note: If you want to customize a new prompt, refer to Upload a Custom
Prompt or Record a Custom Prompt.

* Dial *to Answer: If this option is checked, the paging group members can dial
* to talk to the paging initiator.
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[5) Note: When a member dials *, the group announcement will terminate, and
the member who dials * can have a private call with the paging initiator.
» Member: Choose the group members to the Selected box.
3. Click Save and Apply.

When you dial the paging group number, the members in the group will hear the announce-
ment.

Set up 2-Way Intercom

2-way intercom is used to make a multi-party conference. The called parties will automati-
cally answer the call into speakerphone mode and join the conference.

[5) Note: Intercom allows all users in the group to talk and be heard by all.

1. Go to Settings > PBX > Call Features > Paging/Intercom > Paging/Intercom, click
Add.
2. Set a 2-Way intercom group.
* Number: Use the default or specify a number for the intercom group.
* Name: Enter a name for the intercom group.
» Type: Choose 2-Way Intercom.
* Dial * to Answer: If this option is checked, the intercom group members can di-
al * to talk to the intercom initiator.

[5) Note: When a member dials *, the group announcement will terminate, and
the member who dials * can have a private call with the intercom initiator.
* Member: Choose the group members to the Selected box.
3. Click Save and Apply.

When you dial the intercom group number, the members in the group will automatically join
the conference by speakerphone mode.

Set up 1-Way Multicast Paging

Multicast Paging allows you to easily and quickly broadcast instant audio announcements to
phone users who are listening to the same multicast IP address of the PBX.

When you make a Multicast Paging, the PBX sends Real-time Transport Protocol (RTP)
streams to the IP phones without involving SIP signaling. The phones that receive the RTP
streams don't need to register SIP extensions.

[5) Note:

* The IP phone that will receive 1-way multicast paging should support Multicast Paging
feature.
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» The Multicast Paging is one-way audio call.

1. Set a 1-way Multicast Paging on the PBX.

a. Go to Settings > PBX > Call Features > Paging/Intercom > Paging/Inter-
com, click Add.

b. Set a 1-Way multicast paging.
* Number: Use the default or specify a number for the paging group.
* Name: Enter a name for the paging group.
* Type: Choose 1-Way Multicast Paging.
* IP of Multicast Channel: Enter the multicast IP address and port (e.g-
. 224.255.255.255:1000).

[5) Note: The range of multicast IP address is 224.0.0.0 -
239.255.255.255.

c. Click Save and Apply.
2. Set Multicast Paging on each of your IP phone.
In the following, we take Yealink T27G as an example.

a. Log in the phone web interface, go to Directory > Multicast IP.

b. In the Multicast Listening section, enter the same multicast IP address and
port of the PBX.

Log Out
™ English{English) v
Yealink |z
Status Account Network Dsskey Features Settings Directory
Local Directory Multicast Listening NOTE
Remote Phone Paging Barge 3 @ Multicast Paging
Book - Multicast paging allows IP
Ignore DND Disabled @ phones to send/receive Real-time
Transport Protocol (RTP) streams
Phone Call Info Paging Priority Active Enzbled @ toffrom the pre-configured
multicast address(es) without
listening multicast addresses can
- = be specified on the IP phone.
Multicast TP | 11p Address 224.255.255.255:1000 | 0 1
2 TP Address 0 r 2 [E You can dick here to get
Setting more guides.
3 1P Address or 3

c. Click Confirm.

When you dial the paging group number, the members in the group will automatically an-
swer the call into speakerphone mode.

[5) Note: If the multicast paging doesn't work, check the following:

» Multicast IP address and port are in the correct range.
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* If the PBX and IP phones are in different IP segments (e.g. PBX is in 192. 168. 5. X IP
segment, IP phones are in 192. 168. 3. X IP segment), check if your router supports IP
Multicast in different IP segments.

Make an Announcement to a Specific User

Extension users can dial the intercom feature code to make an intercom to a specific exten-
sion, the called party can respond immediately without picking up the handset.

The default Intercom feature code is *5.

[5) Note: In this way, the audio is two way, both the caller and called party can hear each
other.

Extension user 2000 makes an intercom call to extension user 1000.

1. Dial *51000 on the phone of extension 2000.

The call on extension 1000 will be answered automatically.

Configure a Scheduled Paging or Intercom

A scheduled paging or intercom allows an extension user or Yeastar K2 IPPBX to make
an announcement on the specified date and time. This topic describes how to configure a
scheduled paging or intercom.

Prerequisites

* At least one paging or intercom group is set up.
# Set up 1-Way Paging
# Set up 2-Way Intercom

Procedure

1. Go to Settings > PBX > Call Features > Paging/Intercom > Scheduled Pag-
ing/Intercom, click Add.
2. Configure a scheduled paging or intercom group.
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Caller ©:
Start Date (-
Time ®©:

Days of Week:

Paging/Intercom:

Add Scheduled Paging/Intercom

6301 - 6301
1017 - Henry
2020-05-22 i
11 12
A Sunday Maonday Tuesday
Thursday Friday Saturday

Wednesday

» Paging/Intercom: Select the desired paging group or intercom group.

* Caller: Select who will make the announcement.
#{ext ensi on_user }: The extension user will make the announcement.
On the specified date and time, the PBX will place a call to remind the

user to make an announcement. When the user answers the call, the PBX

will call group members.

[5) Note: If the user rejects the call, the announcement will be cancelled.
#None: Yeastar K2 IPPBX will automatically make the announcement.

On the specified date and time, the PBX will call group members and play

the specified custom prompt. After the prompt ends, the PBX hangs up

the call. The option can be applied to school bells, church bells and so on.

[5) Note: The option is available only when a custom prompt is assigned
to the selected paging group or intercom group.

» Start Date: Set the start date of the scheduled paging call or intercom call.

» Time: Set the start time of the scheduled paging call or intercom call. You can
set up to 8 timings simultaneously, which means that the paging call or intercom
call can be placed at different time on the same day.

» Days of Week: Select the days of week. The scheduled paging call or intercom
call will be weekly placed on the specified days of week.

3. Click Save and Apply.

Call Parking

Call Parking is a feature that allows you to suspend a call for an extended period of time
and then retrieve that call from any extension.

Scenarios

During a call with clients, extension users may need to check information somewhere else.
In such case, extension users can park the call temporarily and retrieve the call by any ex-
tensions when getting things done.
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Settings of Call Parking

Go to Settings > PBX > General > Feature Code > Call Parking, you can modify the fea-
ture code, parking extension range, and parking time.

We provide default settings of call parking as follows.

Settings Descriptions

Call Parking The default feature code is *6. During a call, dial *6 on your phone, the
system will automatically assign a parking slot number to the call.

Directed Call Parking The default feature code is *06. During a call, dial "06+parking slot
number", the call will be parked to the designated parking slot number.

Parking Extension Range  Specify the range of parking extension where a call will be parked. The
default value is 6900-6999.

@ Note: The rang of parking extension must be different from
existing extension ranges (Settings > PBX > General > Preferences >
Extension Preferences).

Parking Timeout (s) Specify the time that a call can be parked before it is retrieved by other
extensions. The default value is 60s.

@ Note: Parking Timeout must be longer than 30s.

Timeout Destination If a parked call hasn't been retrieved before the parking timeout, PBX will
route the call to the designated destination.

* Original Parker:The call will be routed to the user who parks this
call.

» Extension: Te call will be routed to the designated extension
number.

» Extension's Voicemail: The call will be routed to the designated
extension's voicemail.

» Custom Number: The call will be routed to the designated
number.

Call Parking (Default feature code: *6)
You can dial the feature code of Call Parking to get the parking slot number, then dial the
parking slot number on another phone to retrieve the call.

Example:

1. During a call, dial *6 on your phone, the system will prompt you that the parking slot
number is 6900.
2. Dial 6900 on another phone to retrieve the call.
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Direct Call Parking (Default feature code: *06)

If you get a parking slot number from your administrator, you can dial the “feature code of
Direct Call Parking+parking slot number" to park the call to the slot.

Example:

1. During a call, dial *066900 to park the call to slot 6900.
2. Dial 6900 on another phone to retrieve the call.

Park Calls by BLF

You can set a BLF key of Call Parking on your phone. The BLF key will show the real-time
status of the parking slot. If the parking slot is vacant, you can press the BLF key to park a
call to the parking slot.

We take Yealink T27G v69.82.0.20 as an example below.

1. Log in the phone web interface, go to Dsskey page.
2. Set the BLF key as below.

Status Account Network Dsskey Features Settings
Enzble Page Tips | Diszabled v
Key Type Value Label Line Extension
Line Keyl |BLF ¥ || 6900 Line 4 ¥ || F06

* Type: Select BLF.
* Value: Enter the parking slot number.
* Line: Select the line where your extension is registered on.
» Extension: Enter the feature code of Direct Call Parking. The default code is
*06.
3. Click Confirm.

» When the parking slot is vacant, the BLF LED is green.

Press the BLF key to park a call to the parking slot.
» When the parking slot is occupied, the BLF LED is red.

Configure Call Parking Caller ID

By default, when you retrieve a parked call, the call-park slot number (e.g. 6900) will be dis-
played on the phone. To display the original caller ID of the user who you were talking to,
you need to configure SIP settings to get caller ID from Remote- Party-ID SIP header.

1. On PBX, enable Send Remote Party ID.
a. Go to Settings > PBX > General > SIP > Advanced.
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b. Check the option Send Remote Party ID option.
c. Click Save and Apply.
2. On the IP phone that you will use to retrieve a parked call, configure the Caller ID
Source.

[5) Note: We take Yealink T29G v46.83.0.50 as an example below.

Yealink | 126

B ?
Keep Alive Type Default @
Basic
Keep Alive Interval(Seconds) 30 (7]
Codec Local SIP Port 5060 o
Advanced RPort Disabled A 7 |
SIP Session Timer T1 (0.5~105) 0.5 Q
SIP Session Timer T2 (2~40s) 4
SIP Session Timer T4 (2.5~60s) 5
Subscribe Period(Seconds) 1800 (7]
DTMF Type RFC2833 v 9
DTMF Info Type DTMF-Relay @
DTMF Payload Type(96~127) 101 (7]
Retransmission Disabled @
Subscribe for MWI Disabled @
MWI Subscription Period(Seconds) 3600 (7]
Subscribe MWI To Voice Mail Disabled A 7 |
Voice Mail Q
Voice Mail Display Enzbled @
Caller ID Source RPID-FROM | @

a. Log in the phone web interface, go to Account > Advanced.

b. In the Account, select the account where the extension is registered.
c. In the Caller ID Source field, select RPID-FROM.

d. Click Confirm.

Test call parking. When you retrieve the parked call from the IP phone, the phone screen
will display the parking slot number for 1 or 2 seconds, then display the original caller ID.

The following call flow shows how the IP phone gets caller ID when a user retrieves a
parked call.

1. A user dials parking slot number 6900 on IP phone to retrieve a parked call.
2. PBX sends a Re-INVITE packet that contains Remote-Party-I1D.
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3. The IP phone gets the caller ID from the Remote-Party-ID header.

192.168.9.126 192.168.9.36

IP Phone FB Parked Caller 5503301

INVITE: 6200@192.168.9.126

w

From: 3005@192.166.9.126
To: 6900@192.168.9.126

Connecting

=== ¥
1 I
” 100 Trying ! !
hl 1 I
y 200 OK : i
A 1 I
ACK M i
i I
1 I
Connected 1 !
T —— e »
iy Re-INVITE: 5005@192.166.9.36 | |
Y 1 |
| N i
' | From: 6900@192.166.9.126 ! !
! | To:5005@192.168.9.126 ! !
1 [Remote-Party-ID: 5503301@192.168.9.126| ! !
| | i
| 200 OK N i
T L) |
1 1 I
¢ ACK | i
[l 1 |
IP Phone PEX Parked Caller 3503301

Fax

Yeastar K2 IPPBX supports Fax over IP. You can send or receive a fax via a physical fax
machine or receive a fax over the network.

What is T.38 Fax over IP?

T.38 is a protocol for sending faxes over a voice over IP (VolP) network or the Internet in re-
al time.

T.38 protocol defines the transport of data (a fax) between PSTN fax terminals through
a fax gateway, between two Internet-aware fax terminals, or from a PSTN fax terminal
through a fax gateway to an Internet-aware fax terminal. A T.38 stream is sometimes re-
ferred to as Fax over IP (FolP).

PSTN fax terminals traditionally use the T.30 protocol to send analog data. To exchange
analog fax data with a PSTN terminal over the Internet, the T.38 protocol first converts ana-
log data into digital data. The protocol then converts the data back to analog on the receiv-
ing end if the receiver is a PSTN fax terminal.
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Fax Machine Fax Machine

cg IP Network \g—cg
VolP GatTwayFF'EIX VolP Gateray!PElx

T.38

T.30

T.38 Fax Settings

If the Fax over IP doesn't work, you can go to Settings > PBX > General > SIP > T.38 to
change the T.38 settings.

) Mo T.38 Attributes in Re-invite SOP @
(] Error Correction®

T.38 Max BitRate ©- 14400 =

* No Re-invite SDP Add T.38 Attribute
If this option is enabled, no T.38 attributes will be added in re-invite SDP packet.

* Error Correction
Error Correction Mode (ECM) for the Fax.

» T.38 Max BitRate
T38 Max Bit Rate.

Fax to Email

Fax to Email feature helps you receive faxes on your smart phone or computer. Yeastar will
convert the received fax and forward it to an extension user's email.

Steps to Configure 'Fax to Email’

1. Configure the PBX System Email.

Make sure the PBX system email works, or the PBX cannot forward the received fax-
es to an extension user's email.
2. Check if the extension user's email is configured.
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| User Information
Name @©: Alex User Password ©:
Email ©: alex@yeastar.com Mobile Number @:
Prompt Language@: System Default v

3. Configure the destination of your inbound route.
* If you want to receive fax via fax detection, set the Destination to | VR, and set
Fax Destination to Fax to Email .

[JJ Enable Time Condition ©

Destination @: IVR - 6500 -

Distinctive Ringtone ©:

[ Enable Fax Detection @

Fax Destination - Fax to Email - 600 - Alex ( alex@yeastar.com ) -

« If you want to receive fax through a private trunk, set the Destination to Fax to
Emai | .

[0 Enable Time Condition @

Destination @ Fax to Email - 600 - Alex ( alex@yeastar.com } -

Distinctive Ringtone ©:
[J Enable Fax Detection @

Fax Destination xtension 500 - 500

Receive Fax through a Dedicated Trunk

You can assign one or more trunks to receive faxes, and tell your customers to send faxes
to the dedicated trunk number.

1. Go to Settings > PBX > Call Control > Inbound Route, click Add.
2. On the configuration page, select the dedicated trunk to the Selected box.

Member Trunks O:

Available Selected

GSM1 (GSM) FX04 (FXO)

7107 (SIP-Account)
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3. Set the Destination to Fax to Emaiil.

] Enable Time Condition @

Destination @ Extension b 600 - Alex -

Distinctive Ringtone ®:
() Enable Fax Detection @

m
)

4. Click Save and Apply.

Users can dial the number of the dedicated trunk, then send fax to the PBX.

Receive Fax via Fax Detection

If you want to receive calls and also receive faxes through a trunk, you can set fax detection
on your inbound route.

1. Go to Settings > PBX > Call Control > Inbound Route, configure your inbound
route.

2. Select the trunk to the Selected box.

3. Set the Destination to | VR.

4. Check the option Enable Fax Detection.

5. Set the Fax Destination to Fax to Email.

Destination (O)- IVR - 6500 -

Distinctive Ringtone ©:

' Enable Fax Detection @

Fax Destination ©- Extension - 600 - Carol -

6. Click Save and Apply.

Edit 'Fax to Email' Template

The PBX has a default email template for Fax to Email. You can edit the template accord-
ing to your needs.

1. Go to Settings > System > Email > Email Template, click £ beside Fax to Email.
On the Edit Template page, the description of variables and the default email con-
tents are displayed.
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Edit Templates

Template Variables: TAB 't
RETURN : 'n
Recipient Name: ${FAX_MNAME}
The caller ID from which the fax was sent: ${FAX_FROMNUM}
The date when the fax was received: 3{FAX_DATE}
The time when the fax was received: 3{FAX_TIME}

Subject: Fax from: ${FAX_FROMNUM} on ${FAX_DATE} at ${FAX_TIME}

Email Content: Hello ${FAX_NAME}, you received a fax on ${FAX_DATE} at ${FAX_TIME} from
$IFAX_FROMNUM].

2. Edit the email subject and email contents.

[5) Note: The variable names are unchangeable.

Subject Fax from: ${FAX_FROMNUM on ${FAX_DATE} at S{FAX_TIME}

Email Content: Hello {FAX_NAME}, you received a fax on ${FAX_DATE} at ${FAX_TIME} from
H{FAX_FROMNUM].

3. Click Save and Apply.

PIN List

PIN List is used to manage lists of PINs (numerical passwords) that can be used to access
restricted features such as outbound route and DISA.

Add a PIN list

1. Go to Settings > PBX > Call Features, click More to display more call features.
2. Click PIN List.
3. On the Add PIN List page, configure the following settings:
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Add PIN List
Mame: international-outboud
(¥ Record In CDR
PIM List: 2837272
1882822
B27TE35

* Name: Set a name for the PIN list.
* Record In CDR: When a PIN code has been used, whether to display the PIN
code in the relevant CDR.
* PIN List: Enter the PIN codes. Press Enter key to add multiple PIN codes.
4. Click Save and Apply.

Apply a PIN list

You can apply a PIN list to an outbound route or a DISA to restrict users dialling outbound
calls. When a PIN list is applied to an outbound route or a DISA, users need to dial the cor-
rect PIN to place the outbound calls.

Edit Outbound Routes ( International_Calls )

Member Extensions ©:

Available Selected
1001 - eve
1003 - apple
2000 - Alex
1004 - david
1005 - amber .
g 1006 - alan B
1007 - jason
1008 - ramon
1000 - Nancy
Password @: PIM List - international-outbou -
O Rrmemory | junt @
Time Condition ©: [ office-Time O Lunch

Save Cancel
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Blocklist/Allowlist

Yeastar K2 IPPBX allows you to add specific IP addresses to blocklist and allowlist. This ar-
ticle briefly introduces the definitions and basic settings of blocklist and allowlist, and pro-

vides related configuration examples.

What is Blocklist and Allowlist
We briefly introduce the definitions of blocklist and allowlist as follows.

* Blocklist
The blocklist is used to filter phone numbers. If a phone number is added to the block-
list, the system blocks incoming or outgoing calls for the phone number.

* Allowlist
The allowlist is used to add trusted phone numbers. If a phone number is added to the

allowlist, the system allows incoming or outgoing calls for the phone number.

[5) Note: The allowlist has a higher priority than the blocklist.

Blocklist/Allowlist Setting

Yeastar K2 IPPBX supports system blocklist/allowlist and personal blocklist/allowlist. You
can set a global system blocklist/allowlist to apply to all extensions. Extension users can al-
so log in the PBX web interface by their accounts, and set blocklist/allowlist for their own ex-

tensions.

» System Blocklist and Allowlist

Log in the PBX web interface as an administrator, and go to Settings > PBX > Call
Features > Blocklist/Allowlist to set blocklist and allowlist.

Yeastar K2 IPPBX supports to block or allow three types of numbers:
#Inbound: If blocklist type is set to Inbound, the number can not call in the sys-
tem; if allowlist type is set to Inbound, the number can call in the system.
# Outbound: Extension users can not call the number whose blocklist type is
Outbound; extension users can call the number whose allowlist type is Out-

bound.
# Both: Neither inbound calls nor outbound calls are allowed for the number

whose blocklist type is Both; both inbound calls and outbound calls are allowed
for the number whose allowlist type is Both.

* Personal Blocklist and Allowlist

Log in the PBX web interface by extension accounts, the extension users can view
the system blocklist and allowlist that is set by the administrator.

[5) Note: Extension users can add personal blocklist and allowlist for their extensions
according to their needs.
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* Blocklist/Allowlist Priority

Priority of blocklist/allowlist: system allowlist > system blocklist> personal allowlist >
personal blocklist.

Blocklist Example
We demonstrate a few examples of blocklist as follows.
Prohibit inbound calls from external numbers

For example, 10086 and 1008611 are not allowed to call in PBX. You can add the two num-
bers to blocklist as follows.

Add Blocklist
Mame: CS5
Type: Inbound
Number @:

10086
1008611

Prohibit inbound calls and outbound calls

For example, 10086 and 1008611 are not allowed to call in PBX, and all extensions on PBX
are not allowed to call out 10086 and 1008611.

Add Blocklist
Name: CS
Type: Both
Number @:

[=]

)86
18611

e p—y
[T =]

[=]

Prohibit selected extensions or extension groups from calling certain numbers

* Prohibit extension group (Sales) from calling 10086 and 1008611.

[5) Note: You can add an extension group in advance for quick selection.
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Add Blocklist
Name: Prohibit-Calling-Sales
Type: Outbound -
Number ©: 10086
1008611
Extensions to Apply to: (O All Extensions (=) Selected Extensions
Available Selected
1000 - Jack SalesGroup - Group

* Prohibit all extensions from calling 10086 and 1008611.

Add Blocklist
Name: Prohibit-Cutbound
Type: Outbound b
Number @©- 10086
1008611
Extensions to Apply to: (®) All Extensions O Selected Extensions

* Prohibit extensions from calling numbers with specified extension format

For example, prohibit extension group (sales) from calling R&D team (all extension
numbers are in the format 5XXX).
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Add Blocklist
MName: Prohibit-Outbound
Type: Outbound -
Number (D: EXXX
Extensions to Apply to: ) All Extensions (®) Selected Extensions
Available Selected
1000 - Jack ISaIesGrDup - Group

Allowlist Example

The allowlist has a higher priority than the blocklist, so you can use allowlist to filter trusted
phone numbers from blocklist, and allow inbound/outbound calls for the phone numbers.

For example, assume you've added 5XXX (extension numbers of R&D team) to blocklist to
prohibit sales from calling R&D teams, but you want to allow sales to call extension 5001. In
this case, you can add 5001 to allowlist as follows.

Add Blocklist
Name: Prohibit-outbound
Type: Qutbound -
Number - 5X0X
x Add Allowlist
Name 5001
Extensions to Apply to: (O Al Extensions
Available Type: Qutbound -
1000 - 1000 Number ©:

Call Recording

Call Recording Overview
Yeastar K2 IPPBX supports One Touch Recording and Auto Recording.
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One Touch Recording

One Touch Reording, also known as On-demand Recording, allows users to
dial *1 on their phones to record calls at any time.

For more detail of One Touch Recording, refer to One Touch Record.

Auto Recording

Auto Recording is a feature that enables the PBX to automatically record inter-
nal calls, external calls, and conference calls.

For more detail of Auto Recording, refer to Auto Recording.

One Touch Record

During a call, you can dial the One Touch Record feature code to start recording the call; di-
al the feature code again to stop the recording.

One Touch Record Feature Code
The default One Touch Record feature code is *1.

You can change the code via Settings > PBX > General > Feature Code > One Touch
Record.

One Touch Record Prompt

By default, when a user dials *1 to record the call, the PBX will not play prompt to notify the
other party that the call is being recorded.

To set One Touch Record prompt:

1. Go to Settings > PBX > Voice Prompts > Prompt Preferences.
2. In the One Touch Record Start Prompt field, select a custom prompt.

When an extension user dial *1 to record the call, PBX will play the prompt to the oth-
er party.
3. Inthe One Touch Recording End Prompt field, select a custom prompt.

When an extension user dial *1 to stop recording the call, PBX will play the prompt to
the other party.
4. Click Save and Apply.

Auto Recording

Auto Recording is a feature that enables the PBX to automatically record internal calls, ex-
ternal calls, and conference calls.
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Set up Auto Recording

Set up Call Recording for Internal Calls

1. Go to Settings > PBX > Recording, check the option Enable Recording of Internal

Calls.

2. Set the recording announcement for internal calls.

w Settings
v PBX Auto Recording
Extensions )
Storage Locations
Trunks —
[ Enable Recording of Internal Calis ©
Multisite Interconnect
Call Control Internal Call Being Recorded Prompt ©: music1 v
Call Features Outbound Calls Being Recorded Prompl@: music1 -
Woice Prompts
Inbound Calls Being Recorded Pmmpl@: music1 -
General
Auto Recording Callback Calls Being Recorded Prompt ® musict -
Emergency Number | Record Trunks ©

a. Upload a custom prompt to the PBX or record a custom prompt on the PBX.
b. Set Internal Call Being Recorded Prompt to your custom prompt.

The PBX will notify the called party that the call is being recorded.
3. In the Record Extensions section, select extensions to the Selected box.

The selected extensions will be recorded.

| Record Extensions ©

Available

903 - Alan

P
Al~v]Y)

Selected

600 - Alex
800 - Eve
900 - Cindy
901 - Carol
902 - Ina
904 - Henry

907 - 907

Onn__nnin

Kf<]>]]

4. Click Save and Apply.
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Set up Call Recording for External Calls

1. Go to Settings > PBX > Recording, set the recording announcement for external
calls.

w Settings
v PBX Auto Recording
Extensions

Storage Locations

Trunks

Enable Recording of Internal Calls ©
Multisite Interconnect

Call Control nternal Call Being Recorded Prompt
Call Features Outbound Calls Being Recorded Prompt @ musicl
\oice Prompts

Inbound Calls Being Recorded Prompt ©: musicl
General

Callback Calls Being Recorded Prompt O: musicl

Auto Recording

a. Upload a custom prompt to the PBX or record a custom prompt on the PBX.
b. Set custom prompt for outbound calls, inbound calls, and callback calls.

* Outbound Calls Being Recorded Prompt: If the external call (outbound)
has enabled call recording, this prompt will notify the external party that
the call is being recorded.

* Inbound Calls Recorded Prompt: If the external call (inbound) has en-
abled call recording, this prompt will notify the external party that the call
is being recorded.

* Callback Calls Being Recorded Prompt: If the external call (callback)
has enabled call recording, this prompt will notify the external party that
the call is being recorded.

2. In the Record Trunks section, select trunks to the Selected box.

The calls through the selected trunks will be recorded.

[5) Note: If you have selected extensions in the Record Extensions section, the ex-
tensions' calls will be recorded no matter which trunks are used.
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| Record Trunks @

Available

Selected

LA
A~ IV]Y

easybell (SIP-Register)

Connect_TA (SIP-Account)

i< ]> ]t

3. Click Save and Apply.

Set up Call Recording for Conference Calls

1. Go to Settings > PBX > Recording.

2. In the Record Conferences section, select conferences to the Selected box.

The selected conferences will be recorded.

| Record Conferences ©

Available

P
HENMM

Selected

Marketing

PM

Kl<]>]]

3. Click Save and Apply.

Pause/Resume Auto Recording

During an external call, the extension user can pause the Auto Recording and then resume
the Auto Recording to avoid the sensitive personal information such as credit card details

being recorded.

When you play the recording files, the paused part will be absent.

The default feature code to pause and resume Auto Recording is *00.




Admin Guide | 1 - Admin Guide | 185

You can change the code in Settings > PBX > General > Feature Code > Auto Record-
ing Switch.

¢ Settings
v PBX Preferences Feature Code Voicemai SIP 1AX Jitter Buffer API
Extensions
Feature Code Digits Timeout (ms}o: 4000
Trunks
i V' Re " . “70
Multisite Interconnect I Recording ¥ Reset to Defaults O: 7
Call Control ' One Touch Recording (- " | call Forwarding
Call Feature — —
all reatures ' Auto Recording Switch ©: 00 ' Enable Forward All Calls ©: “T1
Voice Prompts
I Extension's Voicemail /' Disable Forward All Calls ©: 071

General

— -

During an external call, the extension user can dial feature code to pause and resume call
recording.

1. Dial *00 to pause the call recording.
2. Dial *00 again to resume the call recording.

Related information
Monitor Auto Recording Status

Monitor Auto Recording Status

When you pause and resume the Auto Recording during a call, you may need to know if the
call recording state is switched successfully or not. You can set a BLF key on your IP phone
to monitor the auto recording status of your current call.

This topic is based on the Yealink T41S version 66.84.0.10.

1. Log in the phone web interface, go to Dsskey > Line Key.

2. Set a BLF key to monitor your own extension.
In this example, your extension number is 1000, and the extension 1000 is registered
on the phone Line 1.
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Yealink | T41S

Account Network Features Settings
. Enable Page Tips | Enabled v

Line Keyl-5
et Line Keyl | Line ¥ | | Default ¥ | (1000 Lingl ¥ |
Line Key11-15 [ Line key2 |BLF v | *001000 Linel v|
Programable Key E L S e | I N/A v

Line Key4 | N/A vl | N/A |

Line Key5 | N/A vl | /A v |

* Type: Setto BLF.
* Value: The BLF key format is * 00{ ext ensi on_nunber}.

In this example, set to *001000.
 Label: Optional. The label will be displayed on the phone screen.
 Line: Choose the Line where your extension number is registered.
3. Click Confirm.

When the monitored extension is being recorded, the BLF LED will turn red.

When the monitored extension is not in a call or the Call Recording is paused, the BLF LED
will turn green.

Related information
Pause/Resume Auto Recording

Auto Clean up Recording Files
Enable 'Auto Cleanup Reminder'
To get informed of the recording usage, you can enable Auto Cleanup Reminder.

1. Go to Settings > Event Center > Event Settings > System, enable Notification and
Record for Auto Cleanup Reminder.
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|l System

Storage Full [ @) [ @) ra
Network Attacked [ @) O ya
System Reboot [ @) [ @) rd
System Upgrade [ @) [ @) rd
System Restore [ @) [ @) rd
Application Upgrade O QO rd
Auto Cleanup Reminder Record D Notification O | ya

* Record: The event of Recording Auto Cleanup will be recorded in Event Log.
* Notification: When the recording capacity is about to be reached, the PBX will
send notification email to the Notification Contacts.

2. To modify the email template, click £

Check Recording Usage

Manage Call Recording Files

Go to CDR and Recordings to search, play, download, or delete the recording files.
Search Recording Files

1. Set the search criteria Time.

2. Enable Include Recording Files to filter the records that have associated recording
files.

3. Optional: Set other search criteria.

4. Click Search.
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¢ CDR and Recordings

Time: 2016-09-27 00:00 | - 2016-09-27 23:59 = |
Call From: Call To:
Call Duration (s): Talk Duration {(s):

Status All - [ Include Recording Files

w Advanced Options

Download CDR Download Recordings Delete CDR

Time Call From Call To Call Dur... Talk Dur... Status Recording Options Delete COR
2018-09-27 11:59:37 1000 <1... 4000 00:00:08 00:00:03 Answered | i | [u]
2018-09-27 11:57:39 1000 <1 0049302.. 00:00:06 00:00:02 Answered | i [in]
2018-09-27 11:51:34 100010 0049302.. 00:00:15 00:00:1 Answered | i [u]
2018-09-27 11:50:42 1000<1...  0049302.. 00:00:09 00:00:05 Answered | i | [u]

Download a Recording File

Click % behind a recording log to download the recording file.

Play a Recording File

Click > to play the recording file on web or play to an extension.

Delete a Recording File

=

Click ™! pehind a recording log to delete the recording file.

Grant Recording Permissions to Users

By default, only the super administrator has permission to manage the call recording files.
The super administrator can grant recording permission to extension users and allow the
users to play, download, and delete recording files.

1. Go to Settings > System > User Permission, click Add.
2. In the User drop-down list, select a user whom you want to grand permissions to.
3. Set Set Privilege As.
» Custom: All permissions are disabled by default.
* Administrator: All permissions are enabled by default.
4. Click CDR and Recordings tab, and grant Recording Permission to the user.
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Grant Privilege
User@®: 1000 - Carol - Set Privilege As ©: Custom hd
Settings CDR and Recordings Monitor Application Others
_] CDR and Recordings
CDR Permission: ' Download CDR ] Delete CDR
Recording Permission: V' Play Recordings “/ Download Recordings ] Delete Recordings
Allowed to Check and Download@®: O All Extensions (® Selected Extensions
Available Selected
1003 - CEO 1000 - Carol
1001 - Eve
1002 - Ina
1004 - Daisy
1005 - Amber
<« x
1006 - Miki ~
=n

5. Set which extensions' recording files are allowed to play, download or delete.
* All Extension: The user can manage all the extensions' recording files.
 Selected Extensions: The user can manage only the selected extensions'
recording files.
6. Click Save.
When the user log in the PBX User Portal, he/she will have permission to manage
recording files.

' Available o .,.

I

CDR and Me
Recordings

Voice Prompts

System Prompt

The default system prompt language is English. You can change the global system prompt,
and if an extension user works in a foreign language, you can set a different system prompt
for the user.
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Change System Prompt

Yeastar have stored all the supported system prompts online. You can check the support-
ed system prompts on the PBX web page, and download an online system prompt file, then
change to the desired system prompt.

1. Go to Settings > PBX > Voice Prompts > System Prompt.
2. Click Download Online Prompt.

Prompts List

Download Online Prompt

Default Language Delete

L English

3. On the Download Online Prompt page, select your desired system prompt, click @
to download the file.
After the file is downloaded, you can see the system prompt in Prompt List.

Download Online Prompt

Language Local Version Remote Version File Size { Remote ) Options
English 1.0.8 1.0.8 2.01M

F3 (Chinese) = 1.0.13 1.47M |:|

Pycckwii (Russian) - 1.0.3 1.26M

4. Set the downloaded system prompt as the default system prompt.

Prompts List

Download Online Prompt

Default Language v Delete
English
O th ¥ (Chinese)

5. Click Save and Apply.

Customize System Prompt

You can upload your own system prompts to the PBX, so that users can hear the cus-
tomized system prompts.

Contact Yeastar support to record your own system prompts.

1. Go to Settings > PBX > Voice Prompts > System Prompt.
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2. In the Upload System Prompts section, click Browse to choose the system prompt
file.

[5) Note: Upload the . t ar file that is provided by Yeastar, or the system prompt
won't work.

Upload System Prompts

Plzase choose a file: Please select Upload

3. Click Upload.
If the file is uploaded successfully, you can see the prompt file in the Prompt List.
4. Set the uploaded system prompt as the default system prompt.

Prompts List

Download Online Prompt

Default Language v Delete
English
U f3 (Chinese)

5. Click Save and Apply.

Change an Extension's System Prompt

If a user works in a foreign language, you can set a different system prompt for the exten-
sion user.

1. Download a system prompt for the extension user.
a. Go to Settings > PBX > Voice Prompts > System Prompt.

b. Click Download Online Prompt.

Prompts List

Download Online Prompt

Default Language Delete

L English

c. On the Download Online Prompt page, select your desired system prompt,

click  to download the file.
After the file is downloaded, you can see the system prompt in Prompt List.
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Language Local Version
English 1.0.8
#1137 (Chinese)

Pycckmit (Russian)

Download Online Prompt

Remote Version File Size ( Remote )

1.0.8 2.01M
1.0.13 1.47TM
1.0.3 1.26M

Options

(2]

2. Go to Settings > PBX > Extensions, select the desire extension, click L.

3. On the Basic page, set the Prompt Language.

| User Information

Name @©: Carol

Email ©: carol@yeastar.com

Prompt Language@:

F3Z (Chinese) -

User Password @:

Mobile Number @:

Music on Hold (MoH)

Music on Hold (MoH) is the business practice of playing recorded music to fill the silence
that would be heard by callers who have been placed on hold.

The PBX has a default MoH playlist, you can add custom MoH playlists.

Choose MOH Playlist @©: default
Upload New Music ©: Please select

O Music on Held Files

O macroform-cold_day

O macroform-robot_dity

O macroform-the_simplicity
O manolo_camp-morning_coffes
O reno_project-system

s 0

Play
>

>
>
>
>

Delete

[5) Note: The default MoH files are distributed under the Creative Commons Attribu-
tion-ShareAlike3.0 license through explicit permission from their authors.

Add a Custom MoH Playlist with Local Audio Files

You can add a custom MoH playlist and upload local audio files to the PBX.
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1. Log in to the PBX web interface, go to Settings > PBX > Voice Prompts > Music on
Hold, click Create New Playlist.
2. Set up the playlist.

Add MOH Playlist

Name @©: ‘Yeastar
Playlist Type @: Local Audio -
Playlist Order @: Random -

a. In the Name field, enter a name to help you identify the playlist.
b. In the Playlist Type drop-down list, select Local Audio.
c. In the Playlist Order drop-down list, decide whether to play the playlist random-
ly or alphabetically.
3. Upload audio files to the playlist.

Choose MOH F'Iaylist@: Yeastar - ’

Upload New Music ©- Please select Upload

a. Click Browse to choose an audio file from your local PC.

[5) Note: The uploaded file should meet the audio file requirements.
b. Click Upload.

The audio file is uploaded.
c. Click Apply.
4. Repeat step3 to add another audio file.
The uploaded audio files are displayed on the MoH list.
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Create New Playlist

Choose MCH Playlist ©: ‘Yeastar - d _Iﬁ

Upload Mew Music ©: Please select Upload

] Music on Hold Files Play Delete
] moh > il
O maoh2 | 2 i
O moh3 > fi

Related information
Add a Custom MoH Playlist with Streaming Music
Change the MoH Playlist

Add a Custom MoH Playlist with Streaming Music

You can create a custom MoH playlist, and add audio files by connecting to a live audio
feed.

Procedure

1. Log in to the PBX web interface, go to Settings > PBX > Voice Prompts > Music on
Hold, click Create New Playlist.
2. Set up the playlist.

[5) Note: You can create up to 3 MoH playlists with streaming music.

Add MOH Playlist

Name O: Test
Playlist Type ©: Streaming Music -
Streaming Music URLD: http://premierstream.hosts

Go to Yeastar On Hold Music platform

* Name: Enter a name to help you identify the playlist.




Admin Guide | 1 - Admin Guide | 195

* Playlist Type: Select Streaming Music.
» Streaming Music URL: Enter the URL address of an existing streaming music
playlist.

Note: For Premier Business Audio users, you can click Go to Yeastar On
Hold Music platform to generate MoH files and playlist, and get the URL ad-
dress.
3. Click Save and Apply.

Related information
Change the MoH Playlist
Add a Custom MoH Playlist with Streaming Music

Change the MoH Playlist

To change the MoH playlist, you need to add a custom MoH playlist.

Prerequisites
Before changing the MoH playlist, you need to add a custom playlist.

* Add a Custom MoH Playlist with Local Audio Files
» Add a Custom MoH Playlist with Streaming Music

Procedure

1. Log in to the PBX web interface, go to Settings > PBX > Voice Prompts > Prompt
Preference.
2. Select a MoH playlist from the drop-down list of Music On

Prompt Preference System Prompt Music on Hold Custom Prompts

Music On Hold ©- Yeastar

Play Call Forwarding F‘r{:mpt‘:ﬁ‘

Play SLA Dialing Prompt @
Hold.

Result
The PBX will play the selected MoH playlist when a user is held in a call.

Custom Prompt

The default voice prompts and announcements in the system are suitable for almost every
situation.



Admin Guide | 1 - Admin Guide | 196

However, you may want to use your own voice prompt to make it more meaningful and
suitable for your case. In this case, you need to upload a custom prompt to the system or
record a new prompt and apply it to the place you want to change.

Requirements of Custom Audio Files

You can upload your audio file to the PBX, the audio file should meet the following require-
ments.

Option Requirement

File Format WAV, wav, or gsmfile.

* gsm 6.10 8kHz, Mono, 1Kb/s
« alaw 8kHz, Mono, 1Kb/s
« ulaw 8kHz, Mono, 1Kb/s
* pcm 8kHz, Mono, 16Kb/s

File Name Should NOT contain special characters.

File Size Smaller than 8MB.

Upload a Custom Prompt

1. Go to Settings > PBX > Voice Prompts > Custom Prompts, click Upload.
2. On the configuration page, click Browse to choose your audio file.

Upload a Prompt

Please choose a file @- Please select

(=1

[5) Note: The uploaded file should meet the audio file requirements.
3. Click Upload to start uploading the file.

After the file is uploaded, you can see the file on the Custom Prompts page.
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Prompt Preference System Prompt Music on Hold Custom Prompts

s | e

O MName Record Play Download Delete
d busy ! > ) I-:
O unavailable : [ & fi
O voicemail : > & [

Record a Custom Prompt

You can use an extension to record custom prompts.

1. Go to Settings > PBX > Voice Prompts > Custom Prompts, click Record New.
2. On the configuration page, set the prompt name and select an extension to record the

prompt.
Record New Prompt
Name @- YeastarlVR
Extension @O 1000 - eve-1 -
3. Click Save.

The selected extension will ring.
4. Record your prompt on the phone. When done, press the # key or hang up.

5. Refresh the Custom Prompts page, you can see the saved prompt file.

Prompt Preference System Prompt Music on Hold Custom Prompts

s | e

O Name hd Record Play Download Delets
a YeastarlVR U > & i1

You can click > to play the prompt, and decide whether to save it or not. If you are not sat-

isfied with the prompt, click \Z to record again.

Related information
Play a Custom Prompt
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Play a Custom Prompt

After you upload a custom prompt or record a custom prompt, you can select an extension
to play the prompt.

[5) Note: We recommend that you play your custom prompts before you apply the custom
prompts to IVR, MoH, or other places.
1. Go to Settings > PBX > Voice Prompts > Custom Prompts.

2. In the Custom Prompts list, choose a prompt, click ..
3. On the configuration page, choose an extension to play the prompt.

Play Prompt
Name: busy
Extension O 1000 - Carol -

=]
4. Click Play.

The selected extension will ring.
5. Pick up the phone to listen to the prompt.

Related information
Upload a Custom Prompt
Record a Custom Prompt

Convert Audio Files via WavePad

WavePad is audio editing software, you can convert audio files via WavePad, then upload
the audio files to your PBX.

1. Launch WavePad, open your audio file.
2. Click File > Save File As.
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File | Edit Effects Control Tools Bookmark View Window Help

g4

Mew File...

Open File...

Load Audio CD Trackis)...
Close File

Save File

Save File As...

Copy All Open File(s) to CD...

Send...

sy By e

\WW‘-\«-‘ a._l"’*\._..-.-r"“‘*ﬁu--.._.ﬁ“*"‘ﬂ(

3. Set the Save as type to . wav or . gsm click Save.

4. For the . wav type, set the encoder options according to the requirements of custom
audio files, click OK.

[ Wave Encoder Options _@Ig ]
Format: [F'CM Uncompressed v]
Attrbutes: 8000 Ha. 16 Bits, Mono -

[ ok ||| cancel || Hep |
L' - A

Related information
Convert Audio Files Online

Convert Audio Files Online

You can quickly convert your audio files via G711 File Converter online.

1. Visit g711.org.
2. Click Browse to upload your audio file.
3. Set the Output Format.
We recommend BroadWorks Classic or Asterisk Standard.
4. Click Submit to start converting the file.


http://g711.org/
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G711 File Converter

Step 1
Browse
Step 2
[@ BroadWorks Classic (8Khz, Mono, u-law) |
BroadWorks
BroadWorks 17spd+ HD 1)
| Asterisk Stan:
Asterisk HD (16Khz, N
Asterisk G.729 (BKhz, Mono, G.729)
sterisk RAW (8Khz, Mono, RAW)
Quiet Lower ® Medium High Maximum
Optimize Audio for Phone (Bandpass Filter)
Step 3

Set Prompts for Failed Calls

A user may fail to make outbound calls due to many reasons, such as the trunk is busy, no
trunk available, or invalid number. You can set different prompts to inform the user why the
call fails.

1. Go to Settings > PBX > Voice Prompts > Prompt Preference.
2. Set the prompts for different type of failed calls.

Invalid Phone Number Prompt@: [None] -
Busy Line Prompt@: [None] -
Dial Failure F‘rompt@: [None] -

* Invalid Phone Number Prompt: The PBX will play the prompt when the dialed
number is invalid.

* Busy Line Prompt: The PBX will play the prompt when the trunk used is busy.

* Dial Failure Prompt: The PBX will play the prompt if no trunk is available to call
out.
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Network
Basic Network

Basic Network Overview

Before using the Yeastar K2 IPPBX in your network, you must configure the basic network.

Network interfaces

Yeastar K2 IPPBX supports LAN interface and WAN interface. By default, the LAN interface
is enabled, and the WAN interface is disabled.

According to your network environment, you may need to use dual network interfaces.

If you use dual network interface, the system route entries are automatically created for the
default network interface. To properly route the network traffic through the desired network
interface, you need to add a static route on the PBX.

Ethernet modes
Yeastar K2 IPPBX supports two Ethernet modes:

* Single: Only LAN port will be used for connection, WAN port is disabled.
* Dual: Both LAN port and WAN port can be used for connection.
If you use Dual mode, you need to choose a default network interface for the PBX.

[5) Note: The traffic will be routed to the default interface; you need to add a static
route to override the default route entries, routing the traffic from a specific IP address
to the specified destination.

IP address assignment
Yeastar K2 IPPBX supports three types of IP address assignment:

» Assign a static IP address

Contact your network administrator to assign an IP address to the PBX. Then you
need to manually configure settings such as the IP address, subnet mask, default
gateway, and DNS servers on the PBX.

» Obtain an IP address from a DHCP server

You can configure the PBX to automatically obtain its IP address when it starts up
from a DHCP server running in your network.

[5) Note: The IP address assigned to the PBX may vary every time the PBX is start-
ed up.
* Obtain an IP address from a PPPOE client
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You can connect the PBX to a PPPOE client, and set up a PPPoE connection on the
PBX to get the IP address.

Configure Static IP Address

This topic describes how to assign a static IP address to the LAN network interface when
the PBX is in Single network mode.

1. Go to Settings > Systems > Network > Basic Settings.
2. In the Hostname field, enter a host name.

The host name is used to help you identify the PBX, usually carried in SIP packets or
displayed in notification emails and web browser's tab title.

3. In the Mode field, select Single mode.

4. Select Static IP Address and enter the network information as follows.

[5) Note: Consult your network administrator to get the network information.

Hostname: IPPBX

Mode ©: Single - Default Interface LAN
Cellular Network ©- Mever -

| LAN | wan

(O DHCP | (® Static IP Address O PPPoE

IP Address @ 192.168.6.36 E LA
Subnet Mask @©: 255255255 0 E LAN S
Gateway @ 192.168.6.1 Enable VLAN Subinterface 2

Preferred DNS Server (D- 114.114.114.114
Alternative DNS Server (D:
IP Address 20: 192 168.6.168

Subnet Mask 2 @; 255255 255 0

* IP Address: Enter the IP address that is assigned to the PBX.

» Subnet Mask: Enter the subnet mask.

» Gateway: Enter the gateway address.

» Preferred DNS Server: Enter the IP address of preferred DNS server.

* Alternative DNS Server: Optional. Enter the IP address of alternative DNS
server.
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* [P Address 2: Optional. Enter a second IP address for the PBX.

[5) Note: According to your network environment, you may need to set another
IP address to allow users in different IP segment to access the PBX.
» Subnet Mask 2: Optional. Enter another subnet mask for the second IP ad-
dress.
5. Click Save and reboot the PBX to take effect.

Obtain an IP Address from a DHCP Server

You can configure Yeastar K2 IPPBX to automatically obtain an IP address from a DHCP
server running in your network.

[5) Note: The the IP address assigned to the PBX may vary every time the PBX is started
up. We suggest that your configure a static IP address for the PBX.

1. Go to Settings > Systems > Network > Basic Settings.
2. In the Hostname field, enter a host name.

The host name is used to help you identify the PBX, usually carried in SIP packets or
displayed in notification emails and web browser's tab title.

3. In the Mode field, select Single mode.

4. Select DHCP to obtain an IP address from a DHCP server.

Hostname: IPPEX
Mode @: Single
Cellular Network ©: Mever
| LAN | WAN
DHCP Static IP Address PPPoE
Enable VLAN ©
Enable VLAN Subinterface 1
Enable VLAN Subinterface 2

5. Click Save and reboot the PBX to take effect.

You can check the IP address of the PBX from your router.

Configure a PPPoE Connection

This topic describes how to configure a PPPOE connection on Yeastar K2 IPPBX to obtain
an IP address when the PBX is in Dual network mode.



Admin Guide | 1 - Admin Guide | 204

Scenarios

A PPPoOE client assigns a dynamic IP address to the PBX, the IP address of the PBX may
vary every time the PBX is started up.

Due to the IP address from PPPoE varies, you need to configure dual network, and config-
ure a local network on the PBX for you to access the PBX.

Configuration Example

The following takes the configuration of Static IP address on LAN port and PPPoE on WAN
port as an example.

1. Go to Settings > Systems > Network > Basic Settings.
2. In the Hostname field, enter a host name.

The host name is used to help you identify the PBX, usually carried in SIP packets or
displayed in notification emails and web browser's tab title.
3. In the Mode field, select Dual mode.
4. For LAN port, select Static IP Address and enter the network information as follows.
* IP Address: Enter the IP address that is assigned to the PBX.
» Subnet Mask: Enter the subnet mask.
» Gateway: Enter the gateway address.
» Preferred DNS Server: Enter the IP address of preferred DNS server.
* Alternative DNS Server: Optional. Enter the IP address of alternative DNS
server.
* IP Address 2: Optional. Enter a second IP address for the PBX.

[5) Note: According to your network environment, you may need to set another
IP address to allow users in different IP segment to access the PBX.
* Subnet Mask 2: Optional. Enter another subnet mask for the second IP ad-
dress.
5. For WAN port, select PPPoE, and configure the username and password.
» Username: Enter the username that is provided by the ISP.
» Password: Enter the password that is provided by the ISP.
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€ Basic Settings OpenVFPN DDNS Settings Static Routes Cellular Network CMP Det
Hostname: IPPEX
Mode @ Dual - Default Interface ©: LAN -
Cellular Network ©: Always - When Dual Mode is enabled, if you need to designate a specific IP

or domain to go through a specific port for data communication,
please configure this in Static Route settings. If Static Route is not

configured, the default port will be used.

| LAN I waN

O DHcP IG} StaticlPAddressI O PPPoE O DHCP (O Static IP Address
IP Address @©: 192.168.6.30 Username:

Subnet Mask (- 2552552550 Password:

Gateway ©: 192.168.6.254 (J Enable vLAN ©

Preferred DNS Server @0- 8888 (] Enable VLAN Subinterface 1

=N =3

6. Click Save and reboot the PBX to take effect.

OpenVPN Client

OpenVPN Client Overview

Yeastar K2 IPPBX supports OpenVPN version 2.0.5. Yeastar K2 IPPBX can act as an
OpenVPN client to establish a connection with the VPN server access to VPN services.

OpenVPN is a software based on VPN protocol. OpenVPN uses VPN techniques to secure
point-to-point and site-to-site connections. You can use VPN connection to bypass geo-
graphic restrictions and government censorship by hiding your real IP address on the Inter-
net. Also, OpenVPN encrypts your Internet data and traffic to keep it from being monitored
and threatened by hackers.

Connect Yeastar K2 IPPBX to OpenVPN Server

You can connect Yeastar K2 IPPBX to the OpenVPN server by manual configuration or
OpenVPN files package.
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» Manual Configuration: If your VPN provider provides you the with information of
OpenVPN server settings, certification files and key files, you can manually configure
the OpenVPN client on Yeastar K2 IPPBX and connect to OpenVPN Server.

» Upload OpenVPN Package: If your VPN provider provides you with a connection file,
certification files and key files, you can compress these files, upload the package to
Yeastar K2 IPPBX and connect to OpenVPN Server.

|;?V| Note:

# The name of OpenVPN connection file should be vpn. conf .
# You need to save the certification files and key files in the root directory, and
compress them into a . t ar package.

| client.key
o
vpn.conf

# The new option renot e-cert-tls server is not supported on the S-Series
VoIP PBX, you need to change itto ns-cert-tls server.

Manual Configuration on Yeastar K2 IPPBX

1. Go to Settings > System > Network > OpenVPN, select the checkbox of Enable
OpenVPN.

2. In the drop-down list of Type, select Manual Configuration.

3. Set the OpenVPN client settings according to the OpenVPN server.

Type: Manual Configuratio

Server Address (O Server Port @O 1194
Protocol ©: UDP Device Mode ©: TAP
Username - Password O

Encryption @©: BlowFish Compression O

Proxy Server ©: Proxy Port ©:

» Server Address: Enter the IP address of the OpenVPN server.
 Server Port: Enter the port of the OpenVPN server.

* Protocol: Select the same protocol as the OpenVPN server.

* Device Mode: Select the same mode as the OpenVPN server.

» Username: Optional. Enter the username to access the VPN server.
» Password: Optional. Enter the username to access the VPN server.
* Encryption: Select the same type as the OpenVPN server.
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» Compression: Enable or disable compression for data stream. The server and
client should be the same setting.
* Proxy Server: If the PBX is connected through an HTTP proxy to reach the
OpenVPN server, enter the proxy server.
» Proxy Port: If the PBX is connected through an HTTP proxy to reach the Open-
VPN server, enter the proxy port.
4. Upload certificates and keys.

CA Cernt @: Please select Browse
Cert @O: Please select Browse
Key ©: Please select Browse

[ TLS Authentication ©

TA Key @: Please select Browse

» CA Cert: Upload a CA certificate.

* Cert: Upload a Client certificate.

* Key: Upload a Client key.

* TLS Authentication: Enable or disable TLS authentication.

* TA Key: If you enable TLS Authentication, upload a TA key.

5. Click Save and click the at the right-top corner to check the VPN client status.

< Resource Monitor

Alternate DNS Server: 88.8.8

| VPN Client

Status: connect

P-t-P: 10.9.09

IP Address: 10.9.0.10
Subnet Mask: 255 255 255 255

Preferred DNS Server: 192.168.1.1

Alternate DNS Server: 8.8.8.8

o Information
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Upload OpenVPN Package

1. Go to Settings > System > Network > OpenVPN, select the checkbox of Enable
OpenVPN.

2. In the drop-down list of Type, select Upload OpenVPN Package.

3. Click Browse, select the OpenVPN package.

[ Enable OpenVPN

Type: Upload OpenVPNP -

VPN Profile: Plzase select

4. Click Save and click the at the right-top corner to check the VPN client status.

v Resource Monitor

Altemnate DNS Server: 8.8.8.8

| VPN Client

Status: connect

P--P: 10.9.09

IP Address: 10.9.0.10
Subnet Mask: 255 255 255 255

Preferred DNS Server: 192.168.1.1

Alternate DNS Server: 8.8.8.8

o Information

DDNS

DDNS Overview

Dynamic DNS (DDNS) is a method of updating a Domain Name System (DNS) to point to a
changing IP address on the Internet.

When do you need a DDNS?

If your ISP assigns dynamic IP addresses to you, the remote extensions, or other remote
devices can not keep connected to your PBX.
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To ensure the successful remote connection with your PBX, you need to set up dynamic
DNS service. Dynamic DNS keeps track of the dynamic IP address, so the remote devices
can access the PBX even the IP address is changing from time to time.

Supported DDNS providers
You can set up DDNS on your router or Yeastar K2 IPPBX. Yeastar K2 IPPBX supports the
following DDNS providers:

 dyndns.org

« freedns.afraid.org

* WWW.No-ip.com

* www.zoneedit.com

* www.oray.com (For Chinese users)
* 3322.0rg (For Chinese users)

Set up No-IP DDNS on Yeastar K2 IPPBX

If your ISP doesn't provide a static public IP address for you, you can create a No-IP DDNS
account, and set up DDNS on Yeastar K2 IPPBX.

Step 1. Create a No-IP account

1. Go to the No-IP Sign Up page.

2. On the new account form, fill in the required fields.
» Email: Enter your email address as the No-IP account.
» Password: Set the password of the No-IP account.
* Hostname: Select your desired domain name, and enter your desired host-
name.

Create Your No-IP Account

% Indicates required fislds

carol@yeastar.com *

ween] Hostname Domain name *

yeastars300 hopto.org -

[_] Create my hostname later



https://www.noip.com/sign-up
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3. At the bottom of the page, click Free Sign Up.

No-IP will send a confirmation email to your email address.

Step 2. Confirm your No-IP account

Check your email from No-IP, click Confirm Account. Your No-IP account is activated.

™

Confirm Your No-IP Account
Thanks for creating a No-IP account. We are happy you found us. To

confirm your account, please click the button below.

Confirm Account

MNeed help? Open a Support Ticket now.

Thank you for choosing Mo-IP!We hope that you enjoy our rock solid

senices that we have been offering since 1999 to millions of users.

Step 3. Set up No-IP DDNS on PBX

1. Log in the PBX web interface, go to Settings > System > Network > DDNS Set-
tings.

2. Select the checkbox of Enable DDNS.

3. In the DDNS Server drop-down list, select www.no-ip.com.

4. Enter your No-IP account information and the fully qualified domain name.

5. Click Save and Apply.

DDNS Status: DDMNS is running

[+ Enable DDNS

DDNS Server O www.no-ip.com -
Username - carol@yeastar.com
Password (-

Domain @- yeastars300.hopto.org
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Step 4. Set up Port Forwarding and NAT

« If your PBX is behind a router, you need to set up Port Forwarding on the router to al-
low external devices to access to the PBX.

* To ensure that the external traffic packets can be sent to the correct destination, you
need to set NAT on your PBX.

(D Important: To enhance the security of your PBX, we suggest you to change the
default ports.

Table 2. Common ports on Yeastar K2 IPPBX

Service Default Port
Web 8088
SIP 5060
Linkus 8111
RTP 10000-12000

Q Tip: To verify that you have set up your router correctly, you can visit the website
www.portchecktool.com.

Step 5. Check the DDNS connection

To check the connection of an external device from the Internet, enter the domain name
and external port to access the PBX.

Example: Access PBX by DDNS

On a PC that is NOT in the PBX's network, enter the domain name and external web port to
access the PBX web interface.

j¢ Veastar $100 x  + = x

& hittps://yeastars300.hopto.org:809€

Yeastar S100

Example: Register a remote extension by DDNS


http://www.portchecktool.com/
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On an IP phone that is NOT in the PBX's network, enter the domain name and external SIP
port to register a remote extension.

Log Out

Yealink |2

Status Account Network DSSKey Features Settings Directory Security

: ?
Register . NOTE
Register Status Register Failed
Basic Display Name
Line Active Enabled A ] SIP service subscriber's name
Cod which will be used for Caller ID
e Label 1000 Q display.
Advanced Display Name 1000 EEr=izlETe
ki L] SIP service subscriber's ID used
Register Name 1000 ) for authentication.
User Name
User Name 1000 (] User account, provided by VoIP
service provider.
password  [eseeeees ) 3
MAT Traversal
Enable Outbound Proxy Server Disabled A ] Defines the STUN server will be
active or not.
Qutbound Proxy Server Port | 5060 [7]

PBX's domain name External SIP Port

rver

Server Host yeastars300.hopto.org port| 7829 (7]

Server Expires 3600 [7]

Port Forwarding

Port Forwarding Overview

If Yeastar K2 IPPBX is behind a router, you need to set up port forwarding on the router to

allow external devices to access to the PBX. The router directs the appropriate traffic from
the Internet to the PBX.

Forward Ports for Remote Extensions

If you want to register remote extensions to the PBX, forward the following ports on your
router:

* Port 5060 (inbound, UDP)

* Port 5060 (inbound, TCP) — if you use TCP for SIP registration
 Port 10000 - 12000 (inbound, UDP) for RTP

SIP: 5060/UDP
J— 5060/TCP

- = __7'/ T t
= ™y
| TGN N
e N

~ RTP Media: 10000- lZDOD}'UDP \\\

Remote Phone

Yeastar 5-5eries VolP PBX

Firewall / Router
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Forward Ports for Linkus

If users want to use Linkus when they are out of the office, you need to forward the ports of
Linkus server on your router.

* Port 5060 (inbound, UDP)

* Port 5060 (inbound, TCP) — if you use TCP for SIP registration
 Port 10000 - 12000 (inbound, UDP) for RTP

» Port 8111 (inbound, UDP&TCP) for Linkus server

SIP: 5060/UDP

P 5060/TCP
'\.: ————————————————— -
) 7 Internet ) .. _RTP Media: 10000-12000/0P \H
“ Linkus Server: 8111/TCP, 8111 UDP \&
_______________________ 3
Linkus Client \*\
V Yeastar S-Series WVolP PBX

Firewall / Router

Forward Ports for Remote Web Login

If you want to log in the PBX web interface remotely, you need to forward the following
ports:

* Port 8088 (inbound, TCP)

Yeastar 5-5eries VolP PBX

Firewall / Router

Set up Port Forwarding on Mikrotik Router

This topic provides a configuration example of port forwarding on Mikrotik router.

1. Check the SIP UDP port and RTP port on Yeastar K2 IPPBX.
a. Log in the PBX web interface, go to Settings > PBX > General > SIP > Gener-
al.
b. Note down the default port or change the default port.
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UDP Port ©: 5060 O TcPPort@:- 5060

RTP Port @: 10000 | — | 12000 O Local 5IP Port @: 5062 ~ | 5082

2. Forward SIP UDP 5060 on Mikrotik Router.
As the following figure shows, we forward port 5060 to 5566.

[5) Note: To enhance the PBX security, we highly suggest you not to forward the SIP
port 5060 to 5060.

Hew HAT BRule

General |Advanced Extra hction Statistics

Chain: [FELERY =]

Sre. Address: | |~
Dst. Address: | |+
Frotocol: [ ||udp [E2ES

Sre. Port: | |~

| Dst. Port: [ [[5566 | |«
Ary. Port: | |~

Irn. Interface: | ||WANZOM-120-EthS [#]«
Out. Interface: | |~

Hew HAT Eule

General Adwanced Extra l’U'-'t:i-m't|St:atistin:s

hetion:

To Addresses: 192, 16& 5. 150 | &

To Ports: |SOR0 | &

3. Forward RTP ports 10000-12000 on Mikrotik Router.
As the following figure shows, we forward ports 10000-12000 to 10000-12000.

Hew HAT Eule

General |Advanced Extra Action Statisties
Chain: [#]
Sre. Address: | |+
Dst. Address: | |+
Frotocol: [ |udp I
Sre. Fort: | |+
Dst. Fort: [ ||10000-12000 | | &
Any. Fort: | |+
In. Interface: | ||WAWZOM-120-EtLS I
fut. Interface: | |+
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Few HAT Eule

General Advanced Extra Action |Statisties

hetion: TR + |
To Addreszes: |192.188.5. 150 | &
To Forts: [10000-12000 | &

NAT

NAT Overview

Network address translation (NAT) is a method of translating the private (not globally
unique) address in Internet Protocol (IP) into legal address. NAT is used to limit the number
of public IP addresses for security purpose..

Local Netowrk Internet
0 TN
l E / I.l FReT EI lff_ Internet j:‘ SE
|:||y ~ H""\,__..f'f )

Yeastar 5-5Series VolP PBX

80.21.25.2

Y

F 9
F 9

192.168.7.112 216.5.25.3 IP Packet

When do you need to configure NAT?

If your PBX is operating in a network connected to the Internet through a single router, your
PBX is behind NAT.

The NAT device has to be instructed to forward the right inbound packets (from Internet) to
the PBX server. You need to configure NAT settings in the following situations:

» Register a remote extension to the PBX
» Connect a device to the PBX via SIP trunk

[5) Note: Problems like "One way audio” or "Call drops after XX seconds" are mostly
caused by incorrect NAT settings.
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NAT types
Yeastar K2 IPPBX provides three types of NAT configurations, you can select a type to con-
figure NAT according to your network environment.

» External IP Address: If your PBX has a private IP address and is connected to a
router that has a static public IP address, you can set NAT with External IP Address.

Your PBX will communicate with the external devices with the static public IP address.
When the router gets packets back from the external devices, the router can redirect
the packet to the PBX.

» External Host: If your PBX has a private IP address and is connected to a router that
doesn't have a static public IP address, you can set NAT with External Host.

» STUN: If your PBX has no static public IP address and domain name, you can set the
NAT with STUN (Simple Traversal Utilities for NAT). STUN is a simple protocol for
discovering the public IP address.

Set NAT with External IP Address

If your PBX has a private IP address and is connected to a router that has a static public IP
address, you can set NAT with External IP Address.

1. Forward the required ports on your router.

2. Log in the PBX web interface, go to Settings > PBX > General > SIP > NAT.
3. In the drop-down list of NAT Type, select External IP Address.

4. Configure the NAT settings according to your network environment.

NAT Type ©: External IP Address

External IP Address @ 2165.253 . 5566

Local Network Identification @: = 192.168.7.0 Il 25525525510 E
NAT Mode ©: Yes

» External IP Address: Enter the static IP address of the router and enter the for-
warded destination port of SIP.

» Local Network Identification: Enter the local network segment and the subnet
mask. This setting will allow all your local devices to communicate with the PBX
by the local IP address instead of passing through the router.

[5) Note: If you have multiple local network segments, click L™ to add another
Local Network Identification.
* NAT Mode: Set to Yes.
5. Click Save and reboot the PBX to take effect.
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Set NAT with External Host

If your PBX has a private IP address and is connected to a router that doesn't have a static
public IP address, you can set NAT with External Host.

1. Set up DDNS on the PBX or set up DDNS on your router.

2. Forward the required ports on your router.

3. Log in the PBX web interface, go to Settings > PBX > General > SIP > NAT.
4. In the drop-down list of NAT Type, select External Host.

5. Configure the NAT settings according to your network environment.

NAT Type @©: External Host

External Host - yeastarwillie.ddns net . 5566

Refresh Interval (s) ©: 120

Local Network Identification@: | 192.168.7.0 /| 2552552550
NAT Mode ©- Yes

» External Host: Enter the domain of the PBX and enter the external SIP port.

» Local Network Identification: Enter the local network segment and the subnet
mask. This setting will allow all your local devices to communicate with the PBX
by the local IP address instead of passing through the router.

[5) Note: If you have multiple local network segments, click .= to add another
Local Network Identification.
* NAT Mode: Set to Yes.
6. Click Save and reboot the PBX to take effect.

Set NAT with STUN

If your PBX has no static public IP address and domain name, you can set the NAT with
STUN (Simple Traversal Utilities for NAT). STUN is a simple protocol for discovering the
public IP address.

1. Forward the required ports on your router.

2. Log in the PBX web interface, go to Settings > PBX > General > SIP > NAT.
3. In the drop-down list of NAT Type, select STUN.

4. Configure the NAT settings according to your network environment.
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NAT Type ©: STUN

STUN Address @: stun.yeastar.com

Refresh Interval (s) @: 30

Local Network Identification @: = 192.168.7.0 | 255.255.255.0 (+]
NAT Mode ©: Yes

» STUN Address: Select the Yeastar STUN or customize a STUN.

» Local Network Identification: Enter the local network segment and the subnet
mask. This setting will allow all your local devices to communicate with the PBX
by the local IP address instead of passing through the router.

[5) Note: If you have multiple local network segments, click L to add another
Local Network Identification.
* NAT Mode: Set to Yes.
5. Click Save and reboot the PBX to take effect.

Static Route

Static Route Overview

Yeastar K2 IPPBX automatically adds system route entries to the routing table after you
configure IP addresses on the PBX network interface. If you set the PBX network mode to
Dual, you need to add a static route to override the default route entries, routing the packets
from specific IP address to the specified destination.

Static Route example
Static Route is typically used for dedicated SIP trunking on Yeastar K2 IPPBX.

System Route Entries

The system route entries are added to the routing table after you configure the PBX network
interface.

In the routing table, you can check the original rule after configuring the network settings:

A default route entry. The packets that are destined to any unknown destinations will
be routed to the default gateway.

* A route entry destined for the IP address range of LAN or WAN interface. The packets
that are destined to the IP address range can be sent directly to the destination.
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* A route entry for broadcast packets. The broadcast packets can be sent directly to the
destination.

[5) Note: You cannot delete the default route entries from the routing table.

For example, you enable both LAN interface and WAN interface, and set LAN as the default
network interface.

Hostname: IPPBX1
Mode @: Dual b Default Interface ©: LAN b
Cellular Network @ Never  d When Dual Mode is enabled, if you need to designate a specific IP

or domain to go through a specific port for data communication,
please configure this in Static Route settings. If Static Route is not

configured, the default port will be used.

| LAN | wWAN

(O DHCP (@ Static IP Address O PPPoE (O DHCP (3 Static IP Address (O PPPoE
IP Address ©: 192.168.6.36 IP Address ©: 10.10.1.18

Subnet Mask @ 255.255.255.0 Subnet Mask ©: 255.255255.0
Gateway @©- 192.168.6.1 Gateway ©: 10.10.1.1

Preferred DNS Server - 192 168.1.1 Preferred DNS Server -

You can go to Settings > System > Network > Static Routes > Routing Table to check

the routing entries.

The following route entries are automatically added to the routing table of the PBX.

Static Routes
Destination Subnet Mask Gateway Metric Interface
default 0.000 192.168.6.1 0 LAN
10.10.1.0 2552552550 0.0.00 0 WAN
192.168.6.0 2552552550 0.0.00 0 LAN
224.0.0.0 224000 0.0.0.0 0 LAN

* The route entry with the Destination of def aul t is the default route entry. By default,
all the packets will be routed to the gateway 192. 168. 6. 1 through LAN interface.

* The route entry with the Destination of 10. 10. 1. 0/ 255. 255. 255. 0 is the route entry
that is automatically added for WAN interface.




Admin Guide | 1 - Admin Guide | 220

The packets for the network 10. 10. 1. 0/ 255. 255. 255. 0 don't need to be routed. The
network is locally connected, so packets can be sent directly to the destination.

* The route entry with the Destination of 192. 168. 6. 0/ 255. 255. 255. 0 is the route en-
try that is automatically added for LAN interface.

The packets for the network 192. 168. 6. 0/ 255. 255. 255. 0 don't need to be routed.
The network is locally connected, so packets can be sent directly to the destination.
* The route entry with the Destination of 224. 0. 0. 0 is the route entry that is automati-
cally added for broadcast packets. The broadcast packets can be sent directly to the

destination.

Add a Static Route

If you set the network mode of Yeastar K2 IPPBX to Dual, you need to add a static route to
override the default route entries, routing the traffic from specific IP address to the specified
destination.

1. Go to Settings > System > Network > Static Routes > Static Routes, click Add.
2. In the pop-up dialog box, configure the route entry according to the following informa-
tion.
 Destination: Enter the destination IP address or IP subnet for the PBX to reach
using the static route.
» Subnet Mask: Enter the subnet mask for the destination address.
» Gateway: Enter the gateway address. The PBX will reach the destination ad-
dress through this gateway.
* Metric: Optional.

Routing metric is used to determine whether one route should be chosen over
another.
* Interface: Select the network interface.

The PBX will reach the destination address using the static route through the
selected network interface.
3. Click Save and Apply.

The static route is added to the routing table. Go to Settings > System > Network > Static
Routes > Routing Table to check the routing table.

Manage the Static Routes

After you add static routes on the Yeastar K2 IPPBX, you can edit or delete them.

Edit a static route

1. Go to Settings > System > Network > Static Routes > Static Routes.

2. Click beside the static route that you want to edit.
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3. Edit the static route settings.
4. Click Save.

Delete a static route

1. Go to Settings > System > Network > Static Routes > Static Routes.

2. Click I peside the static route that you want to delete.
3. Click Yes to confirm the deletion.

Dedicated SIP Trunking on Yeastar K2 IPPBX

If you have bought a dedicated SIP trunk from the ITSP, you need to set the network mode
to Dual, add a static route, configure NAT setting and firewall on Yeastar K2 IPPBX to en-
sure that the SIP trunk works properly.

The ITSP provides a dedicated network cable for the SIP trunk. The ITSP router is used for
the SIP trunk only, but cannot access the Internet.

| 191.8.88.15
|
. Router |
355 B «
O
<&
of
IP: 192.168.6.36 IP- 10.10.1.18
‘ ‘ ‘ Gateway: 192.168.6.1 Gateway" 10.10.1 1

LAN WAN

Yeastar S300

Network settings

1. Connect your local router or switch to the PBX LAN interface; Connect the ITSP
router to the PBX WAN interface.
2. Go to Settings > System > Network > Basic Settings to configure the PBX network.
a. In the drop-down menu of Mode, select Dual.
b. In the drop-down menu of Default Interface, select LAN.
c. In the LAN section, enter your local network information.
d. In the WAN section, enter the network information that is provided by the ITSP.
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e. Click Save and reboot the PBX.

Hostname: IPPEX1

Mode ©: Dual b Default Interface ©: LAN -

Cellular Network ©: Never v When Dual Mode is enabled, if you need to designate a specific IP
or domain to go through a specific port for data communication,
please configure this in Static Route settings. If Static Route is not
configured, the default port will be used.

| LAN  Enter local network information I WAN Enter ITSP network information

O DHCP (@ Static IP Address O PPPoE O DHCP (@ Static IP Address O PPPoE

IP Address ©: 192.168.6.36 IP Address ©: 10.10.1.18

Subnet Mask @ 2552552550 Subnet Mask @: 255255255 0

Gateway ©- 192.168.6.1 Gateway ©: 10.10.1.1

Preferred DNS Server ©: 192.168.1.1 Preferred DNS Server @©:

Static route settings

1. Go to Settings > System > Network > Static Routes > Static Routes, click Add.
2. Set a route rule for the SIP trunk, routing the SIP trunk traffic through the ITSP router.

Add Static Routes
Destination O 191.8.88.0
Subnet Mask: 255.255.255.0
Gateway: 10.10.1.1
Metric@:
Interface: WAN A

» Destination: Enter the IP address of SIP trunk.

To ensure that both SIP registration packets and SIP media packets can be
routed to the desired destination, set the IP range of the SIP trunk. In this sce-
nario, set Destination to 191.8.88.0, and set Subnet Mask to 255. 255. 255. 0.

» Subnet Mask: Enter the subnet mask. In this scenario, enter 255.255.255.0.

» Gateway: Enter the gateway IP address of the WAN interface. In this scenario,
enter 10.10.1.1.

* Metric: Leave it blank.
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* Interface: Select WAN.

SIP trunk settings
Register the SIP trunk on Yeastar K2 IPPBX.

1. Go to Settings > PBX > Trunks, click Add.
2. Enter the SIP trunk information that is provided by the ITSP.

Add VolIP Trunk
Basic Codec Advanced DOD Adapt Caller ID

Name: SIP-Trunk Trunk Status ©: Enabled -
Select Country @- General v

Trunk Type: Register Trunk -

Protocol: SIP v Transport ©- uppP v
Hostname/IP ©: 191.8.88.15 o | 5060

Domain ©: 191.8.88.15

Username ©: Password ©:

Authentication Name ©: From User ©:

Caller ID Number ©: Caller ID Name @:

] Enable Qutbound Proxy ©

3. Click Save and Apply.

NAT settings
If you have configured NAT settings on the PBX, you need to add a Local Network Identi-
fication for the SIP trunk to ensure successful communication through the SIP trunk.

1. Go to Settings > PBX > General > SIP > NAT.

2. Click to add a Local Network ldentification.
3. Enter the IP range of the SIP trunk.

In this scenario, set Local Network Identification to 191.8.88.0/255.255.255.0.
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Preferences Feature Code Voicemail SIP 1AX Jitter Buffer AP
Genera Codec TLS Session Timer QoS T.38 Advanced
NAT Type ©: External IP Address =

External IP Address (O:

Local Network Identification ©: | 192.168.6.0 | 2552552550 ﬁ
ILocaI Network Identification ©: | 191.8.88.0 f| 255.255.255.0 I E
NAT Mode ©: Yes v

4. Click Save and reboot the PBX.

Firewall settings

To avoid that the PBX may accidentally block the IP address of the SIP trunk, add a firewall
rule to accept packets from the SIP trunk IP address.

1. Go to Settings > System > Security > Firewall Rules, click Add.
2. Configure a firewall rule to accept packets from the IP address of SIP trunk.

Add Firewall Rule
Name @: Accept-SIP-Trunk
Description ©:
Action ©: Accept - Accept the connections from the configured address.
Protocol ©: BOTH -
MAC Address ©:
Type ©: ® 1P (O Domain Name
Source IP Address/Subnet Mask: 191.8.88.0 | 2552552550
Port ©: 1 - | 65535

* Name: Set a name to help you identify it.
» Action: Select Accept.
* Protocol: Select BOTH.
* Type: Select IP.
» Source IP Address/Subnet Mask: Enter 191.8.88.0/255.255.255.0.
* Port: Enter 1:65535.
3. Click Save and Apply.
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System Management

System General Settings
The system general settings can be applied globally to Yeastar K2 IPPBX

System Preference

Configure the preferences settings that will be applied globally to the system.

Go to Settings > PBX > General > Preferences to configure the system preferences.

General Preference

Table 3. Descriptions of General Preference
Option Description

Max Call Duration Select the global maximum call duration.

@ Note:

The precedence of Max Call Duration(s) (Global v.s.
Extension):

» For internal calls: The Max Call Duration(s) setting
of the caller's extension takes precedence.

* For outbound calls: The Max Call Duration(s)
setting of the caller's extension takes precedence.

* For inbound calls: The global Max Call Duration(s)
setting takes precedence.

Attended Transfer Caller ID The Caller ID that will be displayed on the recipient's phone.
For example, Phone A (transferee) calls Phone B (transfer),
and Phone B transfers the call to Phone C (recipient). If
set to Transfer, the Caller ID displayed will be Phone B's
number; if set to Transferee, Phone A's number will be
displayed.

Flash Event Set which event will be triggered by pressing the hook flash:

« 3-way Calling
 Call Transfer

Virtual Ring Back Tone Once enabled, when the caller calls out with cellular trunks,
the caller will hear the virtual ring back tone generated by
the system before the callee answers the call.

Distinctive Caller ID When the incoming call is routed from Ring Group, Queue
or IVR, the Caller ID would display where it comes from.
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Table 3. Descriptions of General Preference (continued)

Option Description
Match Route Permission When If checked, when users seize a line to place an outbound
Seizing a Line call, the call will succeed only when the route permission is
matched.
FXO Mode Select a mode to set the On Hook Speed, Ringer

Impedance, Ringer Threshold, Current Limiting, TIP/RING
voltage, adjustment, Minimum Operational Loop Current,
and AC Impedance as predefined for your country's analog
line characteristics.

The default setting is FCC for USA.

Tone Region Select your country or nearest neighboring country to
enable the default dial tone, busy tone, and ring tone for
your region.

DTMF Duration Set the duration of a DTMF tone on the FXO trunk.

DTMF Gap Set the interval between each DTMF tone on the FXO trunk.

Extension Preference
Below are default extension ranges. You can change the extension range according to your
needs.

[5) Note: PBX treats Ring Group, Paging Group, Conference, Queue as extensions. Exten-
sion users can dial the extension numbers to reach them directly.

Extension Type Default Range
User Extensions 1000 - 5999
Account Trunk 6100 - 6199
Ring Group Extensions 6200 - 6299
Paging Group Extensions 6300 - 6399
Conference Extensions 6400 - 6499
IVR Extensions 6500 - 6599
Queue Extensions 6700 - 6799

Feature Code

Feature codes are used to enable and disable certain features available in the Yeastar K2
IPPBX. Extension users can dial feature codes on their phones to use that particular fea-
ture.

Go to Settings > PBX > General > Feature Code to view or change the feature code set-
tings.
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* Feature Code Digit Timeout: The timeout to input next digit. The default is 4000 ms.

Default Feature Codes

Recording
One Touch Recording *1
Auto Recording Switch *00

Call Forwarding

Reset to Defaults *70
Enable Forward All Calls *71
Disable Forward All Calls *071
Enable Forward When Busy *72
Disable Forward When Busy *072
Enable Forward No Answer *73
Disable Forward No Answer *073
Voicemail

Check Voicemail *2
Voicemail for Extension *x
Voicemail Main Menu *02
Transfer

Blind Transfer *03
Attended Transfer *3
DND

Enable Do Not Disturb *74
Disable Do Not Disturb *074
Call Pickup

Call Pickup *4
Extension Pickup *04
Queue

Switch Dynamic Agent's Login *75
Status

Switch Agent's Pause Status *075

Busy Camp-on

Enable Busy Camp-on *79
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Recording
Disable Busy Camp-on *079

Time Condition

Time Condition Override *8

Intercom

Intercom *5

Call Monitor

Listen *90

Whisper *901

Barge-in *92

Call Parking

Call Parking *6

Directed Call Parking *06

Parking Extension Range 6900-6999

Hot Desking

Guest In *93

Guest Out *093

Force Drop

Call Force Drop *94

Remote IVR

Remote IVR #9
SIP Settings

The SIP configurations require professional knowledge of SIP protocol, incorrect configura-
tion may cause calling issues on the SIP extensions and SIP trunks.

Go to Settings > PBX > General > SIP to configure the SIP settings.

SIP General Settings

Option Description
UDP Port UDP Port used for SIP registrations. The default is 5060.
RTP Port RTP Port for transmitting data. The From-port should start from

10000. From-port and To-port should have a difference value
between 100 and 10000.



Option

TCP Port
Local SIP Port

Registration Timers

Max Registration Time
Min Registration Time
Qualify Frequency

Outbound SIP Registrations
Registration Attempts

Default Incoming/Outgoing
Registration Time

Subscription Timer

Max Subscription Time

Min Subscription Time

NAT Settings
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Description
The default is 10000-12000.

TCP Port used for SIP registrations. The default is 5060.

A random port in the port range will be used when sending packets
to SIP server. The default range is 5062-5082.

Maximum duration (in seconds) of incoming registrations and
subscriptions. The default is 3600 seconds.

Minimum duration (in seconds) of incoming registration and
subscriptions. The default is 60 seconds.

How often to send SIP OPTIONS packet to SIP device to check if the
device is up. The default is 30 per second.

The number of registration attempts before giving up (0 for no limit).

Default duration (in seconds) of incoming/outgoing registration. The
default is 120 seconds.

Note: The actual duration needs to minus 10 seconds from the
value you filled in.

Maximum duration (in seconds) of incoming subscriptions. The
default is 3600 seconds.

Minimum duration (in seconds) of incoming subscriptions. The
default is 90 seconds.

If your PBX is operating in a network connected to the internet through a single router, your

PBX is behind NAT.

The NAT device has to be instructed to forward the right inbound packets (from internet) to

the PBX server.

[5) Note: You need to configure NAT settings when you want to register a remote exten-
sion to the PBX or when you need connect to the PBX via SIP trunk.

Yeastar K2 IPPBX supports 3 methods to configure NAT.

* Set NAT with External Host

* Set NAT with External IP Address

» Set NAT with STUN
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SIP Codec

A codec is a compression or decompression algorithm that used in the transmission of
voice packets over a network or the Internet.

Codec Selection

Yeastar K2 IPPBX supports G711 a-law, u-law, GSM, H261, H263, H263P,
H264, SPEEX, G722, G726, ADPCM, G729A, MPEG4, opus and iLBC.

[5) Note:

* You need to choose at least one same code on the PBX and on your
phones, or there may be a problem of the call.

« If you want to make video calls, you need to select H261, H263, H263P,
H264 or MPEG4 codec on the PBX and on your phones.

iLBC Settings

The iLBC codec supports two modes: 20ms and 30ms frame length modes,

To get better voice quality, you need to set the iLBC mode according to your
SIP endpoints.

[5) Note: Linkus uses iLBC 20ms mode. When Linkus is enabled, this option
is switched to 20ms mode automatically.

TLS Settings

Option Description
Enable TLS Check the checkbox to enable TLS.
TLS Port TLS Port used for SIP registrations. The default is 5061.
Certificate Choose the TLS certificates.

TLS Verify Server If set to no, don't verify the servers certificate when acting as a client. If you
don't have the server's CA certificate you can set this and it will connect
without requiring TLS CA file. The default is no.

TLS Verify Client If set to yes, verify certificate when acting as server. The default is no.

TLS Client Method  Specify protocol for outbound client connections. The default is sslv2.

Session Timer
A periodic refreshing of a SIP session that allows both the user agent and proxy to deter-
mine if the SIP session is still active.

Option Description

Session-timers Choose the session timers mode on the system:
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Option Description

* No: Do not include “timer” value in any field

» Supported: Include “timer” value in Supported header

* Require: Include “timer” value in Require header

» Forced: Iclude “timer” value in both pportednd equired header.

The default is Supported.

Session-Expires The max refresh interval in seconds.
Min-SE The min refresh interval in seconds, it must not be less than 90.
Qos

QoS (Quality of Service) is a major issue in VolP implementations. The issue is how to
guarantee that packet traffic for a voice or other media connection will not be delayed or
dropped due interference from other lower priority traffic.

When the network capacity is insufficient, QoS could provide priority to users by setting the
value.

Option Description
ToS SIP Type of Service for SIP packets.
ToS Audio Type of Service for RTP audio packets.
ToS Video Type of Service for RTP video packets.
Cos SIP Class of Service for SIP packets.
Cos Audio Class of Service for RTP audio packets.
Cos Video Class of Service for RTP video packets.

T.38
Adjust T.38 settings if T.38 Fax don't work.

Option Description
No T.38 Attributes in Re-invite If this option is selected, SDP re-invite packet will not contain
SDP T.38 attributes.
Error Correction Enable or disable Error Correction for the fax.
T.38 Max BitRate Adjust the max BitRate for T.38 fax.

Advanced SIP Settings

Option Description

Allow RTP Re-invite By default, the system will route media streams from SIP
endpoints through itself. Enabling this option causes the system
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Option

User Agent
Send Remote Party ID

Send P Asserted Identify

Send Diversion ID

Support Early Media
All Busy Mode for SIP Forking

Inband Progress

Get Caller ID From

Get DID From

100rel

Description

to attempt to negotiate the endpoints to route packets to each
other directly, by passing the system. It is not always possible for
the system to negotiate endpoint-to-endpoint media routing.

Change the User-Agent field.

Whether to send Remote-Party-ID in SIP header or not.

Note: This configuration only take effects on internal calls.
To set up for external calls, configure the Advance settings of
SIP trunk.

Whether to send P-Asserted-ldentify in SIP header or not.

Note: This configuration only take effects on internal calls.
To set up for external calls, configure the Advance settings of
SIP trunk.

Whether to send Diversion in SIP header or not.

If this option is selected, the Diversion value will be extension
number.

Note: This configuration only take effects on internal calls.
To set up for external calls, configure the Advance settings of
SIP trunk.

Whether to support Early Media or not.

» Check this option: When one of the terminals that register
the same extension number is busy in a call, the other
terminals will not receive calls.

« Uncheck this option: When one terminal is busy, the other
terminals will still be able to make and receive calls.

This Inband Progress setting applies to all the extensions.

Note: To configure global Inband Progress setting, you
need to contact Yeastar support to configure a custom config file.

» Check this option: PBX will send a 183 Session Progress
to the extension when told to indicate ringing and will
immediately start sending ringing as audio.

« Uncheck this option: PBX will send a 180 Ringing to the
extension when told to indicate ringing and will NOT send
it as audio.

Decide the system will retrieve Caller ID from which header field.

Decide the system will retrieve DID from which header field.

|;?‘7| Note: If Remote-Party-ID is selected but the SIP trunk
doesn't support this, the system will retrieve DID fron INVITE
header.

Whether to support 100rel or not.



Option
Allow Guest
Support Message Request
Maxptime

Notify Caller ID

DTMF Passthrough

Enable uaCSTA connection

IAX Settings
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Description

If this option is selected, PBX will accept the unknown calls.
Whether to support SIP Message Request or not.

Select or enter the Maxptime value.

If checked, when extension A has an inbound call, PBX will
send the call's Caller ID information to the extension that has
subscribed to the A's call status. Displaying caller ID information
can be useful to help an agent decide whether to pickup an
incoming call. This option is disabled by default.

If DTMF Passthrough is enabled, PBX will not process the DMTF
tones, and passe DTMF tones transparently to the other end.

If this option is enabled, the PBX will use uaCSTA (User Agent
Computer Supported Telecommunications Application) to
remotely control the IP Phone via Linkus Desktop Client CTI.
Your IP Phone needs to support uaCSTA standard to use this
function.

The IAX configurations require professional knowledge of IAX protocol, incorrect configura-
tion may cause calling issues on the IAX extensions and IAX trunks.

IAX General Settings

Option Description

UDP Port IAX registration port.

Bandwidth Control which codecs to be used based on
bandwidth.

Maximum Registration/Subscription Time Maximum duration (in seconds) of an IAX
registration.

Minimum Registration/Subscription Time Minimum duration (in seconds) of an IAX
registration.

IAX Codec

A codec is a compression or decompression algorithm that used in the transmission of
voice packets over a network or the Internet.

Yeastar K2 IPPBX supports G711 a-law, u-law, GSM, H261, H263, H263P, H264, SPEEX,
G722, G726, ADPCM, G729A, MPEG4 and iLBC.

@ Note:
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* You need to choose at least one same code on the PBX and on your phones, or there
may be a problem of the call.

« If you want to make video calls, you need to select H261, H263, H263P, H264 or
MPEG4 codec on the PBX and on your phones.

Jitter Buffer Settings

A jitter buffer is used at the receiving equipment to store incoming RTP packets, re-align
them in terms of timing and check they are in the correct order. If some arrive slightly out-of-
sequence then, provided it is large enough, the jitter buffer can put them back into the right
sequence. However, for this to work the receiving device must delay the audio very slightly
while it checks and reassembles the packet stream.

Jitter Buffer Settings

Go to Settings > PBX > General > Jitter Buffer to enable and configure jitter buffer set-
tings.

Option Description

Enable Jitter Buffer Whether to enable jitter buffer.

Select which trunk(s) to enable Jitter Enable jitter buffer for the selected trunks.
Buffer

The outbound audio through the selected trunk will be
dejittered by jitter buffer on the other side.

Select which extension(s) to enable Jitter « Enable jitter buffer for the selected extensions.

Buffer The received audio on the selected extension will

be dejittered by jitter buffer.

Note: In the following conditions, jitter buffer
will not work for the selected extensions:

# In an internal call, the audio is received
from an analog phone or an IAX
extension.

# In an external call, the other side sends
audio through a non-SIP trunk, and jitter
buffer is not enabled for the trunk.

Implementation The implementation of jitter buffer.

 Fixed: The length of jitter buffer will always be
the sized defined by Jitter Buffer Size.

« Adaptive: The length of jitter buffer will vary in
size within the range of min size and max size
based on current network condition.

Adaptive Adjustment Size The size of each adaptive adjustment of jitter buffer. The
default is 50ms. If set by default, the jitter buffer size
will be adjusted dynamically based on current network
condition. It will start from 0 ms and grows at a size of
50 ms each time.
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Option Description
Max Jitter Buffer Size The maximum value of adaptive jitter buffer.
Security

Firewall Rules

We strongly recommend you to enable and configure firewall on the PBX to prevent the at-
tack fraud or calls loss.

Enable Firewall on the PBX

Go to Settings > System > Security > Firewall Rules, check the option Enable Firewall.

If firewall is enabled, the page will show "Firewall is running”, and the firewall rules will work
to protect your PBX.

< Firewall Rules IP Auto Defense Allowed Country IPs Allowed Country Codes Service >

| Firewall is running & Enable Firewall ©| ) Disable Ping @) Drop All © m

_ MName Action Prot... Source |P Address/Subnet .. Port Edit Delete Maowve
Default_Private |..  Accept  BOTH 10.0.0.0/255.0.0.0 0:65... © ®
Default_Private |..  Accept  BOTH 172.16.0.0/255.240.0.0 0:65... @ ® © ®

Firewall Rules

Firewall rules are pre-configured rules to control and filter traffic that are sent to the PBX.
Yeastar K2 IPPBX has default firewall rules to accept access of your local network. You can
also create new rules according to your needs.

Default firewall rules

By default, the following types of IP address or domain are included in Yeastar
K2 IPPBX firewall rules:

* Local network
#10.0.0.0/255.0.0.0
#172.16.0.0/255.240.0.0
#192.168.0.0/255.255.0.0
#169.254.0.0/255.255.0.0

*« Domain related with Yeastar
# appcenter.yeastar.com
# update.yeastar.com
# mgt.yeastar.com
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# stund.yeastar.com
# cwmp.yeastar.com
# Icstunnel.yeastar.com
#image.yeastar.com
* IP address of phones that are auto provisioned

Create firewall rules

Besides the default firewall rules, you can create other rules to filter specific
source IP address or domain name, ports, MAC address.

Go to Settings > System > Security > Firewall Rules to configure the fire-

wall rules.
Add Firewall Rule
Name ©: image
Description @:
Action - Accept Accept the connections from the configured address
Protocol ©: BOTH

MAC Address ©:

T}'p-:—o: IP Domain Name
Domain Name - image.yeastar.com
Port - 0 - | 65535

* Name: Set a name to identify the firewall rule.
» Description: Optional. Description for this firewall rule.
» Action: Choose the action for the firewall rule.
# Accept
# Drop
# Reject
* Protocol: Choose the protocol that is applied to the rule.
#UDP
#TCP
#BOTH: Both TCP and UDP.
* MAC Address: Optional. The MAC address that is applied to the rule.

The format of MAC address is XX: XX: XX XX: XX: XX.

» Type: Choose the network type of the source traffic.

* Source IP Address/Subnet Mask: The IP address and subnet of the
source traffic.
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« Domain Name: The domain name of the source traffic.
 Port: The port of the source traffic.

Additional Firewall Settings

The PBX provides additional firewall settings to enhance the system security.

€ Firewall Rules IP Auto Defense Allowed Country IPs Allowed Country Codes Service >

m Firewall is running (% Enable Firewaud: Disable Ping O DmpAnOlm

_ Name Action Prot... Source |P Address/Subnet .. Port Edit Delete Move
Default_Private |...  Accept  BOTH 10.0.0.0/255.0.0.0 0:65... ® @

* Disable Ping: The PBX will disable Ping response (ICMP echo).
* Drop All: The PBX will drop all the packets and connections from other hosts except
the accepted/trusted IP address/domain that is defined in the firewall rules.

[5) Note: We recommend that you create a backup on the PBX before you enable
Drop All.

Examples of Firewall Rules

In this topic, we provide configuration examples of firewall rules under different scenarios.
We recommend that you configure firewall rules according to the network environment of
your PBX.

Log in PBX, go to Settings > System > Security > Firewall Rules, and configure firewall
rules as follows.

 Add a trusted IP address to allowlist, or PBX may block the IP address as it frequently
sends packets.

» Add an untrusted IP address to blocklist to prevent the IP address from accessing
PBX.

Accept remote extensions and remote web access

If you want to remotely access PBX web page or register extensions, you can add the pub-
lic IP address to the allowlist, or PBX may block the public IP address as it frequently sends
packets.

For example, the trusted public IP address is 1.2.3.4. Set the firewall rule as follows.

|;?V| Note:

* The subnet mask 255.255.255.0 indicates that all IP addresses under the same net-
work segment are allowed to access the PBX.



Admin Guide | 1 - Admin Guide | 238

* If the remote place doesn't have a static public IP address, you can set a firewall rule
for the trusted domain name.

Name @: Allow_Remote_Access
Description @:

Action @: Accept -
Protocol @: BOTH -

MAC Address @:

Type ©: ®P (O Domain Name
Source |IP Address/Subnet Mask: 1.2.3.4 | 255 255 255 255
Port ©: 1 © | 65535

Accept traffic of VolP Provider

Accept the traffic of SIP registration port and RTP media ports from the VoIP provider.

For example, the IP address of the VoIP provider is 2.2.2.2; port of SIP registration is 5630;
the range of RTP ports is 10000-12000. You need to set two firewall rules for the VolP
provider.

» Accept traffic of the SIP registration port
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Name @: Accept SIP_Port
Description @©:

Action@: Accept

Protocol O: upp

MAC Address -

Type@: @ P
Source IP Address/Subnet Mask: 2222
Port @: 5630 - 5630

O Domain Name

[ 255255255255

» Accept traffic of the RTP ports

Name @: Accept_RTP_Ports
Description -

Action @: Accept

Protocol @©: upp

MAC Address -

O Domain Name

Type@: ® P
Source IP Address/Subnet Mask: 2222
Port ©: 10000 | © | 12000

/| 255255255255

Accept traffic of NTP, SMTP, POP, STUN

We recommend that you accept traffic of NTP, SMTP, POP, STUN, and keep the default

auto defense rules.

For example, the IP address of the NTP server is 3.3.3.3. Set the firewall rule as the follow-

ing figure.
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Name @: Accept_NTP

Description @©:

Action @: Accept -
Protocol O: BOTH -

MAC Address O:

Type ©- @®@wr (O Domain Name
Source IP Address/Subnat Mask: 3333 /| 255255 255255
Port @©: 1 : | 65535

IP Auto Defense

Yeastar K2 IPPBX has default auto defense rules to prevent massive connection attempts
or brute force attacks.

@ Important:

* Do NOT delete the default IP defense rules.
» Change the default IP defense rules under the instruction of our support.

Go to Settings > System > Security > IP Auto Defense > Auto Defense Rules to config-
ure auto defense rules.

Add IP Auto Defense Rule

Port ©:
Protocol ©: ubrP -
Number of IP Packets @:

Time Interval tﬁs}@:

* Port: The auto defense port.
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* Protocol: The protocol of the auto defense port.

* Number of IP Packets: The number of IP Packets permitted within a specific time in-
terval.

» Time Interval: The time interval to receive IP Packets.

For example, Number of IP Packets is 90 and Time Interval is 60; The PBX will
block the IP that sends more than 90 IP packets in 60 seconds.

Restrict Specific Countries or Regions from Accessing Yeastar
K2 IPPBX

This topic describes how to restrict specific countries or regions from accessing Yeastar K2
IPPBX.

Scenario

By default, all the countries and regions are allowed to access your phone system. Some-
times hackers may remotely access your phone system to make international and long dis-
tance calls, monitor conversations, or do other operations that may cause a security threat
to your phone system. In this case, you can restrict IP addresses originate from which coun-
try or region can access Yeastar K2 IPPBX.

Prerequisites

Make sure firewall is enabled on the PBX, or the feature will NOT take effect.

Procedure

=

. Go to Settings > System > Security > Allowed Country IPs.

2. In the Country/Region IP Access Management section, select the checkboxes of
the desired countries or regions, click Allow.

3. In the Operation section, select the checkbox of Enable Allowed Country/Region IP
Access Protection.

4. In the pop-up window, check the allowed countries or regions, click Yes.

Only the device whose IP address originates from the specified countries or regions
can access the PBX.

5. For the disallowed countries or regions, if you want to allow specific IP address to ac-
cess the PBX, you can create firewall rules to accept the IP address. For more infor-
mation, see Examples of Firewall Rules.

Restrict Web Access to Yeastar K2 IPPBX

This topic describes how to restrict users from accessing the web interface of Yeastar K2
IPPBX.
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Procedure

1. Go to Settings > System > Security > Service.
2. In the Web Access Control drop-down list, set which IP address is allowed to access
the PBX.
» Local Network Only: To allow all the local devices to access the PBX, choose
the option.

The allowed local network segments are as follows:

#10.0.0.0/255.0.0.0
#172.16.0.0/255.240.0.0
#192.168.0.0/255.255.0.0
#169.254.0.0/255.255.0.0
» Permitted IP/Subnet Mask: To allow specific IP addresses to access the PBX,
choose the option.

For example, if you only want devices in 192.168.6.X to access the PBX, you
should enter 192.168.6.0/255.255.255.0.
3. Click Save.

Restrict International Calls to Specific Countries and Regions

By default, users can place calls to any countries and regions. Yeastar K2 IPPBX allows
you to restrict users from making international calls to specific countries and regions.

Scenario

A manufacturer has a factory in Mexico, and his target customers are in Argentina. The
manufacturer wants to set up a rule to restrict employees from making international calls to
other countries.

Procedure

1. Go to Settings > System > Security > Allowed Country Codes.
2. In the Operation section, enable international dialing protection, and set international
dialing code.
a. Select the checkbox of Enable Allowed Country/Region Code Dialing Pro-
tection.

Extension users can ONLY make international calls to the allowed countries or
regions.

b. In the International Dialing Code field, enter the international call prefix ac-
cording to your country. In the scenario, enter 00.
When a user tries to call a number starting with 00, the PBX's outbound route
will identify this call as an international call, and then check if the country/region
code is allowed.
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[5) Note: Make sure there is at least one outbound route that matches with the
international dialing code to route the international calls.

c. Click Save.
3. In the Country/Region Code Dial Management section, set users can make interna-

tional calls to which countries or regions.

| Country/Region Code Dial Management

3 2 Q

Country/Region Code Country/Region Continent Allow

54 Argentina South America c

a. In the search box, enter the desired countries or regions. In the scenario, enter

Argentina.
b. In the Allow column, turn on the option.
In the scenario, users can NOT make international calls to countries/regions ex-

cept Argentina.

Note: Some countries or regions share the same code (e.g. The country
code for Canada and America is 1 ). If you allow international dialing to a coun-
try/region, users can also place calls to the countries/regions that share the

same code.

Result
When a user dials a number, PBX's outbound route will check if the dialing is valid:

« If a user dials International Dialing Code + allowed Country/Region Code, the dial

is considered as valid.
* If a user dials International Dialing Code + disallowed Country/Region Code, the

dial is considered as invalid.
« If a user only dials Country/Region Code, the PBX will check if there is a matched

outbound route to route the call out.

Blocked IP Address

The PBX will block an IP address for too many failed login attempts, too many failed regis-
tration attempts, or too many failed authentications for Auto Provisioning.

The blocked IP addresses would be listed in the Blocked IP Address table. If a trusted IP
address was blocked by the PBX, you can go to Settings > System > Security > IP Auto
Defense > Blocked IP Address to delete the IP address.
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S

Type Time of Attack Protocal Attacked Port Source IP Address Delete
Web-Account 2018-05-31 21:52:35 TCP 5088 192.168.7 24({admin)
Service

All the PBX service statuses and ports are displayed on the security Service page.

Go to Settings > System > Security > Service to configure the service settings.

Option Description

Auto Logout Time (min) After the set time of inactivity, the session will automatically log out.
The default time is 15 minutes.

Web Login Mode Users can log in the web interface with extension humber, email
address or both.

» Extension: Use an extension number as the username to
log in.

* Email: Use an email address as the username to log in. The
email address is associated with extension number.

@ Note:

 Users are not allowed to log in web interface if neither
Extension nor Email is checked.

» The super administrator can always log in the web interface
by the username "admin".

System Security Level Select a system security level to change the TLS and SSL protocol
version. The default value is High Level.

» High Level: The system only supports TLS 1.2 protocol.

TLS 1.0, TLS 1.1, TLS 1.3, SSL 2.0, and SSL 3.0 protocols
are not supported.

* Low Level: The system supports TLS 1.0, TLS 1.1, TLS 1.2,
and SSL 3.0 protocols.

SSL 2.0 and TLS 1.3 protocols are not supported.

Allow Weak Password By default, strong password is required for Extension Registration
Password and Extension User Password.

If weak password is enabled, the PBX will allow a weaker password
to be configured.



Option

Protocol

Port

Redirect from port 80

Certificate

Web Access Control

Enable SSH

Enable FTP

Enable TFTP

IAX Port

SIP UDP Port
Enable SIP TCP
Enable SIP TLS
DHCP Server
Enable DHCP Server

Gateway
Subnet Mask
Preferred DNS Server

Alternate DNS Server
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Description

Note: Reconsider it before you enable Weak Password. A
weak password will make your PBX system easily be attacked by
brute force methods.

Select the web protocol. The default web protocol is HTTPS.
Select the web port. The default port is 8088.

@ Note: The port 8090 is reserved port which can't be assigned.

If the option is enabled, when you access the PBX using HTTP with
port 80, it will be redirected to HTTPS with port 8088.

Select a certificate for HTTPS. The default is None.

Set which IP address is allowed to access the PBX.

» Local Network Only: Only the devices in the following
network segments can access the PBX.
#10.0.0.0/255.0.0.0
#172.16.0.0/255.240.0.0
#192.168.0.0/255.255.0.0
# 169.254.0.0/255.255.0.0
» Permitted IP/Subnet Mask: Only the specified IP address or
network segment can access the PBX.
* No Limitations: All the IP addresses are allowed to access
the PBX.

SSH port is used to access the PBX underlying configurations to
debug the system. The default SSH port is 8022.

E?I Note: Disable SSH port if you don't need to debug the system.

With FTP service, you can connect to PBX via web browser. The
default FTP port is 21.

Whether to enable TFTP or not.

The IAX port. The default IAX port is 4569.

SIP registration port. The default SIP UDP port is 5060.
Whether to enable SIP TCP or not. The default port is 5060.
Whether to enable SIP TLS or not. The default port is 5061.

If the option is enabled, PBX will act as a DHCP server. This feature
is used when you do phone provisioning through DHCP mode.

Enter the gateway IP address.

Enter the subnet mask. The format is XXX XXX. XXX.XXX.

Enter the preferred DNS server. The format is XXX XXX XXX. XXX.
Enter the alternate DNS server. The format is XXX. XXX XXX.XXX.



Admin Guide | 1 - Admin Guide | 246

Option Description

DHCP Address Range Set the IP address that the DHCP server can assign to network
devices. Start IP address is on the left and end IP on the right.

TFTP Server This option is for Phone Provisioning feature. IP phones can get
configuration file from this address.

 For Grandstream, Panasonic and Avantec phones, enter the
PBX’s IP address. The format is XXX. XXX.XXX.XXX. For
example, enter 192.168.5.150.

* For other IP phones, remember to specify the protocol.
The format is tftp://XXX. XXX. XXX.XXX. For example, enter
tftp://192.168.5.150.

NTP Server The PBX can be a NTP server. By default, it is the PBX’s IP
address.

AMI

The Asterisk Manager Interface (AMI) is a system monitoring and management interface provided
by Asterisk. The 3rd party software can work with the PBX by AMI interface. The default port for AMI
interface is 5038.

Enable AMI Whether to enable AMI interface or not.

Username Specify a name for the AMI user.

Password Specify a password for the user to connect to AMI.

Permitted IP/Subnet Mask Configure permitted IP address and subnet mask that would be

allowed to authenticate as the AMI user. If you do not set this
option, all IP addresses will be denied.

Change SSL and TLS Version
This topic describes how to change SSL and TLS version used on the Yeastar K2 IPPBX.

Procedure

1. Log in to PBX web interface, go to Settings > System > Security > Service.
2. In the drop-down list of System Security Level, select a type to change the SSL and
TLS version.
* High Level: The system only supports TLS 1.2 protocol.

[5) Note: We recommend that you select High Level to ensure secure commu-
nication over network.

* Low Level: The system only supports TLS 1.0, TLS 1.1, TLS 1.2, and SSL 3.0
protocols.

[5) Note: If users wants to access the PBX via a web browser or a 3-rd party
software, which doesn't support TLS 1.2 protocol, select Low Level.
3. Click Save.
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Result

The web browser or the 3rd-party software needs to enable the same version of TLS/SSL
before they can access the PBX.

Database Grant

Yeastar K2 IPPBX is based on MySQL database. A third-party software can access the
database of PBX. Grant permissions to database before accessing the database of PBX.

Applications
Database Grant is usually applied in the following cases:

* Billing
By accessing the database of PBX, you can get CDR and save it to the local data-
base of billing software. Then you can charge calls by CDR.

* Call Center
By accessing the database of PBX, you can achieve the followings:
# Get CDR and save it to the local database of call center software.
# Get storage path of recordings, and download recordings by FTP or File Shar-

ing.
Capture data in database

1. Add database grant on PBX for the targeted device.
a. Log in to the PBX web interface, go to Settings > System > Security > Data-
base Grant, and click Add.
b. On the pop-up window, configure the following settings:

Add Database Grant

Username O cdr
Password ©- jkdUF0BFB
Permitted IP (- 192.168.6.%

» Username: Enter the username that can be used by third party to access
the database of PBX.

» Password: Enter the password that can be used by third party to access
the database of PBX.

» Permitted IP: Enter the IP address or IP section that is allowed to access
the database of PBX. The input format should be XXX. XXX.XXX.XXX or
XXX XXX XXX.%.

For example:
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#216.207.245.47 means that only the device with IP address
216.207.245.47 is allowed to access the database of PBX.
#192.168.6.% means that only the devices whose IP section is
192.168.6.X are allowed to access the database of PBX.
c. Click Save and Apply.
2. Access the database of PBX.

The following takes Navicat for MySQL for example to introduce how to access the
database of PBX.

a. Open Navicat for MySQL, and click Connection.
b. On the pop-up window, configure the following settings:

LY MySQL - New Connection %

General Advanced Databases SSL SSH HTTP

Mavicat Database
Connection Name: “r’eastar |
Host: 192.168.6.70 |
Port: 3306 ‘
User Name: cdr
Passwaord: I-I-I-I-I-I-I-I-I-l

[~] Save password

Test Connection Cancel

» Connection Name: Enter a connection name to help you identify it.

* Host: Enter the IP address of PBX.

* Port: Enter 3306.

» User Name: Enter the user name configured in Database Grant of PBX.
» Password: Enter the password configured in Database Grant of PBX.
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c. Click OK.
d. Click cdr table, you can see existing cdr tables on PBX.

[5) Note: The database generates a cdr table every month.

) Navicat for MySQL

File Edit View Favorites Tools Window Help

5% . 5 B B o & o m B B %

Connection New Query Table View Function Event User Query Report Backup Automation  Model
192.168.3.213 Objects D::'_E'f'?ff @cdr (Yeastar] ... D:C' @cdr (Yeastar) - Table
yeastar
v Y Veastar "E)“‘DEI" Table Design Table B New Table Delete Table ET Impart Wizard T Export Wizard
v E odr FHfcdr;

[FF cdr 201005

Tabl
» [ Tables [ edr 201907

53 Views FF cdr_calllimit
_{_\ Functions Fcdrtmp

A} Events

[ Queries

D Reports

& Backups

e .
= information_schema

-
= test

Download Recordings
The third party software can get storage path of recordings, and download recordings.

To download recordings by third party software, you need to Set up File Sharing or save
recordings on Network Drive.

1. Access the database to query the value of r ecor dpat ch.
2. Set access path for recordings by different file sharing methods.
» External Storage File Sharing

For example, the value of r ecor dpat ch is /tmp/media/harddiskl/au-
torecords/20170503/20170503162206-161-6222-Inbound.wav.

The shared folder is Car ol Shar e, the IP address of PBX is 192.168.7.112,
then access path for recordings is:

//1192.168. 7. 112/ Car ol Shar e/ har ddi sk1/ au-
torecords/ 20170503/ 20170503162206- 161- 6222- | nbound. wav.
* Network Drive

For example, the value of r ecor dpat ch is /tmp/media/networkdiskl/au-
torecords/20170503/20170503162206-161-6222-Inbound.wav.

The shared folder of computer is r ecor di ngs, the IP address of computer is
192.168.6.100, then access path for recordings is:

/1192.168. 6. 100/ r ecor di ngs/ au-
t orecords/ 20170503/ 20170503162206- 161- 6222- | nbound. wav.
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CDR Parameters in Database

Descriptions for CDR parameters in the database of PBX.

Description of CDR Parameters

Parameters Descriptions
id No special meaning, all ids are 0.
datetime Date and time
clid Caller Name<Extension>
src Caller Number
dst Called Number
dcontext Dial plan
srctrunk Source trunk
dstrunk Destination trunk
lastapp The last operation of the extension
lastdata System internal flag
duration Talk duration (calculates from the beginning of the call)
billable Billing duration
disposition Answered status of the call
amaflags System internal flag
calltype Call type:
* Internal
* Inbound
» Outbound
 Transfer
accountcode Billing password
uniqueid CDR unique identifier
recordfile Recordings name
recordpath Recordings path (with file name)
monitorfile Name of One Touch Recordings

monitorpath
dstmonitorfile
dstmonitorpath

extfieldl

Path of One Touch Recordings (with file name)
Name of One Touch Recordings for callee
Path of One Touch Recordings for callee

Caller name
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Parameters Descriptions
extfield2 Callee name
extfield3 The displayed DOD number when the caller makes an
outbound call.
extfield4 IP address of the phone
extfield5 The phone number displayed (without patterns of outbound

routes) when the caller makes an outbound call.

payaccount The account which will be charged.
usercost Call cost that the extension should afford.
didnumber DID number that the caller dials.
transbilling System internal flag

payexten The extension which will be charged.
srcchanurl System internal flag

dstchanurl System internal flag

Asterisk Manager Interface (AMI)

The Asterisk Manager Interface (AMI) is a system monitoring and management interface
provided by Asterisk. Yeastar K2 IPPBX supports AMI that allows you to connect an AMI
client to Yeastar K2 IPPBX.

What is Asterisk Manager Interface (AMI)

Asterisk Manager Interface(AMI) is a standard management interface into Asterisk server.

It is a client/server model over TCP that allows a client program to connect to an Asterisk
server and issue commands or read events over a TCP/IP stream. With the manager inter-
face, you can control the PBX, originate calls, check mailbox status, monitor extensions and
SO on.

Connect an AMI client to Yeastar K2 IPPBX

1. Enable AMI on PBX.
a. Log in to the PBX web interface, go to Settings > System > Security > AMI.
b. Select the checkbox of Enable AMI.
c. Configure the connection authentication.

[5) Note: The default port for AMI interface is 5038.

» Username: Enter the username that can be used by third party to access
the AMI of PBX.
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» Password: Enter the password that can be used by third party to access
the AMI of PBX.

» Permitted IP/Subnet Mask: Enter the IP address or IP section that is al-
lowed to access the AMI of PBX. The input format should be XXX.XXX-
XXX XXX,

For example: 216.207.245.47 means that only the device with IP address
216.207.245.47 is allowed to access the AMI of PBX.

Enable AMI ©
Username: admin00
Password: password
Permitted IP/Subnet Mask ©: | 216.207.245.47 { | 255255255 255 (+]

d. Click Save and Apply.

2. Configure AMI client with the authentication information provided on PBX, and con-
nect client to PBX.

Certificates

Yeastar K2 IPPBX supports TLS protocol. Before using TLS protocol, you need to upload
the relevant certificates to the PBX.

Go to Settings > System > Security > Certificates, and click Upload to upload your cer-
tificates.

The PBX supports two kinds of certificate types:

» Trusted Certificate: This certificate is a CA certificate. When you check TLS Verify
Client (Settings > General > SIP > TLS), you should upload a CA certificate. The rel-
evant TLS client (i.e. IP phone) should also have this certificate.

* PBX Certificate: This certificate is a server certificate.

# If the PBX uses TLS protocol, you need to upload the PBX Certificate whether
TLS Verify Client is checked or not.

User Permission
By default, the extension users can log in the system and check their own settings and
CDR. You can set different permission to the users according to their roles and duty.

User Types on the PBX
Super Admin
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Super Admin has the highest privilege. The super administrator can access all pages on S-
Series Web and make all the configurations on the system.

e Username: adm n

Administrator or Custom User

Administrator or Custom User is created by the Super Admin. The Super Admin sets the
privileges for those users according to their roles and duty.

* Username: The extension number or the email address of the extension user.

[5) Note:

* Administrator and Custom User can have the same permission. The different be-
tween the two role type:
# Administrator: All permissions are enabled by default.
# Custom User: No permission is enabled by default.

* Administrator and Custom User do not have permission to configure User Permis-
sion.

Configure User Permission

To grand more privilege for a user or change the user's privilege, you need to configure the
User Permission on PBX.

Scenarios

In the following scenarios, you may need to add permissions for the extension users ac-
cording to their roles.

* For an HR, he/she may need the permission to add extension, configure extension's
outbound route privilege when there are new staffs.

* For a supervisor, he/she will have permission to check the CDR and recordings, and
have no permission to configure the system or other extensions.

Procedures

1. Log in the PBX web interface by adni n account, go to Settings > System > User
Permission, click Add.
2. On the configuration page, select the User.
3. Set the Set Privilege As.
* Administrator: All the permissions are enabled for the user by default.
* Custom User: No permission is enabled for the user by default.
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4. Click the Settings, CDR and Recordings, Monitor, Application, Contacts, and
Others tabs, and check or uncheck the relevant options for the user.
5. Click Save and Apply.

Results: When the user logs in the PBX web interface by the extension user account,
he/she can access the permitted configuration page.

Date and Time

To ensure that the time of logs and CDR is consistent with your local time , you need to ad-
just the date and time of the PBX.

On the Date & Time configuration page, you can see the current time of the PBX.

You can set the PBX time to be synchronized with a NTP server or set the time manually.

Current Time:
Time Zone: -5 Cuba (Havana)
Daylight Saving Time: Disabled

Synchronize With NTP Server
NTP Server ©: poo.ntp.org

Set Up Manually

Change the PBX Time

1. Go to Settings > System > Date & Time.

2. Select your current and correct Time Zone.

3. Check the option Daylight Saving Time if you need it in your place.

4. Select Set Up Manually and set the Date and Time according to your local time.
5. Click Save.

6. Reboot the PBX to take effect.

Synchronize PBX Time with NTP Server

If you synchronized the PBX time with an external NTP server, the PBX will adjust its inter-
nal clock to a central network server.
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[5) Note: Make sure that the PBX can access the Internet, or the PBX cannot synchronize
its time from the NTP server.

1. Go to Settings > System > Date & Time.

2. Select your current and correct Time Zone.

3. Check the option Daylight Save Time if you need it in your place.
4. Select Synchronize With NTP Server and set the NTP Server.
5. Click Save.

6. Reboot the PBX to take effect.

Emalil

The system email can be used to reset password, send voicemail to email, send alert event
emails, and send fax to email. To make these features work, you need to set up the PBX
system email.

Set up System Email

1. Go to Settings > System > Email to set up the system email.

Email Email Templates

Sender Email Address O ramon@yeastar.com

Email Address or Username @ ramon@yeastar.com

Password (-

Outgeing Mail Server (SMTP)C‘: smtp.exmail.qg.com © | BET

Incoming Mail Server (POPS}D: pop.exmail.qg.com - | 995
Enable TLS ©

STARTTLS ©

Test

» Sender Email Address: Enter an available email address.

* Email Address or Username: If the email server supports for User Name, en-
ter user name. If not,enter the email address.

» Password: Enter the login password of the email address.

» Qutgoing Mail Server (SMTP): Enter the outgoing mail server and port accord-
ing to the email server.

* Incoming Mail Server (POP3): Enter the incoming mail server and port accord-
ing to the email server.
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* Enable TLS: Enable or disable TLS during transferring/submitting your Email to
another SMTP server.

[5) Note: For Gmail or Exchange server, you need to enable TLS.
* STARTTLS: If you enable TLS, the STARTTLS is enabled by default . If the
mail server doesn't support STARTTLS, do not select this option.
2. Click Test to check if the email works.
3. Click Save to save the email settings.

Storage

Yeastar K2 IPPBX provides local storage and supports external storage and network drive
storage. You can choose where to store the voicemails, CDR, recordings, logs and backup

files.
Storage Locations

* CDR, Voicemail and One Touch Recordings, Recordings, and Logs

Go to Settings > System > Storage > Preference to change the storage locations
for CDR, Voicemail and One Touch Recordings, Auto Recordings, and Logs.

corR@: HD4 Voicemail & One Touch Recordings@: HD4

Auto Recordings ©: | HD4 Logs @: | HDO(Local)

* Backup Files

When you set a backup schedule, you can choose the storage location of the backup
files.



Admin Guide | 1 - Admin Guide | 257

Backup Schedule

[ Enable Schedule Backup

| Schedule®
Daily - 00:00 -
Location Type 0] Local -
Backup Rotation O: 1 -

The backup file will include:

[ System Settings

[ Custom Prompts

Storage Devices

The Storage Devices section shows the local storage, external storage and network drive.

* Click o to refresh the status.

« Click © to check or configure the storage device.

| Storage Devices
0
Name Type Total Available Size Usage Confi... Unmount NetD...
HDO{Local) LOCAL 8.56G 7.85G l g2 o ]
HDH1 HD 18.85G 18.79G | 1%  + ]
HD2 HD 18.85G 18.79G | 1% o ]
HD3 HD 18.85G 18.54G | 2% o ]
HD4 HD 9.35G 9.32G | 1% o ]

Add a Windows Network Drive

The Network Drive feature is used to extend storage space. You can store voicemails,
CDR, recordings, logs and backup files to a network drive. In this topic, we introduce how to
add a shared folder on Windows 10 and mount the shared folder to Yeastar K2 IPPBX.
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Configuration Example

1. Create a shared folder in Windows 10 PC.

[5) Note: Make sure that the computer is always in service, or PBX cannot add files

to the shared folder.

a. Create a folder on the computer, and give a name to the folder.
b. Right click the folder, select Properties > Sharing.
c. Click Share..., configure the Share properties.

Share the folder to Everyone, set the Permission Level to Read/Write, then

click Share.

carol Properties

Metwork File and Folder Shari

carol
Shared

Network Path:
WOESKTOP-751 s

Advanced Sharing

Set custom pemmissions, creal
advanced sharing options.

0 Advanced Sharing...

Password Protection

People must have a user acc
computer to access shared fg

To change this setting, use th

Close

General Sharng  Securty Ppesioue U

2 Metwork access

Choose people to share with

Type a name and then click Add, or click the arrow to find someone,

A Add
MName Permission Level
42, Everyone Read/Write ¥ s
£ XMLSPM Owner

I'm having trouble sharing

d. Click Advanced Sharing..., configure advanced Share properties.

Select the checkbox of Share this folder, allow all the permissions, then click

OK.
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carol Properties X
General Sharng  Securty Previous Versions  Customize
MNetwark File and Folder Sharing Permissions for carol x
carol Share Pemissions
Shared
! Group or user names:
Network Path: Advanced Shari ic
\DESKTOP-7SMUPUA\Users\XM DL
Share this folder
Settings

Advanced Sharing Share name:

Set custom permi ate mult | caral

advanced sharing ;

Add Remaove Edd Remove
& Advanced Sharing... Limit the number of simultaneq ~ Permissions for Everyone Allow Deny
Full Cortral O

Password Protection Comments: Change O
People must have a user account 3 Read O
computer to access shared folders.

To change this setting, use the [Nety

Close OK
| QK | Cancel Apply

2. Turn off Windows Defender Firewall to ensure that PBX can access the Windows

computer.
a. Go to Control Panel > Windows Defender Firewall.

b. Click Turn Windows Defender Firewall on or off.

ﬂ Windows Defender Firewall = O *

L T 0 » Control Panel » All Control Panel ltems » Windows Defender Firewall v O Search Control Panel

Control Panel Home Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network,

through Windows Defender

Firewall . .
. Q Private networks Connected ()

G Change notification settings

Turn Windows Defender
Firewall on or off

Metworks at home or work where you know and trust the people and devices on the network

Windows Defender Firewall state: On

& Advanced settings Incoming connections: Block all connections to apps that are net on the list
of allowed apps

Troubleshoot my network

G Restore defaults

Active private networks: 2 omE

c. Select Turn off Windows Defender Firewall (not recommended).
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«

@ Customize Settings - m}

S ﬂ« All Control Panel ltems » Windows Defender Firewall » Customize Settings w @ Search Control Panel

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use
Private network settings
o (O Turn on Windows Defender Firewall
Bleck all incoming connections, including those in the list of allowed apps

Notify me when Windows Defender Firewall blocks a new app

@ | (® Turn off Windows Defender Firewall (not recommended)

Public network settings
v (O Turn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Defender Firewall blocks a new app

g I@Turn off Windows Defender Firewall (not recommended)

X

)

d. Click OK.
3. Mount the shared folder to PBX.

a. Log in the PBX web interface, go to Settings > System > Storage > Prefer-

ence, click Add Network Drive.
b. In the Add Network Drive dialog box, configure the following settings.

Add Network Drive

Running Status:

Name @©: carol

Host/P O- 192.168.7.24
Share Name @ carol

Access Usemname ©: admin

Access Passward ©:

A Advanced

Work Group OF

The Version of Samba @ Auto -

* Name: Give this network drive a name to help you identify it.
* Host/IP: Enter the IP address of the Windows PC.

» Share Name: Enter the name of the shared folder that you have created

on the Windows PC.
» Access Username: Enter the username to access the shared folder.

How to check the user name that is used to access the shared folder?
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» Access Password: Enter the password to access the shared folder.

How to configure Network Drive if no password is set on the Windows
PC?

* Work Group: Optional. If you have set work group on your network drive,
enter the name of the work group. If not, leave this field blank.

* The Version of Samba: Select the Samba version for the network drive.
c. Click Save.

If the configurations are correct, you can see the network drive in the Storage Device
list.

Mame Type Total Availabl...

Usage
carol HD

Cenfigure Unmount MNetDisk

1% e
Network Drive FAQ

1. How to check the user name that is used to access the shared folder?

a. On the Windows PC where the shared folder is created, press WIN + R key to
open the Run Window.

I Run

x
=7 Typethe name of a program, folder, document, or Internet
—_— resource, and Windows will open it for you.
Open: | cmd| ~

Browse...

b. Enter cnd and click OK.

The user name is displayed on the Command Prompt.
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EX Command Prompt - O =

ion 16.6.1
oration. A

C:\Usershadminsg

2. How to configure Network Drive if no password is set on the Windows PC?
» We recommend that you set a password on the Windows PC.

Enter the access password on PBX when you configure the Network Drive, then
try to mount the network drive again.
* If you want to leave the blank password on the Windows PC, configure the fol-
lowing settings, and try to mount the network drive again.
# On the Windows PC, select Turn off password protected sharing (Path:
Control Panel > Network and Sharing Center > Advanced sharing
settings).
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*d Advanced sharing settings — O X
1+ *& « Network and Sharing Center » Advanced sharing settings v O Search Control Panel )
A
When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders.
(O) Turn on sharing so anyone with network access can read and write files in the Public folders
(®) Turn off Public folder sharing (people legged en to this computer can still access these
folders)
Media streaming
When media streaming is on, people and devices on the network can access pictures, music, and
videos on this computer. This computer can also find media on the network.
Choose media streaming options...
File sharing connections
Windows uses 128-bit encryption te help protect file sharing connections, Some devices don't
support 128-bit encryption and must use 40- or 36-bit encryption.
(®) Use 128-bit encryption to help protect file sharing connections (recommended)
(7) Enable file sharing for devices that use 40- or 56-bit encryption
Password protected sharing
When passwerd protected sharing is on, only people who have a user account and password on this
computer can access shared files, printers attached to this computer, and the Public folders. To give
other people access, you must turn off password protected sharing.
() Turn on password protected sharing
I@ Turn off password protected sharing I
W
!;Save changes Cancel

# On the Network Drive configuration page, leave the Username and Pass-
word blank.

Auto Cleanup

Auto Cleanup is a feature that can auto clean your CDR, logs, voicemails, one-touch
recordings periodically.

Table 4. Configuration Parameters of Auto Cleanup
CDR Auto Cleanup

Max Number of CDR Set the maximum number of CDR that should be retained. The old
CDR will be deleted when the threshold is reached.

CDR Preservation Duration Set the maximum number of days that CDR should be retained.
Voicemail and One Touch Recording Auto Cleanup

Max Number of Files Set the maximum number of voicemail and one touch recording
files that should be retained. The old CDR will be deleted when the
threshold is reached.

Files Preservation Duration Set the maximum number of minutes that voicemails and one touch
recordings should be retained.

Logs Auto Cleanup

Max Size of Total Logs Limit the total size of pbxlog files in syslog.

The old logs will be deleted when the threshold is reached.
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Table 4. Configuration Parameters of Auto Cleanup (continued)
CDR Auto Cleanup

Logs Preservation Duration Set the maximum number of days that system logs should be
retained respectively.

Max Number of Logs Set the maximum number of event logs and operation logs that
should be retained. The old logs will be deleted when the threshold
is reached.

Set up File Sharing

After you set up the external storage on the PBX, you can share files that are stored in the
SD card, Micro SD card, USB device, or hard disk.

1. Go to Settings > System > Storage > File Share.
2. Configure File Sharing.

| File Sharing

Enable File Sharing©

Allow to change shared files

Shared File Name @©: share
Account ©: share
Password ©: Lka%]4h)

a. Check the option Enable File Sharing.
b. To allow users to change the shared files, check the option Allow to change
shared files.
c. Set the Shared File Name.
d. Set the Password for accessing the shared folder.
e. Click Save.
3. Access the shared folder.

a. In the Windows search field, enter\\ {1 P address of the PBX}, press En-
ter.
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0O i) Filters v
Best match

@ 1192.168.7.112

Run command

O 1192.168.7.112

| ] =
Home Share View
_'J_ 5 \ﬁ_ 3 Open - ESeled all
e Y £ Easy access Select none
Pin to Quick Copy Copy Delete Properties
access | to~ - - EFInvert selection
T [ Network » 192.168.7.112 v|x

J Downloads 2
| Documents - recordings
= Pictures

APl
Enter network credentials
Enter your credentials te connect to: 192.168.9.144

Chrome_downlk
console cable

Opera_downloa

@ OneDrive | share |

[ This PC . |
I Desktop

Domain: DESKTOP-URKPQ44

%| Documents

[] Remember my credentials
J Downloads
J’! Music a The user name or password is incorrect,

| Pictures

Videos

* Username: Enter share.
» Password: Enter the password that you set on the File Share page.
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QWindows 10 users cannot access the shared folder of the PBX

1. Go to the Windows Control Panel > Programs and Features.

[E2 All Control Panel ltems

« « 4 [EE s Control Panel » All Control Panel ltems »

Adjust your computer’s settings

IZI Administrative Tools g AutoPlay ‘7& Backup and Restore (Windows 7) %&l BitLocker Drive Encryption
[E Credential Manager @ Date and Time [@ Default Programs % Device Manager
'@' Ease of Access Center =l File Explorer Options £ File History Flash Player (32-bit)
4 HomeGroup ¢=a Indexing Options f Infrared @ Intel ® Graphics Settings
Keyboard ﬁ$‘ Language :9 Mail (Microsoft Qutlook 2016) (32-bit) @ Mouse
[ Phone and Modem 3 Power Options |E Programs and Features & Realtek HD Audio Manager
9 Region 4 RemoteApp and Desktop Connections P Security and Maintenance iy Sound
£ Storage Spaces @ Sync Center 2 System ﬂ Taskbar and Mavigation
3?4 User Accounts 0 Windows Defender Firewall EL Windows To Go [§ Work Folders
2. Click Turn Windows features on or off, check the option SMB 1.0/CIFS Client.
ol ams and Feature
< ~“ ‘" @ » Control Panel » All Control Panel ltems » Programs and Features

Control Panel Home T
Uninstall or channe a nproaram

View installed updates Windows Features - o x hge, or Repair.
® I;'f'” Windows features on or Turn Windows features on or off (7]
To turn a feature on, select its check box. To turn a feature off, clear its

check box. A filled box means that only part of the feature is turned on. Installed On  Size Version
[/ | RAS Connection Manager Administration Kit (CMAK) A~ 2/15/2018 120 MB 15'5'163

Remote Differential Compression APl Support 2/15/2018 4.TMB 15518

[0 | RIP Listener 8/2/2017 1.62ME  1.0.0

[ | Services for NFS tion a/4/2017 1.9MB  7.0.2064

[ | Simple Network Management Protocol (SNMP) tion gr4s2007 383MB 14041

T Simple TCRID icse il ha-dadigie etc) 8112017 362 MB  67.0.334

=] SME 1.0/CIFS File Sharing Support tion 8/4/2017 3B7MB 10,0177

SME 1.0/CIFS Client 2/22/2018
SME 1.0/CIFS Server 2/22/2018

LI ShE Lirect 2/15/2018 6.12MB  22.20.1

L) Telnet Client .| ption 8/4/2017 B1IMB 455071

L1_TETR Client tion 8/4/2017 71.0MB  45.5003

Cancel | stion 8/4/2017 38.8MB 455164

—dtion 8/4/2017 6.67MB  4.5.5164

[®5 Microsoft MET Framework 4.5.1 %8 fT 3 (B{#+30)  Microsoft Corporation 8742017 61.7MB  4.5.5003

[ Microsoft .MET Framework 4.5.2 Multi-Targeting Pack  Microsoft Corporation &/4/2017 7T1.1MB  4.5.5163

Set up FTP File Sharing

You can share the files that are stored in an external storage device via FTP. After you en-
able FTP File Sharing, you can check both the files that are in external storage and the files
that are in local storage.

1. Go to Settings > System > Storage > File Share, check the option Enable FTP File
Sharing.
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2. Enable FTP and access the PBX via FTP.
3. Enter the folder f t p_nedi a to check the shared

Q_."\ .' [ L [ Network » 1921687112 » fip_media »

File Edit View Tools Help

Organize = MNew folder
BE Desktop * | MName Date modified
4. Downloads - . -
e local 2018/4/10 11:46
=l Recent Flaces — 2018/4/10 11:46

4o Libraries
; 3 Documents
: ,J*. Music
=] Pictures
ﬁleS. ] |] Subwversion
 mt folder for the shared files in TF/SD card.
* usb1 folder for the shared files in USB drive.
» har ddi sk folder for the shared files in hard disk.
| ocal folder for the shared files in the local storage of the PBX.

Event Center

Yeastar K2 IPPBX can monitor system events and logs, then send notifications to the speci-
fied notification contacts.

Event types

Yeastar K2 IPPBX events are divided into three major categories: operation, telephony, and
system.

Category Event Type

Operation » Modify Administrator Password
» User Login Success
* User Login Failed
* User Lockout
* API Authentication Lockout
» Extension User Password Changed
* Linkus Cloud Service Expiration Reminder
* Linkus Client Login Failure
* Linkus Client has been Locked

Telephony * VoIP Peer Trunk Registration Failed
 VoIP Register Trunk Registration Failed
 Outgoing Call Failed
* Concurrent Calls Overload
* GSM Registration Failure
» Emergency Call
» Extension Outbound Calls Prohibited
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Category Event Type

* VoIP Peer Trunk Re-registered
* VoIP Register Trunk Re-registered

System » CPU Overload
» Memory Overload
» Storage Failure
« Storage Full
* Network Failure
» Network Attacked
» System Reboot
» System Upgrade
» System Restore
¢ SMS To Email Failed
* Email To SMS Failed
* Application Upgrade
» PBX Hot Standby Failover
» Abnormal D30 Module
» Abnormal Network Drive Connection
* Auto Cleanup Reminder
e Cellular Network Connected
» About to Reach Data Allowance
» System New Firmware Detection
* Application New Version Detection
» Storage Lost Connection
» Both PBX Servers Failed to Function
 Data Synchronization Error

Event Settings

Go to Settings > Event Center > Event Settings to decide whether to record or monitor
the events.

* Record

@ indicates that Record function is enabled. When the event occurs, the PBX will
record the event in Event Log.

() indicates that Record function is disabled.

* Notification

@ indicates that Notification function is enabled. When the event occurs, the PBX
will send notification to the Notification Contacts.

() indicates that Notification function is disabled.

* Edit Notification

Click to edit the template of notification email.
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Event log records of what you select in Event Settings. With the event logs you can check

all the event details easily.

You can filter the event logs by selecting an event type, event name, and specifying a cer-

tain time period.

Event Type ©: Operation
Event Name ©: User Lockout
Time @©- 2017-05-18 i
Time Type Event Name
2018-04-22 10:27:30 operation User Lockout
2018-04-19 21:39:52 operation User Lockout

2018-05-25 =R

Event Message
The user locked due to Too many failed registration attempts.U_..

The user locked due to Too many failed registration attempts.U_ ..

Add Notification Contacts

You can set the PBX to send notifications when specific events or errors occur, notifying

you via email, extensions, or mobile devices.

1. Go to Settings > Event Center > Notification Contacts, click Add.
2. On the configuration page, choose a contact and set the notification method.

Add Contact

Choose Contact @: 1000 - Eve

Notification Method @: [ Email

) Call Extension

Email ©: 1301384218@gg.com

(v Call Mobile

Mobile Number ©: prefix

18559232950

* Choose Contact: Choose an extension user or choose Custom to add an ex-

ternal contact.

* Notification Method: Select how to notify the contact when the event occurs.
# Email: The PBX will send notifications to the email address of the contact.
# Call Extension: The PBX will call the extension number of the contact

when the event occurs.
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# Call Mobile: The PBX will call the mobile number of the contact when the
event occurs.

» Email: If you choose Notification Mode to Email, you need to set the email ad-
dress of the contact.

» Mobile Number: If you choose Notification Method to Call Mobile, you need
to set the mobile number of the contact and set the Prefix according to the out-
bound route pattern on the PBX.

3. Click Save and Apply.

Hot Standby

The Hot Standby solution provides high system availability and prevents you from the un-
necessary business loss caused by unexpected server failure.

The solution consists of two PBXs with the same hardware and software, one works in the
"active" state and the other works in the "standby" state. The configuration of primary serv-
er is synchronized to the secondary server in real time so that both systems contain identi-
cal information. When the primary server goes down, the secondary server can automatical-
ly and instantly take over.

Primary Server Secondary Server

i)

IP: 192.168.6.210 |

i)

IP: 192.168.6.11

LAN

-
B B I8 E

1001 1002 1003

Set up Hot Standby

This topic describes how to set hot standby on the primary server and secondary server.
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Prerequisites

The primary server and secondary server in the failover pair must meet the following re-
quirements:

* Same model
* Same firmware version

Step 1. Check the basic information of the two PBXs

1. Log in to the PBX web interface, click Resource Monitor icon at the top-right corner
to check PBX information.

Make sure the Product model and Software Version are the same.

2. Check the network information of the two PBXs.
a. Go to Settings > System > Network > Basic Settings.
b. Note down the network information of the two PBXs.

[5) Note:

* Hot standby only works for LAN port. If the network Mode of the PBX is
Dual, set the default interface to LAN port.

* Hot standby doesn't work in VPN network.

» Make sure the two PBXs are in the same subnet with private IP address.

In this example, the network information of the primary server and the sec-
ondary server is shown as below:

Hostname: Primary Hostname: Secondary

Mode ©: Single - Made ©: Single -
Cellular Network @O Never v Cellular Network @ Never -
| LAN I LAN

O DHCP (@ Static IP Address O PPPoE (O DHCP (@) Static IP Address O PPPoE

IP Address O: 192.168.6.210 IP Address ©: 192.168.6.11

Subnet Mask ©: 255.255.255.0 Subnet Mask ©: 255 255 255 ()

Gateway @: 192.168.6.1 Gateway ©- 192.168.6.1

Preferred DNS Server @ | 192.168.1.1 Preferred DNS Server @ | 192.168.1.1

Altemative DNS Server ©: Altarnative DNS Sarver O

IP Address 2O: IP Address 2 ©:

Primary Secondary
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Step 2. Set up hot standby for primary server and secondary server

Go to Settings > System > Hot Standby, set up hot standby for the two servers respec-
tively.

Set up primary server

In the Hot Standby page, configure the network information of secondary
server.

Hot Standby

[ Enable Hot Standby

The same as Secondary

Made ©- Primary v
| Server Information | Virtual IP Address
Primary Server Hostname Host Virtual IP Address @: 192.168.6.168
©:-
Subnet Mask ©: 2552552550
Secondary Server Hostname Standby
Virtual Gateway ©: 192 168.6.1
Secondary Server IP 192 168.6.11
Address O- Network Connection 192 168.6.1
Detection @©:
Access Code @: PassWord

Set up secondary server

In the Hot Standby page, configure the network information of primary server.

Hot Standby

[ Enable Hot Standby

The same as Primary

Mode ©: Secondary v
| Server Information | Virtual IP Address
Primary Server Hostname Host Virtual IP Address @: 192 168.6.168
Subnet Mask ©: 255.255.255.0
Secondary Server Hostname Standby
Virtual Gateway ©: 192.168.6.1
Primary Server IP Address 192 168.6.210
o Network Connection 192 168.6.1
Detection @:
Access Code ©: PassWord
Hot standby settings
Setting Description
Enable Hot : :
Check this option to enable hot standby.
Standby

Mode Select a server mode.
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Setting Description

* Primary Server Hostname: Enter the hostname of the
primary PBX. It's used in the event natification to help
you identify the server.

» Secondary Server Hostname: Enter the hostname of
the secondary PBX. It's used in the event notification to
help you identify the server.

Server * Primary Server IP Address: Enter the IP address of the
Information primary server.

» Secondary Server IP Address: Enter the IP address of
the secondary server.

» Access Code: Enter an access code.

Note: The two PBXs must have the same access
code to authenticate connection.

* Virtual IP Address: Virtual IP address is a shared IP for
the two PBXs. The virtual IP always points to the on-site
PBX.

Note:
# Set the same virtual IP address on the primary
server and secondary server.
# Use the virtual IP address as server IP address
when registering extensions in the local network.
» Subnet Mask: Enter a valid subnet for the interactions
between the PBX server and the virtual IP network.
* Virtual Gateway: Enter a gateway address for the virtual

Virtual IP IP network.

Address ) )
If left blank, the interactions between the PBX server

and the virtual IP network would fail when they are under
different network segments.

» Network Connection Detection: If all nodes failed to be
detected by the secondary server, it means that Internet
outage(s) has occurred; both the primary and the
secondary server of your PBX system have abnormal
internet connection. In this case, the PBX failover would
not work.

@ Note: We recommend that you enter the gateway
address.

Advanced settings only work when the server runs as a standby
system.

» Keep Alive(s): Define the frequency to send heartbeat

keep-alive packets.
Advanced

The default value is 2 seconds, which means that the
standby server sends packets every 2 seconds to detect
whether the primary server is alive or not.

» Dead Time(s): Define the maximum time interval before
the primary server responds to the standby server.
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Setting Description

The default value is 120 seconds. If the standby server
receives no response after timeout, it takes over
automatically.

[5) Note: Set the Dead Time longer than the server
rebooting time, or the standby server will take over when
the primary server is rebooting.

Sync Call

Recording Files Synchronize call recording files in real time.

) Enable only one WAN port.
Enable unilateral ) ) ) )
WAN Port When the port is switched, the IP address will be switched

synchronously.

Step.3 Test if hot standby works

1. Reboot the two servers to make hot standby take effect.
2. Log in to the PBX web interface, check the status of the primary server and secondary
server.

[5) Note: The password setting is also synchronized, so you need to log in to the
secondary server using the same login password as the primary server.

Hot Standby Hot Standby
Running as Primary Server
Enable Hot Standby Enable Hot Standby
Mode @ Primary Mode (L): Secondary
Primary Secondary

3. Test if hot standby works.
a. On primary server, create an extension, save and apply the changes.
b. On secondary server, check if the hot standby configurations are correct.

You can see the same extension is added automatically in the secondary serv-
er.

[5) Note:

* The extensions and trunks created on the secondary server are invalid, be-
cause the secondary server is in the "standby" state.

* If you want to upgrade the PBX firmware, you must DISABLE hot standby fea-
ture first.
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Primary Server Takes over the System from Secondary Server

The secondary server automatically and instantly takes over if the primary server goes

down. As your secondary server could only take over the PBX system for max 30 days, you
should repair the primary server as soon as possible. The primary server can take over after
repairing. This topic describes how to take over the PBX system from the secondary server.

Prerequisites

* You have repaired the primary server.
» The secondary server has taken over the PBX system and runs as primary server.

The following figure shows the status of the secondary server.
Hot Standby

Running as Primary Server

PBX Primary Server not detected. As your Secondary Server could only take over the PBEX system for max 30 days,

please check if the Primary Server is running normally and fix the problem as soon as possible.

' Enable Hot Standby

Mode @: Secondary v

Procedure

1. Log in to the web interface of the primary server, go to Settings > System > Hot
Standby.
2. Click Repair Complete.

The primary server starts synchronizing data, and runs as the secondary server.

w Settings
» PBX Hot Standby
v System
Abnormal
Netvork The PBX system has been taken over by your Secondary Server, which will be valid for enly 30 days. When it expires,
Security most services of the Secondary Server will stop automatically. So please fix your Primary Server and click "Repair
User Permission Complete” on this page before 2020-07-10, or it may cause communications issues.
Date & Time Repair Complete
Email ' Enable Hot Standby
Storage .
g Mode @: Primary -

o

3. After data synchronization completes, click Take Over.
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» Settings
> PBX Hot Standby
v System
Network Data Sync Complete. Please click "Take Over the PBX System” before By that time, most services of the
Security Secondary Server will stop automatically.
User Permission
Date & Time Enable Hot Standby
Email -
Mode © Primary
Storag

4. In the pop-up dialog box, select Yes.

After the primary server takes over the PBX system, the secondary server reboots
and runs as secondary server.

Set Event Notification of Hot Standby

To keep informed of the hot standby status of the primary server and secondary server, you
can enable the event notification. If the PBX server is abnormal, you can receive notifica-
tions by a phone call or email.

Notification events

* PBX Hot Standby Failover

* Both PBX Servers Failed to Function

» Data Synchronization Error

* Primary Server Data Restoration Completed

* The Secondary Server take over (only 30 days)
* The Secondary Server Will Expire Soon

Set event notification of hot standby

1. Log in to the PBX web interface, go to Settings > Event Center > Event Settings.
2. Enable notification for the events.
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w Settings
> PBX Event Settings Notification Contacts
> System - - —_ N
» Event Center System Upgrade O @ £
Event Settings System Restore [ @) [ @) z
Event Log Application Upgrade D @ L
PBEX Hot Standby Failover o) O rd
Abnormal Network Drive Connection ‘ O O A . ra
Auto Cleenup Remireer— Record in Event Log Enable Notification
PBX Connection Lost -] ) -
Application New Version Detection O @ L
Abnormal Device Activation Detectad O O rd
Primary Server Data Restoration Completed O 0 £
Both PBX Servers Failed to Function O O L
Data Synchronization Error O O rd
The Secondary Server take over (only 30 O 0 £
The Secondary Server Will Expire Soon [ @] [ @ L

3. Click the Notification Contacts tab, add contacts to receive the notifications.
a. Click Add, set the way to receive the notifications.

[5) Note: Make sure that the selected notification method has been configured.

Notification methods Prerequisites
Email Set up system email
Call Mobile * Set Mobile Number for the notified contact.

« Set the Prefix according to the outbound route
pattern on the PBX.

b. Click Save and Apply.

Remote Management

Yeastar Remote Management provides an affordable, low maintenance solution for easily
deploying Yeastar VolP PBX and VolP gateways across multiple locations, reducing com-
plexity and providing deep visibility and control.

Compatibility
The following Yeastar products supports Remote Management feature:
* Yeastar Cloud PBX: 81.4.0.X or later

» Yeastar S-Series VolP PBX: 30.6.0.20 or later
» Yeastar TA1600/TA2400/TA3200 V3
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Remote Management Guide

How to manage Yeastar products on the Remote Management platform, refer to the Re-
mote Management Guide.

S-Series VolP PBX

\
PBX )
H 0
Remote Mangement
o g
\
PBX )

S-Series VoIP PBX

SNMP

SNMP Overview

Yeastar K2 IPPBX support SNMP (Simple Network Management Protocol). The SNMP pro-
tocol allows the network administrator to query PBX information anytime, anywhere, and
monitor PBX devices in real time.

What is SNMP#

SNMP (Simple Network Management Protocol) is a standard network management proto-
col that is widely used on TCP/IP networks. The administrator can manage various network
devices by a central computer, regardless of the differences in device types,vendors, and
physical networks. SNMP improves administrators' work efficiency, and reduces manage-
ment costs.

SNMP components
The SNMP architecture consists of 4 key components:

* NMS (Network Management System): The NMS is a manager on a network that us-
es SNMP to monitor and control network devices.


https://help.yeastar.com/en/remote-management/
https://help.yeastar.com/en/remote-management/
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» Agent: The agent is a process running on a managed device. The agent maintains
data on the managed device, responds to request packets from the NMS, and returns
management data to the NMS.

» Management object: A management object is an object to be managed on a network
device. For example, management objects may include a hardware component (such
as an interface board) and parameters configured for the hardware or software (such
as a route selection protocol).

* MIB (Management Information Base): MIB defines the attributes of the managed
device, including the name, status, access rights, and data type of management ob-

jects.

Each managed device contains an agent process, MIB, and multiple management objects.
The NMS interacts with the agent on a managed device. When receiving a command from
the NMS, the agent performs operations on the MIB in the managed device.

I—tw_za
NMS

SNMP versions

Managed Device

Management object

The following table shows the supported SNMP versions and details:

Vers
ion
SNM no
Pvl
SNMP
no
v2c
no
Pv3
Auth+
Priv

Secure Authenticate

community

community

user name

HMAC-MD5

HMAC-MD5

Secu
rity

no

no

no

no

CBC
-DES

Description

Applicable to small networks with simple networking
and low security requirements or small networks with
good security and stability, such as campus networks
and small enterprise networks.

Applicable to medium and large networks with low
security requirements or with good security (for
example, VPN) but on which services are so busy that
traffic congestion may occur.

Applicable to networks of various scales, especially
networks that have strict security requirements

and can be managed only by authorized network
administrators. For example, SNMPv3 can be used if
data between the NMS and managed device needs to
be transmitted over a public network.
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[5) Note: A lack of authentication capabilities in SNMPv1 and SNMPv2c¢ results in vulnera-
bility to security threats, so SNMPv3 is recommended.

Basic operations of SNMP
SNMP defines the following types of operations:

» Get: NMS retrieves variables from the managed device.
» Set: NMS sets variables or perform an action on managed device.
» Trap: Managed device notifies the NMS of a fault or event occurring.

[5) Note: The Yeastar PBX only supports Get operation.

How to query PBX information
The following figure shows how to query PBX information:

1. The NMS sends a GetRequest packet to the Agent on PBX to query the variables: s-
Total Cal | s, si nternal Cal | s, etc.

2. The Agent queries the variables information (sTot al Cal | s, si nternal Cal | s, etc.)
from the MIB.

3. The Agent sends a Response packet to the NMS.

e‘tRequest I ' e

1: sTotalCalls.0 (integer) 40
sTotalCalls 2: sInternalCalls.0 (integer) 30
sinternalCalls :

3: sOutboundCalls.0 (integer) 5

Respons

1: sTotalCalls.0 (integer) 40
2: sInternalCalls.0 (integer) 30

Configure the PBX to Communicate with an NMS by SNMP

Yeastar K2 IPPBX provide a Graphical User Interface for administrator to configure SNMP.
This topic describes how to configure SNMP on PBX to establish a connection between the
PBX and the NMS.

[5) Note: The SNMP settings configured on PBX and NMS must be consistent.

1. Log in PBX interface, go to Settings > System > SNMP.
2. Select the checkbox of Enable to enable SNMP.
3. In the Local Port field, enter the SNMP port.
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4. Set the SNMP connection:

[5) Note: In case that the PBX is monitored by different NMS that has different SNMP
versions, you can configure SNMPv1, SNMPv2c, and SNMPv3 on the PBX for com-
municating with all the NMSs.

* If the NMS runs SNMPv3 to manage the PBX, set the SNMP version to SNM-
Pv3 on PBX:
a. In the SNMPv3 User field, enter the user name.
b. In the Access Limit drop-down list, select the authentication method.

#NoAuth: Access control based on the user name.

# Auth: Access control based on the HMAC-MD5 authentication. If
you select this authentication, enter the authentication password.

# Priv: Access control based on the HMAC-MD5 authentication, and
encrypt data by CBC-DES. If you select this authentication, enter
the authentication password and encryption password.

* If the NMS runs SNMPv1 or SNMPv2 to manage PBX, set the SNMP version to
SNMPv1 or SNMPv2 on PBX:
a. In the SNMP Mode drop-down list, select the SNMP version.
b. In the Community field, enter the community name.
c. In the IP/SubnetMask field, enter the IP address and Subnet Mask where
the PBX and the NMS are located.

[5) Note: For SNMPv1 and SNMPv2, the PBX and the NMS must be in
the same LAN.
5. Click Save.

What' Next: Configure SNMP on NMS to monitor PBX.

Related information
Monitor Yeastar K2 IPPBX on Nagios XI - SNMP Walk

Monitor Yeastar K2 IPPBX on Nagios XI-SNMP
This topic describes how to monitor the Yeastar K2 IPPBX in Nagios XI with SNMP monitor.

Before you begin

Before you add a host on Nagios Xl, you need to enable SNMP and configure SNMP set-
tings on the PBX. For more information, see Configure the PBX to Communicate with an
NMS by SNMP.

Monitor PBX using SNMP

Go to Configure > Configure Wizards, search "SNMP" and select SNMP.
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Configuration Wizards - Select a Wizard £ (2]

Start monitoring vour infrastructure in minutes. Configuration wizards guide you through the process of setting up your devices, servers, applications, services, and more in Nagios XI.
Select the appropriate wizard below to get started.

A Linux SNMP - SNMP
SﬁP Monitor a Linux workstation or server using SNMP, Menitor a device, service, or application using SNMP.
SNMP Trap SNMP Walk
SNMP,

Scan an SNMP-enabled device for elements to monitor.

-

Monitor SNMP Traps.

Windows SNMP
Monitor a Microsoft® Windows workstation or server using SNMP.

&

1. On the SNMP - Step 1 page, enter the PBX's IP address in the Device Address field,

and click Next.
2. On the SNMP - Step 2 page, complete the following configurations.

[5) Note: The SNMP settings configured on Nagios XI and PBX must be consistent.

a. In the Host name field, enter a host name to help you identify this host.
b. Enter the SNMP authentication information and device port of your PBX.

SNMP version Settings Description

Enter the community that is defined in

SNMP vl orv2c A SNMP Community PBX

Enter the SNMPv3 user that is defined in

Username PBX.

Select a level according to the PBX's
Access Limit setting.

* noAuthNoPrivate: only the user
_ name is needed.
SNMP v3 Security Level « AuthNoPriv: enter the
Authentication Password.
e authPriv: enter the
Authentication password and
Privacy Password.

Authentication Protocol = Select MD5.

Privacy Password Select DES.
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SNMP Settings
Specify the settings used to monitor the server or device via SNMP,
SNMP Version: | 2C ¥

The SMMP protocol version used to communicate with the device.

SNMP Port: 161

The SMNMP port to use, the default is port 161.

SNMP Version Settings

SNMP Community: | public

The SNMP community string required to query the device.

c. In the SNMP Services list, select the OIDs you'd like to monitor, and configure
monitor items.

» OID: Enter the OID name in according to MIB file.
* Displya Name: Enter the display name of OID.

SNMP Services
Specify any OIDs you'd like to monitor via SNMP. Sample entries have been provided as examples.
01D Display Name Data Label (Dg:i::;? Match Type :’:r:;:g ;;irt‘igczl :tnril:gtch MIB To Use
¥ | sTotalCalls.0 sTotalCalls None v
¥ | sInternalCalls.0 sInternalCalls None A
¥ | sProductType.0 sProductType None v
¥ | sHardwareVersion.0 sHardwareVersion None v

3. Click Next.
4. On SNMP-Step 3 page, click Finish.

After the wizard applies the configuration, you can click the View status detail for
<Host IP address> to see the host status.

v
SNMP Monitoring Wizard

@ Configuration applied successfully.

Your configuration changes have been successfully applied and the monitoring engine was restarted.

Configuration Request Successful
< Run this monitoring wizard again ® Run another monitoring wizard
Other Options:

- I Vi

. W

w status details for 192.168.6.11]
w the latest configuration snapshots

e
e
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View the PBX status

Go to Views > My Views > Service Detail, view the PBX status.

Na gios Home Views Dashboards Reports Configure Tools Help Admin Q @ A&nagicsadmin  ® Logout =
B Ro: topped v
otation is stopped -
Service Status 7 7 (2]
w View Tools All services Host Status Summary Service Status Summary
» Start Rotation Up Down Unreachable Pending Ok Warning Unknown Critical Pending
+ Mew View 6 0 0 0 68 0 0 iz 0
(JManage My Views
Unhandled Problems All Unhandled Problems All
v My Views 6 17 17 85
Tactical Overview ast Updated: 2020-04-13 17:52:15 Last Updated: 2020-04-13 17:52:14
Open Problems
Host Defail Q
Service Detail
Hostgroup Overview
Showing 1-25 of 85 total records ] < Page 1 of 4 25 Per Page v Go > ]
| Host 1 Service | Status [ Duration [ Attempt [ Last Check ] Status Information
192.1686.11 st Eu 2¢% sHardwareVersion Ok 6m 265 115 2020-04-13 17:50:47 SNMP OK - "V1.10 0000-0000"
sinternalCalls w4 Ok 6m7s 15 2020-04-13 17:51.08 SNMP OK - 502
sProduciType Ok 5m 50s 15 2020-04-13 17:51.24 SNMP OK - “Yeastar 5300"
sTotalCalls w4 Ok 5m 34 15 2020-04-13 17:51.40 SNMP OK - 1111

Monitor Yeastar K2 IPPBX on Nagios XI - SNMP Walk
This topic describes how to monitor the Yeastar K2 IPPBX in Nagios XI with SNMP Walk.

Before you begin

The SNMP Walk Wizard in Nagios XI scans an SNMP-enabled host to see the available
SNMP objects for monitoring.

Before you add a host on Nagios Xl, you need to enable SNMP and configure SNMP set-
tings on the PBX. For more information, see Configure the PBX to Communicate with an
NMS by SNMP.

Upload Yeastar MIB file
Obtain the Yeastar PBX MIB file, and upload the MIB file to Nagios XI.

1. Log in Nagios Xl web interface, go to Admin > System Extensions > Manage
MIBs.
2. Click Browse, select the MIB file, and click Upload MIB.


https://help.yeastar.com/download/docs/snmp/YEASTAR-PBX-MIB-V4.txt
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Nagios Views Dashboards Reports Configure Tools Help Admin
; - |4

Objects o

SENMP Trap Manage MIBs J
Interface Manage the MIBs installed on this server in fusr/share/snmp/mibs. There are hundreds of MIBs available at mibdepot (" and cidview(4.
W(aladpno\ Check this box if this server uses the Z2SNMP Trap Interface. ¢
Settings (
< EIEL Upload a MIB: | Browse | YEASTAR-PBX-MIB- Process traps IUslEt NV
Transfers

®0utbound /
Transfers h
#inbound View File Permissicns Process All Traps Undo all Trap Processing View All Associated Traps f
Transfers
v System MIB First Uploaded Status Date Processed Actions )J
Extensions AGENTX-MIB 2010-12-10 13:14:49 Processed 2020-02-24 19:12:03 H4» X

¥Manage BRIDGE-MIB 2019-12-10 13:14:49 Processed 2020-02-24 19:12:03 H4r x /
Components , . 4 . -

AManage Config DISMAN-EVENT-MIB 2019-12-10 13:14:49 Processed 2020-02-24 19:12:03 H4r X /
Wizards DISMAN-SCHEDULE-MIB 2019-12-10 13:14:49 Processed 2020-02-24 19:12:03 H4 =
[?Wirl'atge DISMAN-SCRIPT-MIB 2019-12-10 13:14:49 Processed 2020-02-24 19:12:04 Hd4» X Fi

lashlets

&tanage Plugins EtherLike-MIB 2019-12-10 13:14:49 Processed 2020-02-24 19:12:04 B4 x

-J“ar:aﬂe Graph HCNUM-TC 2019-12-10 13:14:49 Processed 2020-02-24 19:12:04 H4» X f
Templates 3
TiManage MiBs HOST-RESOURCES-MIB 2019-12-10 13:14:49 Processed 2020-02-24 19:12:04 H4 =

EXCustom HOST-RESOURCES-TYPES 2019-12-10 13:14:49 Processed 2020-02-24 19:12:04 H4 X {
Eﬂﬁﬁq’*J’*@M'*%ﬁu-wﬂn@Eiqumaufﬂhﬂwumd'ﬂﬂ"‘uﬁu,ﬁw"ﬂ-‘hm-.unl”“jr‘

Monitor PBX using SNMP Walk
Go to Configure > Configure Wizards, search "SNMP" and select SNMP Walk.

Configuration Wizards - Select a Wizard & (2]

Start monitoring your infrastructure in minutes. Configuration wizards guide vou through the process of setting up your devices, servers, applications, services, and more in Nagios XL,
Select the appropriate wizard below to get started.

Linux SNMP SNMP

SNMP

s

Meniter a Linux workstation or server using SNMP, Meniter a device, service, or application using SHMP,

v
=
=
-

SNMP Walk
Scan an SNMP-enabled device for elements to monitor.

)

SNMP Trap

) SNMP
Monitor SNMP Traps.

%

1. On the SNMP Walk - Step 1 page, complete the following configurations.
[5) Note: The SNMP settings configured on Nagios XI and PBX must be consistent.

a. In the Device Address field, enter the PBX's IP address.
b. In the Device port field, enter the SNMP port.
c. Enter the SNMP authentication information of your PBX.

SNMP version Settings Description

Enter the community that is defined in

SNMP v1 or v2c PBX.

SNMP Community
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SNMP version Settings Description

Enter the SNMPv3 user that is defined in

Username PBX.

Select a level according to the PBX's
Access Limit setting.

* noAuthNoPrivate: only the user
_ name is needed.
SNMP v3 Security Level « AuthNoPriv: enter the
Authentication Password.
e authPriv: enter the
Authentication password and
Privacy Password.

Authentication Protocol = Select MD5.

Privacy Password Select DES.

swe  Configuration Wizard: SNMP Walk - Step 1

SHMP Information

Device Address: = 152.168.6.11

The IP address or fully qualified DNS name of the server or device you'd like to monitor.

Device Port: 161
The port on which the SNMP device is listening.

SMMP Authentication

SNMP Version: | 2¢ ¥

The SNMP protocol version used to commicate with the device.
SNMP DLIh”C
Community: The SNMP community string used to query the device.

d. In the MIBs filed, select the uploaded MIB file.

SNMP Scan Settings

Specify some specifics to narrow down the SNMP scan results.

IM[BS; YEASTAR-PBX-MIB-V3 ¥ . Add another MIB I

Select MIBs whose OIDs you want to see. By default, if no MIBs selected, the scan will show all OIDs for all MIBs.

SNMP Advanced Scan Settings
Specify advanced settings for the SNMP scan. Adjusting these settings is optional.
OID:
The top-level OID to use for scanning. If empty, by default, it will scan "private” which should work for most MIBs.
Timeout: 180
The maximum number of seconds to wait for the SNMP scan to complete.
Max Results: | 200
The maximum number of results to process from the SNMP scan.

2. Click Next, Nagios Xl scans the available OIDs for monitoring.
On the SNMP Walk - Step2 page, complete the following configurations.

a. In the Host name field, enter a host name to help you identify this host.
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b. In the SNMP Services list, select the OIDs you'd like to monitor, and configure

how to monitor the OIDs.
* For Integer OIDs

Set Match Type to Numeric, and enter the a waring value and a critical

value in the Thresholds column.

[5) Note: If the thresholds is reached, Nagios displays an alarm for the

monitored service.
 For String OIDs

Set Match Type to String or None.
For the OIDs that need to be matched to a string, enter the string.

[5) Note: If the string changes, Nagios displays an alarm for the moni-

tored service.

SNMP Services
Select the OIDs you'd like to monitor via SNMP.
Currently showing OIDs related to the following MIBs: YEASTAR-PBX-MIB-V32

Select| MIB 01D Type Current Value Display Name Data Label @ Data Units @ Match Type
YEASTAR-
PBX-MIB- | sTotalCalls.0 INTEGER 953 Numeric v
V3
YEASTAR-
PBX-MIB- | sPreductType.0 STRING "Yeastar 5300" String v
V3
YEASTAR-

,RE}X-,I:‘EEE; _sOutboundgai=.0 e

3. Click Next.
4. Click Finish.

Thresholds g

444
» 555

Yeastar S30C

o WEECER L e, | e — ™ [ Numeric ¥ o o ot

After the wizard applies the configuration, you can click the View status detail for

<Host IP address> to see the host status.

v
SNMP Monitoring Wizard

@ Configuration applied successfully.

Your configuration changes have been successfully applied and the monitoring engine was restarted.

Configuration Request Successful

< Run this monitoring wizard again ® Run another monitoring wizard
Other Options:
|view status details for 192.168.6.11]

o
View

w the latest configuration snapshots

View the PBX status

Go to Views > My Views > Service Detail, view the PBX status.
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Nagios’ Home Views Dashboards Reports Configure Tools Help Admin & nagiosadmin @ Logout =
L} Service Status B ~ 7]
Rotation is All service * )
stopped services Host Status Summary Service Status Summary

. Up Down Unreachable Pending ok warning Unknown Critical Pending
w View Tools
. 5 0 0 0 56 0 0 0 3
pStart Rotation
Hew View Unhandled Problems All Unhandled Problems All
[Manage My Views 0 0 5 0 0 59
wv My Views Last Updated: 20! 2-25 10:58:22 Last Updated: 2020-02-25 10:58:22
Tactical Overview a
Open Problems Showing 1-59 of 59 total records Page| 1 |of 1 | 1nnparmonn Y] G
Host Detail -
Service Detail 1 Host 1 Service 1 Status 1 Duration 1 Attempt 1 Last Check 1 Status Information
Hostaroup Overview 192468641 "o o001 6ad 0 Ok 46m43s s 20200225 10:56:39 SNMP OK - "2%"
concurrentCall.0 Ok 46m 18g 15 2020-02-25 10:57:06 SNMP OK - "1/120"
sAnsweredCalls 0 + Ok 45m 475 115 2020-02-25 10:57:35 SNMP OK - 490
sBusyCalls.0 + Ok 45m 253 115 2020-02-25 10:57:57 SNMF OK - 72
sDiskUsage 0 Ok 44m 595 115 2020-02-25 105323 SNMP OK - "283908/6996792"
sFailedCalls.0 + Ok 44m 28s 115 2020-02-25 10:53'54 SNMF DK - 0 .
B o - - . T T DY e .X o i T T e ST R

Yeastar K2 IPPBX MIB

The following table shows information provided in the Yeastar K2 IPPBX MIB.

OIb

1.3.6.1.4.1.22736.2.1.1.
0

1.3.6.1.4.1.22736.2.1.2.
0

1.3.6.1.4.1.22736.2.1.3.
0

1.3.6.1.4.1.22736.2.1.4.
0

1.3.6.1.4.1.22736.2.1.5.
0

1.3.6.1.4.1.22736.2.1.6.
0

1.3.6.1.4.1.22736.2.1.7.
0

1.3.6.1.4.1.22736.2.1.8.
0

1.3.6.1.4.1.22736.2.2.1.
0

1.3.6.1.4.1.22736.2.2.2.
0

1.3.6.1.4.1.22736.2.2.3.
0

Name Type
sTotalCalls integer
sinternalCalls integer
sOutboundCalls integer
sinboundCalls integer
sAnsweredCalls integer
sFailedCalls integer
sBusyCalls integer
sNoAnsweredCalls integer
sProductType string
sHardwareVersion string
sFirmwareVersion string

Description

The number of total calls.

The number of internal calls.

The number of outbound calls.

The number of inbound calls.

The number of answered call.

The number of failed calls.

The number of calls in busy state.

The number of unanswered calls.

The product type.

The hardware version of PBX.

The firmware version of PBX.


https://help.yeastar.com/download/docs/snmp/YEASTAR-PBX-MIB-V4.txt
https://help.yeastar.com/download/docs/snmp/YEASTAR-PBX-MIB-V4.txt

OIb

1.3.6.1.4.1.22736.2.2.4.
0

1.3.6.1.4.1.22736.2.2.5.
0

1.3.6.1.4.1.22736.2.2.6.
0

1.3.6.1.4.1.22736.2.2.7.
0

1.3.6.1.4.1.22736.2.2.8.
0

1.3.6.1.4.1.22736.2.2.9.
0

1.3.6.1.4.1.22736.2.2.10
.0

1.3.6.1.4.1.22736.2.2.11
.0

1.3.6.1.4.1.22736.2.2.12
.0

1.3.6.1.4.1.22736.2.3.1.
0

1.3.6.1.4.1.22736.2.3.2.
0

1.3.6.1.4.1.22736.2.3.3.
0

1.3.6.1.4.1.22736.2.3.4.
0

1.3.6.1.4.1.22736.2.3.5.
0

1.3.6.1.4.1.22736.2.3.6.
0

1.3.6.1.4.1.22736.2.3.7.
0

1.3.6.1.4.1.22736.2.3.8.
0

1.3.6.1.4.1.22736.2.3.9.
0

1.3.6.1.4.1.22736.2.3.10
.0

Name

sSerialNumber

sUptime

sDiskUsage

sMemoryUsage

concurrentCall

avgCpuLoad

asteriskStatus

cpuTopl0

memTopl0

sHostName

sLanStatus

sLanName

sLanMac

sLanlpaddress

sLanSubnetMask

sLanGateWay

sLanConnectType

sLanPrimaryDns

sLanSecondaryDns

Type

string

string

string

string

Integer

string

string

string

string

string

string

string

string

string

string

string

string

string

string
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Description

The serial number of PBX

The Uptime of PBX.

The disk usage.

The Memory usage.

The number of concurrent calls.

The load average of CPU.

The asterisk status.

The top 10 CPU consumption

processes.

The top 10 memory consumption

processes.

The host name of PBX.

The LAN status.

The name of LAN.

The MAC address of LAN.

The IP address of LAN.

The subnet mask of LAN.

The gateway of LAN.

The network connect type of LAN.

The primary DNS of LAN.

The second DNS of LAN.
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OIb

1.3.6.1.4.1.22736.2.3.11
.0

1.3.6.1.4.1.22736.2.3.12
.0

1.3.6.1.4.1.22736.2.3.13
.0

1.3.6.1.4.1.22736.2.3.14
.0

1.3.6.1.4.1.22736.2.3.15
.0

1.3.6.1.4.1.22736.2.3.16
.0

1.3.6.1.4.1.22736.2.3.17
.0

1.3.6.1.4.1.22736.2.3.18
.0

1.3.6.1.4.1.22736.2.3.19
.0

1.3.6.1.4.1.22736.2.4.1.
11.0

1.3.6.1.4.1.22736.2.4.1.
1.2.0

1.3.6.1.4.1.22736.2.4.1.
1.3.0

1.3.6.1.4.1.22736.2.4.1.
140

1.3.6.1.4.1.22736.2.4.1.
15.0

1.3.6.1.4.1.22736.2.4.1.
1.6.0

1.3.6.1.4.1.22736.2.5.1.
11.0

1.3.6.1.4.1.22736.2.5.1.
1.2.0

1.3.6.1.4.1.22736.2.5.1.
1.3.0

1.3.6.1.4.1.22736.2.5.1.
140

Name

sWanStatus

sWanName

sWanMac

sWanlpaddress

sWanSubnetMask

sWanGateWay

sWanConnectType

sWanPrimaryDns

sWanSecondaryDns

sExternsionsindex

sExternsionsPort

sExternsionsNum

sExternsionsStatus

sExternsionsVoiceMail

sExternsionsType

sTrunksIndex

sTrunksName

sTrunksType

sTrunksPort

Type

string

string

string

string

string

string

string

string

string

integer

string

string

string

string

string

integer

string

string

string

Description

The WAN status.

The name of WAN.

The MAC address of WAN.

The IP address of WAN.

The subnet mask of WAN.

The gateway of WAN.

The network connect type of WAN.

The primary DNS of WAN.

The second DNS of WAN.

The serial number of extension.

The port of extension.

The extension number.

The extension status.

The voice mail of extension.

The extension type.

The serial number of extension.

The trunk name.

The trunk type.

The trunk port.
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OID Name Type Description
1.3.6.1.4.1.22736.2.5.1. sTrunksStatus string The trunk status.
15.0
1.3.6.1.4.1.22736.2.5.1.  sTrunksHostName string The host name of trunk.
1.6.0
1.3.6.1.4.1.22736.2.5.1.  sTrunksUserName string The user name of trunk.
1.7.0
1.3.6.1.4.1.22736.2.6.1.  sIpAttacksIindex integer The serial number of IP attack.
1.1.0
1.3.6.1.4.1.22736.2.6.1. slpattacksTime string The attacked time.
1.2.0
1.3.6.1.4.1.22736.2.6.1.  slpattacksPort string The attacked port.
1.3.0
1.3.6.1.4.1.22736.2.6.1.  slpattacksIpAddress string The source IP address of attacker.
1.4.0
1.3.6.1.4.1.22736.2.6.1.  slpattacksProtocol string The protocol that is used of attack
15.0 source.
API

Yeastar K2 IPPBX provides API interfaces for you to integrate a third-party software or de-
vice.

Compatibility
API feature is supported on Yeastar K2 IPPBX v80.2.0.X or later.

API Guide

For more information of API, refer to Yeastar K2 API Guide.

In the API guide, we introduces how to enable and configure API on Yeastar K2 IPPBX, and
provides API references.

Maintenance
Maintenance gives you access to upgrade PBX firmware, check logs and troubleshooting.

Upgrade Firmware

[5) Note:


https://help.yeastar.com/en/k2-developer/
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» Back up the PBX configurations before you start to update the PBX firmware.
* If “Reset configuration to Factory Defaults” is enabled, the system will reset to factory

default settings after upgrading.
* When update the firmware, please don’t turn off the power. Or the system will get

damaged.

Related information
Create a Backup File

Upgrade Firmware

You can check for new version immediately or schedule automatic firmware check, if the
PBX has a new released version, upgrade the PBX firmware with just one click.

Check firmware and upgrade immediately

1. Go to Maintenance > Upgrade.
2. Click Check for new version to check for new firmware immediately.

If a new version is detected, you can click New check the release notes and decide
whether to upgrade or not.

Updates detected <@ Update Mow Updata Later

(&) Never check for updates Check release notes.

(O Check for updates and let me choose whether to upgrade

Schedule automatic update

1. Go to Maintenance > Upgrade > Automatic Upgrade.
2. Select one of the following options:
* Never check for updates

This option disables Automatic Updates.
* Check for updates and let me choose whether to upgrade

This option notifies you that there are updates available. It requires user interac-
tion to download them and install them.

3. Click Save and Apply.

If a new version is detected, you can click New check the release notes and decide
whether to upgrade or not.
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'_I pdates detected — Update Now Update Later

A

(O Mever check for updates Check release notes.

(®) Check for updates and let me choose whether to upgrade
Automatically check update at: Daily - 00:00 -

(O Check for updates and automatically install

Browse a Local File to Upgrade

Upload the PBX firmware file from your local PC, then upgrade the PBX firmware.

Download the latest firmware file from Yeastar Firmware Download center.

This upgrade method is suitable when the PBX cannot access the Internet.

1. Go to Maintenance > Upgrade > Manual Upgrade.
Manual Upgrade

You might want to make a backup before upgrade.

[J) Reset Configuration to Factory Default

Type ©: Browsing File hd

Choose a file: Please select Upload

Automatic Upgrade

2. If you want to reset the configuration to factory defaults, check the option Reset Con-
figuration to Factory Default.

(D Important: If you check this option, all your PBX configurations will be erased.
We don't suggest you reset the PBX before upgrade firmware.

3. Set Type to Browing File.

4. Click Browse to choose your local firmware file.

[5) Note: The firmware file format should be . bi n , and the file name should not have
special characters.

5. Click Upload.
The PBX will start uploading the file and upgrading the firmware automatically.

[5) Note: When the PBX is updating the firmware, do NOT turn off the power. Or the
system will get damaged.


https://www.yeastar.com/firmware-download/
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Upgrade Firmware by HTTP Method

Make sure that the PBX could access the Internet, or the upgrade will fail.

1. Go to Maintenance > Upgrade > Manual Upgrade.

Manual Upgrade
You might want to make a backup before upgrade.

Reset Configuration to Factory Default

T}'pl:—.‘:): Download From HTTP Server

2. If you want to reset the configuration to factory defaults, check the option Reset Con-
figuration to Factory Default.

(D Important: If you check this option, all your PBX configurations will be erased.
We don't suggest you reset the PBX before upgrade firmware.

3. Set Type to Download From HTTP Server.

4. Enter the firmware download link in the HTTP URL field.

[5) Note: The URL should be a download link for a . bi n file.

5. Click Download.
The PBX will start downloading file from the HTTP server, and upgrading the firmware
automatically.

[5) Note: When the PBX is updating the firmware, do NOT turn off the power. Or the
system will get damaged.

Upgrade Firmware by TFTP Method

* If the TFTP server is your local PC, this upgrade method is suitable when the PBX
cannot access the Internet.

* If you fail to upgrade firmware via TFTP server, we suggest you to close safety config-
uration like firewall or virus defense.

1. Create a TFTP server, take TFTP32 for example.
2. Configure a TFTP server. Click Browse to select the firmware file uploaded path.



~N O
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B Tfpd32 by Ph. Jounin = O
Current Directary |E:'\Users'\moth|:|31 2Deszklop ﬂ Browse
Serverinterfaces  |192168.6.42 Realek PC v|  Shaw Dir

Tftp Server ] Thp Client ] DHCF server | Syslog server I Log wiewer I

peer file shart time | progress

< >
About | Settings | Help |

. Go to Yeastar system upgrade page, clickMaintenance > Upgrade > Manual Up-

grade.

. If you want to reset the configuration to factory defaults, check the option Reset Con-

figuration to Factory Default.

(D Important: If you check this option, all your PBX configurations will be erased.
We don't suggest you reset the PBX before upgrade firmware.

. Set Type to Download From TFTP Server.

Manual Upgrade

You might want to make a backup before upgrade.

] Reset Configuration to Factory Default

T}'pe@: Download From TFTP Server

TFTP Server: 192.168.6.25

File Name: 30.7.0.27 .bin

.In the TFTP Server field, enter the IP address of the TFTP server.
. In theFile Name field, enter the firmware file name.

[5) Note: The file should be a . bi n file. For example, 30. 7. 0. 27. bi n.

. Click Download.

The PBX will start downloading file from the TFTP server, and upgrading the firmware
automatically.

[5) Note: When the PBX is updating the firmware, do NOT turn off the power. Or the
system will get damaged.



Admin Guide | 1 - Admin Guide | 296

Backup and Restore

Go to Maintenance > Backup and restore, then you can back up all configurations of
PBX. Once backed up, back up file will be displayed in the list. You can upload backup file
from local client to PBX, or you can choose from backup list and restore.

Create a Backup File

You can create a backup file of the PBX settings on the PBX web interface.

1. Go to Maintenance > Backup and Restore, click Backup.
2. Set the File Name.
The default file name contains the PBX model, firmware version, and backup date.
3. In the Memo field, enter notes for the backup file.
4. Select which configurations and files to back up.
5. Click Save.
The created backup file will appear on the Backup and Restore page.

Upload a Backup File

You can select a backup file from your local PC, and upload the file to the PBX.

[5) Note: The file format is . bak and the file name should not contain special characters.

1. Go to Maintenance > Backup and Restore, click Backup.

Upload a Backup File
Choose a file: Please select Browse

Memo:

| e | o

2. Click Browse, and select your backup file to upload.
3. In the Memo field, enter notes for the backup file.
4. Click Upload.
The uploaded backup file will appear on the Backup and Restore page.

Restore a Backup File

After restore a backup file, the current configurations on your PBX will be OVERWRITTEN
with the backup data.
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|;?V| Note:

* You cannot restore a backup file that is downloaded from a different PBX model.

* If a backup file is created from a newer version of PBX, you cannot restore this back-
up file. For example, restore a backup file (v30.7.0.35) to PBX (v30.6.0.16) would not
work.

* You can restore a backup file that is created from a older version of PBX. For exam-
ple, restore a backup file (v30.6.0.16) to PBX(v30.7.0.35) would work.

1. Go to Maintenance > Backup and Restore.

2. Choose a backup file, click C,

A pop-up window will appear at the bottom-right of the web page.
3. Click Yes to reboot the PBX.

The PBX starts to restore data from the backup file.

Schedule Auto Backup

1. Go to Maintenance > Backup and Restore, click Backup Schedule.
Backup Schedule

[V Enable Schedule Backup

| Schedule®
Daily 00:00
Location Type O] Local

Backup Rotation @: 1

The backup file will include:

System Settings

Customn Prompts

2. Check the option Enable Schedule Backup.
3. Set the backup Schedule settings.

» Frequency and time: Select the backup frequency and when to make the back-
up.

» Location Type: Select where to store the backup file.

* Backup Rotation: Set the maximum number of backup files that is stored in the
selected location. When the number of backup files exceeds the set value, the
oldest file will be replaced with the newest.

4. Set which files to back up.
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5. Click Save.

Related information
Storage

Reboot the PBX

Reboot the PBX immediately on the PBX web interface or schedule auto reboot to keep the
system running smoothly.

[5) Note: When the PBX is rebooting, all the on-going calls will be terminated.

Reboot the PBX Immediately
1. Go to Maintenance > Reboot, click Reboot.
Schedule Auto Reboot

1. Go to Maintenance > Reboot, check the option Enable Auto Reboot.

Enable Auto Reboot @

Daily 00:00

2. Set the frequency and time of auto reboot.
3. Click Save.

Reset the PBX

If you want to erase all the configurations on your PBX, you can reset the PBX to the factory
defaults.

1. Go to Maintenance > Reset.
2. Select which data that you want to reset.
* Reset All: Factory reset all the data and configurations on the PBX.
* Reset IP: Reset the PBX's IP address to 192.168.5.150.
* Reset CDR and Recording Files: Delete CDR, one-touch recordings, and auto
recording files that are stored in the Local flash of PBX.
* Reset Backup Files: Delete the backup files that are stored in the Local flash of
PBX.
» Reset Prompts: Delete the custom prompts.
* Reset Other System Settings: Reset all the configurations except IP address
settings,and delete system logs, event logs, and operation logs.
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#. Maintenance

Upgrade Reset
Backup and Restore
Reboot

¥ Reset Al

[V ResetIP
System Log ¥ Reset CDR and Recording Files
Operation Log [ Reset Backup Files
Troubleshooting [ Reset Prompts
Reset Other System Settings
3. Click Factory Reset
Reset
Reset operation will erase all configuration data on PEX and reset the system to factory

defaults. Continua?

Verification Code: EE M 9

4. Enter the verification code.
5. Click Reset.

System Log

The PBX automatically trace the PBX information, notices, warnings, errors, debug logs,
and web logs, then generate log files. You can download the system logs on the PBX web
interface, and check the logs.

Go to Maintenance > System Log to trace real-time logs or download the generated sys-
tem logs.

System Log Settings

The PBX traces different levels of log.

* Information: Basic information.

* Notice: NOTICE information.

* Warning: WARNING information.

* Error: ERROR information.

* DTMF: DTMF information.

* Time Log: Add time stamp of system logs.
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» Debug: Select the following checkboxes to decide which type of debug logs to trace:
# Enable SIP Debug
#Enable RTP Debug

System Log
The PBX generates system logs everyday. The system logs are compressed into a tar file.
You can check the system logs on the System Log page.

Click ™ to download the log file and open the log file by Not epad++ or other editor soft-
ware to check the logs.

The PBX provides the following kinds of system logs:

» PBX firmware version

* AMI logs

* APl logs

* Asterisk guard logs

* App logs

* Module update logs

* Linkus Cloud Service logs
* SSH connection logs

* PnP logs

* Web logs

Operation Log

The PBX records all the users' operations, and keep the logs in Operation Log.

Go to Maintenance > Operation Log to search and check the operation logs.

Operation Log

User: admin A
IP Address:
Time: 2018-05-21 B - 2018-05-28 | m
Download
Time User IP Address Operation Details -
2018-05-28 00:25:56 admin 192.168.7.24 Systern Log: Modify E
2018-05-28 00:25:56 admin 192.168.7.24 System Log: Modify E

2018-05-28 00:19:28 admin 192 168.7 .24 System Log: Download E
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Troubleshooting

Yeastar K2 IPPBXEthernet Capture Tool, IP Ping, and Traceroute can be used to debug
and capture packets.

Capture Ethernet Packets

When there is a problem on the VolP extensions or trunks, you can use the Ethernet Cap-
ture Tool to capture Ethernet packet, and download the packet to analyze it.

1. Go to Maintenance > Troubleshooting > Ethernet Capture Tool.

2. Click Start.
The PBX will start to capture the Ethernet packet. During this time, you should dupli-
cate the problem of your VoIP trunks or extensions.

. Click Stop to stop capturing packets.

. Click Download to download the captured packet.

HW

Decompress the . t ar file and use W r eshar k software to open the packet file.

Ping IP Address

A ping utility sends test messages from the local client to a remote target over the TCP/IP
network connection. You can use IP Ping tool to test if the PBX can access the target IP ad-
dress.

1. Go to Maintenance > Troubleshooting > IP Ping.

Result

start..

PING www.yeastar.com (58.215.145.227): 56 data bytes

64 bytes from 58.215.145.227: seq=0 =47 time=24.098 ms
64 bytes from 58.215.145.227: seq=1 tl=47 time=24 075 ms
64 bytes from 58.215.145.227: seq=2 =47 time=24.105 ms
64 bytes from 58.215.145.227: seq=3 tl=47 time=24 059 ms

2. In the Host field, enter the target domain name or IP address.
3. Click Start and check the result.
4. Click Stop to stop ping.

Traceroute

Traceroute is a common diagnostic tool for displaying the route (path) and measuring transit
delays of packets across a network.
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1. Go to Maintenance > Troubleshooting > Traceroute.

Result

start...
traceroute to www.yeastar.com (58.215.145.224), 30 hops max, 38 byte packets

{*==

2192.1658.1.1 (192.168.1.1) 0.514 ms 0.410 ms 0.409 ms
3 110.87.98.57 (110.87.98.57) 2.455 ms 2.071 ms 2.115 ms
4 1M7.30.27.77 (17.30.27.77) 1.440 ms 1.960 ms 1.765 ms

2. In the Host field, enter the target domain name or IP address.

3. Click Start and check the result.
4. Click Stop to stop traceroute.

PBX Monitor

The PBX monitors the status of Trunks, Extensions, Concurrent Call, Conference.

You can log in the PBX web interface, go to PBX Monitor to check the real-time status of
your trunks, extensions, and conferences.

Extension Status

Table 5.
Status Description

-~ The extension is idle.

= The extension is ringing.

™
The extension is unavailable.
The extension is busy.
The extension is on held.

, Malfunction in FXS interface.

Check the relevant interface and module.
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VoIP Trunk Status

Table 6.
Status Description

Registered
Registering

» Unreachable
* Registration failed, caused by:
# wrong password
# wrong authentication name
# wrong user name
# transport type inconsistent

Concurrent Call

Check the maximum supported concurrent calls and the real-time concurrent calls on the
PBX.

Concurrent Cal

[Concurrent Call: 1 Max Concurrent Call: 50

804
754
704
654
504
554

= 504

O 45

S 40
3 35

8304
254
204
154
104

: 3 3 3 & 3 - 2 22 2 1 1 1 1 1 1 1 1

a0 95 100 105 110 115 120 125 130 135 140 145 150 155 160 165 170 175 180 185  19¢C
Seconds

Monitor Conference

Check how many conferences are created on the PBX, and monitor the status of the confer-
ences.

Conference
Name, Number Q
Number Name Moderator In-conference Start Time
6400 5400
6401 M 600 - Alex,800 - Eve ==
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Resource Monitor

Monitor the CPU usage, memory usage, disk utilization and network flow.

You can go to Resource Monitor to check the information or click the shortcut icon at the
right-top corner.

ﬂ Netwerk

| LAN

Static IP Address

FA.BS:49.FO-AF.1C

Information

Check the basic information of the PBX.

* Product

* Serial Number

* Hardware Version

» Software Version

» System Time: The current time on the PBX.

» Uptime: The system up time since the last reboot.

» Extensions/Max Extensions: The number of added extensions/Maximum number of
extensions allowed to be added

Network

Check the status of local network, cellular network, and VPN network.

Performance

Check the performance of CPU, Memory and local network.

Storage Usage

Check the usage of local storage in the PBX.
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CDR and Recordings

You can check CDR and auto recordings on the PBX web interface. CDR (Call Detail
Record) is a data record that contains various attributes of the call, such as time, duration,
call status, source number, and destination number, etc.

Searching Criteria
You can search CDR and recordings by the following criteria:

* Time: Set the start date and the end date to filter the call logs that are in the date du-
ration.

 Call From: The number or the name of the caller.

* Call To: The number or the name of the callee.

« Call Duration: The time between the call started and the call ended. Enter a value to
filter the call logs that have call duration equal or greater than this value.

» Talk Duration: The time between the call answered and the call ended. Enter a value
to filter the call logs that have talk duration equal or greater than this value.

* Status: Call status, including "answered", "no answered", "busy", "failed", and "has
voicemail”.

« Communication Type: Communication type, including "internal”, "inbound", "out-
bound", "callback", "PBX warning call", "transfer”, and "multisite interconnect".

* Include Recording Files: Check the option if you want to filter the calls that had been
recorded.

 Cost: The billing cost for this call.

[5) Note: This option for Billing App.

Search CDR and Recordings

1. Log in the PBX web interface, go to CDR & One Touch Recording.
2. Set the Time to filter the call logs during the date duration.
3. If you want to search recording files, check the option Include Recording Files.

Time: 2021-03-02 00:00 M - 2021-03-02 23:59 =
Call From: Call To 111

Call Duration (s): Talk Duration (s):

Status: All Include Recording Files

Communication Type: All Number Fuzzy Search@® m

4. Set other searching criteria.
5. Click Search.
The filtered call logs will display.
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Fuzzy Search CDR and Recordings

By default, you need to enter an exact and complete phone number in the relevant search-
ing criteria, or you cannot get the search result. If you cannot remember the exact number
or the name, you can use Fuzzy Search feature.

1. Go to CDR & One Touch Recording.

2. Set the Time to filter the call logs during the date duration.

3. Enter a desired number or letters in Call From field or Call To field.
4. Check Number Fuzzy Search.

Time: 2021-03-02 00:00 - 2021-03-02 23:59 =4

Call From: Call Te: 1111
Call Duration (s): Talk Duration (s):

Status: All Include Recording Files

Communication Type: All Mumber Fuzzy Search @ m

5. Set other searching criteria.
6. Click Search.
The call logs that match the fuzzy searching will display.

Time Call From Call To Call Dur... Talk Dur.. Status Commun.. Caller IP ... Recording Options
2021-03-02 00:02:08 3333 <3... 1M1 <11 00:00:17 00:00:17 Voicemail Internal 192.166....
2021-03-02 00:01:38 3333 <3... 1M1 <11 00:00:30 00:00:00 No Answer Internal 192.166....
2021-03-02 00:00:50 3333 <3... 1M1 <11 00:00:30 00:00:00 No Answer Internal 192.166....

Download CDR and Recordings

You can download the searched CDR or recording files to your local PC.

1. Goto CDR & One Touch Recording.

2. Search the CDR and Recordings.

3. To download the searched CDR, click Download CDR.

4. To download the searched recording files, click Download Recordings.
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